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●Postmaster's Feedback Loop (FBL)
●ARF representation
●Why?
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ARF representation
From: <abusedesk@example.com>
Date: Thu, 8 Mar 2005 17:40:36 EDT
Subject: FW: Earn money
To: <abuse@example.net>
MIME-Version: 1.0
Content-Type: multipart/report;
   report-type=feedback-report;
    boundary="part1_13d.2e68ed54_boundary"
--part1_13d.2e68ed54_boundary
Content-Type: text/plain; charset="US-ASCII"
Content-Transfer-Encoding: 7bit
This is an email abuse report for an email message received 
from IP 192.0.2.1 on Thu, 8 Mar 2005 14:00:00 EDT.  For more 
information  about this format please see 
http://tools.ietf.org/html/rfc5965
--part1_13d.2e68ed54_boundary
Content-Type: message/feedback-report
Feedback-Type: abuse
User-Agent: SomeGenerator/1.0
Version: 1
--part1_13d.2e68ed54_boundary
Content-Type: message/rfc822
Content-Disposition: inline
Received: from mailserver.example.net
     (mailserver.example.net [192.0.2.1])
     by example.com with ESMTP id M63d4137594e46;
     Thu, 08 Mar 2005 14:00:00 -0400
From: <somespammer@example.net>
To: <Undisclosed Recipients>
Subject: Earn money
MIME-Version: 1.0
Content-type: text/plain
Message-ID: 8787KJKJ3K4J3K4J3K4J3.mail@example.net
Date: Thu, 02 Sep 2004 12:31:03 -0500
Spam Spam Spam
Spam Spam Spam
--part1_13d.2e68ed54_boundary--

<?xml version="1.0" encoding="UTF-8"?>
    <IODEF-Document lang="en-US"
      xmlns:arf="urn:ietf:params:xml:ns:iodef-arf-1.0"
      xmlns="urn:ietf:params:xml:ns:iodef-1.0"
      xmlns:iodef="urn:ietf:params:xml:ns:iodef-1.0">
     <Incident purpose="reporting">
      <IncidentID name="example.net">FBLxyz</IncidentID>
      <ReportTime>2005-03-08T17:40:36-04:00</ReportTime>
      <Assessment>
       <Impact type="policy" lang="en"/>
      </Assessment>
      <Contact role="creator" type="organization">
       <ContactName>example.net</ContactName>
       <Email>abuse@example.net</Email>
      </Contact>
      <EventData>
       <DetectTime>2005-03-08T17:40:36-04:00</DetectTime>
       <Contact role="irt" type="organization">
        <ContactName>example.com</ContactName>
        <Description>Feedback Generator</Description>
        <Email>abusedesk@example.com</Email>
       </Contact>
       <Flow>
        <System>
         <Node>
          <NodeName>fbl-out.example.com</NodeName>
          <Address category="ipv4-addr">192.0.2.129</Address>
         </Node>
        </System>
       </Flow>
       <AdditionalData dtype="xml">
        <arf:AbuseReport>
         <arf:ArfHeader>
          <arf:Field name="feedback-type">abuse</arf:Field>
          <arf:Field name="user-agent">SomeGenerator/1.0</arf:Field>
          <arf:Field name="version">1</arf:Field>
         </arf:ArfHeader>
         <arf:EmailMessage>
   Received: from mailserver.example.net
        (mailserver.example.net [192.0.2.1])
        by example.com with ESMTP id M63d4137594e46;
        Thu, 08 Mar 2005 14:00:00 -0400
   From: &lt;somespammer@example.net&gt;
   To: &lt;Undisclosed Recipients&gt;
   Subject: Earn money
   MIME-Version: 1.0
   Content-type: text/plain
   Message-ID: 8787KJKJ3K4J3K4J3K4J3.mail@example.net
   Date: Thu, 02 Sep 2004 12:31:03 -0500
   Spam Spam Spam
   Spam Spam Spam
   </arf:EmailMessage></arf:AbuseReport></AdditionalData>
   </EventData></Incident></IODEF-Document>



  

Why?
● RIRs requiring an
abuse-mailbox

● Thunderbird or Outlook 
extensions?

● Network providers may 
forward to trusted 
customers' 
headquarters?

● Mailbox providers may 
forward to abuse 
mailboxes even without 
FBL subscriptions


