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Status of current version 

n  draft-ietf-dhc-dhcpv4-relay-encapsulation-01 

n  Define new messages to convey relay agent 

information:  

RELAYFORWARD, RELAYREPLY 

n  Define relay agent behavior, including L2 relay 

agent and L3 relay agent 

n  Define DHCP server behavior 

n  No change on DHCP client behavior 
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Brief description of mechanism 

client L2RA L3RA server 

BOOTREQUEST 

BOOTREPLY 

RELAYREPLY 

RELAYFORWARD 
RELAYFORWARD 

RELAYREPLY 

(1)  When DHCP message toward server go through a relay agent, 
RA encapsulate it into a new message, RELAYFORWARD 
message, and add its information in at the same time 

(2)  DHCP server decapsulate 
RELAYFORWARD message and 
response a RELAYREPLY message 

op ep padlen
rslen caplen

aiaddr
relay segment

encapsulated 
messageOrigin DHCP

message

Relay agent
information

(3)  When RELAYREPLY message go through a relay agent, RA 
decapsulate it to get the relative RA info and send a new RELAYREPLY 
message or a normal DHCP message if it’s the closest RA to client 
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Implementation of Relay Agent 
Encapsulation for DHCPv4 
n  We build four hosts in VMware Workstation:  
 
 
n  We modify and run isc dhcp-4.2.0 version based on  

“draft-ietf-dhc-dhcpv4-relay-encapsulation-01” in three 
hosts for our experiment 
n  L2RA 

n  Encapsulate message into a new message 
n  Add some sub-options into relay segment, such as Circuit ID, Link selection,and 

SUBOPT_L2AS if the L2RA is close to the client 
n  Decapsulate RELAYREPLY message  

n  L3RA  
n  Encapsulate message into a new message 
n  Add some sub-options into relay segment, such as Circuit ID, Link selection.  
n  Decapsulate RELAYREPLY message 

n  Server 
n  Decapsulate RELAYFORWARD message 
n  Construct RELAYREPLY message and send to relay agent  

  

server client L2RA L3RA 
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Implementation of Relay Agent 
Encapsulation for DHCPv4 
n  Experiment result (1) 
L2RA constructs the RELAYFORWARD message by adding fixed-
length header and relay segment. 

DHCP Client

Layer 3
DHCP Relay Agent

DHCP Server

Layer 2
DHCP Relay Agent

Fixed-­‐length	
  header	
  and	
  relay	
  
segment	
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Implementation of Relay Agent 
Encapsulation for DHCPv4 
n  Experiment result (2) 

The	
  relay	
  agents	
  informa5on	
  
on	
  the	
  path	
  of	
  DHCP	
  discover	
  

DHCP server could decapsulate RELAYFORWARD 
message and print all relay agents’ information 
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Request comments and fulfillment 

n  Please kindly help to review: 

 draft-ietf-dhc-dhcpv4-relay-encapsulation-01 

n  Last time, there are two reviews suggested. Forget.. 

n  Would any people or research entities like to fulfill this 

draft and make interoperation test with our demo? That 

will be helpful to find potential errors and push the work 

forward. 
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Thank You 


