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Note	
  Well	
  
Any	
  submission	
  to	
  the	
  IETF	
  intended	
  by	
  the	
  Contributor	
  for	
  publica<on	
  as	
  all	
  or	
  part	
  of	
  an	
  IETF	
  Internet-­‐Dra?	
  or	
  RFC	
  and	
  any	
  

statement	
  made	
  within	
  the	
  context	
  of	
  an	
  IETF	
  ac<vity	
  is	
  considered	
  an	
  "IETF	
  Contribu<on".	
  Such	
  statements	
  include	
  oral	
  
statements	
  in	
  IETF	
  sessions,	
  as	
  well	
  as	
  wriHen	
  and	
  electronic	
  communica<ons	
  made	
  at	
  any	
  <me	
  or	
  place,	
  which	
  are	
  
addressed	
  to:	
  

	
  
•  The	
  IETF	
  plenary	
  session	
  	
  
•  The	
  IESG,	
  or	
  any	
  member	
  thereof	
  on	
  behalf	
  of	
  the	
  IESG	
  	
  
•  Any	
  IETF	
  mailing	
  list,	
  including	
  the	
  IETF	
  list	
  itself,	
  any	
  working	
  group	
  or	
  design	
  team	
  list,	
  or	
  any	
  other	
  list	
  func<oning	
  under	
  

IETF	
  auspices	
  	
  
•  Any	
  IETF	
  working	
  group	
  or	
  por<on	
  thereof	
  	
  
•  The	
  IAB	
  or	
  any	
  member	
  thereof	
  on	
  behalf	
  of	
  the	
  IAB	
  	
  
•  The	
  RFC	
  Editor	
  or	
  the	
  Internet-­‐Dra?s	
  func<on	
  	
  
	
  
All	
  IETF	
  Contribu<ons	
  are	
  subject	
  to	
  the	
  rules	
  of	
  RFC	
  5378	
  and	
  RFC	
  3979	
  (updated	
  by	
  RFC	
  4879).	
  	
  
	
  
Statements	
  made	
  outside	
  of	
  an	
  IETF	
  session,	
  mailing	
  list	
  or	
  other	
  func<on,	
  that	
  are	
  clearly	
  not	
  intended	
  to	
  be	
  input	
  to	
  an	
  IETF	
  

ac<vity,	
  group	
  or	
  func<on,	
  are	
  not	
  IETF	
  Contribu<ons	
  in	
  the	
  context	
  of	
  this	
  no<ce.	
  
	
  
Please	
  consult	
  RFC	
  5378	
  and	
  RFC	
  3979	
  for	
  details.	
  
	
  
A	
  par<cipant	
  in	
  any	
  IETF	
  ac<vity	
  is	
  deemed	
  to	
  accept	
  all	
  IETF	
  rules	
  of	
  process,	
  as	
  documented	
  in	
  Best	
  Current	
  Prac<ces	
  RFCs	
  and	
  

IESG	
  Statements.	
  
A	
  par<cipant	
  in	
  any	
  IETF	
  ac<vity	
  acknowledges	
  that	
  wriHen,	
  audio	
  and	
  video	
  records	
  of	
  mee<ngs	
  may	
  be	
  made	
  and	
  may	
  be	
  

available	
  to	
  the	
  public.	
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Agenda Review 
1300 Administrivia 

  Jabber & Minute scribes 
  Agenda bashing 

1305 WG Status 
1310 NEA Reference Model 
1315 Discuss PT Candidates, Decide On Path Forward 

http://www.ietf.org/internet-drafts/draft-sangster-nea-pt-tls-02.txt 
http://www.ietf.org/internet-drafts/draft-cam-winget-eap-tlv-03.txt 
http://www.ietf.org/internet-drafts/draft-hanna-nea-pt-eap-01.txt  

1430 Agree on Revised Milestones  
1500 Adjourn 
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WG Status  
 

•  PT individual submissions under consideration 
•  Consensus to use TLS-unique to mitigate NEA 

Asokan attack 
•  PT I-Ds updated to take into account counter-

measure to NEA Asokan attack 
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NEA Reference Model 
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NEA Reference Model 
from RFC 5209 

Posture  
Collectors 

Posture  
Validators 

Posture 
Transport 
Server 

Posture Attribute (PA) protocol  

Posture Broker (PB) protocol 

NEA Client NEA Server 

Posture Transport (PT) protocols 
Posture 
Transport 
Client 

Posture 
Broker 
Client 

Posture 
Broker 
Server 
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PA-TNC Within PB-TNC Within PT 
PT 

PB-TNC Header (Batch-Type=CDATA) 

PB-TNC Message (Type=PB-Language-Preference) 

PB-TNC Message (Type=PB-PA, PA Vendor ID=0, PA Subtype= OS) 

PA-TNC Message 

PA-TNC Attribute (Type=Product Info, Product ID=Windows XP) 

PA-TNC Attribute (Type=Numeric Version, Major=5, Minor=3, ...) 
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PT-TLS Evaluation 



IETF 80 - NEA Meeting 9 

What is PT-TLS? 

•  L3 PT Proposal Coming from TCG 
–  Identical to TNC protocol IF-T Binding to TLS 

•  NEA Exchange Over TLS 
– Carried As Application Data 
– No Change to TLS 

•  Meets All Applicable PT Requirements 
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Why L3 PT? 

•  PT-5 says PT SHOULD be able to run 
over TCP or UDP 

•  Motivating Use Cases on Next Slide 

IETF 80 - NEA Meeting 
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Use Cases for PT-TLS 
•  NEA Assessment on Non-802.1X Network 

–  Legacy Network 
–  Remote Access 

•  Large Amount of Data in NEA Assessment 
–  For example, Installed Packages 
–  Unsuitable for EAP Transport 

•  Posture Re-assessment or Monitoring After 802.1X 
Assessment 

•  Application Server Needs to Perform NEA Assessment 

IETF 80 - NEA Meeting 
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Three Phases of PT-TLS 

1.  TLS Handshake 
–  Unmodified 

2.  Pre-Negotiation 
–  Version Negotiation 
–  Optional Client Authentication 

3.  Data Transport 
–  NEA Assessments 

IETF 80 - NEA Meeting 
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PT-TLS Sequence Diagram 
PT-TLS 
Initiator 

PT-TLS 
Responder 

TLS Handshake 

Version Request 

Version Response 

Optional Client Authentication 

PB-TNC Exchange 

… 
TLS Closure Alerts 

IETF 80 - NEA Meeting 
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PT-TLS Message Encapsulation 
TLS Record Protocol 

PT-TLS Message (Vendor ID=0, Type=PB-TNC Batch) 

PB-TNC Header (Batch-Type=CDATA) 

PB-TNC Message (Type=PB-PA, PA Vendor ID=0, PA Subtype= OS) 

PA-TNC Message 

PA-TNC Attribute (Type=Product Info, Product ID=Windows XP) 

PA-TNC Attribute (Type=Numeric Version, Major=5, Minor=3, ...) 
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PT-TLS Message Format 
                       1                   2                   3 
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

|    Reserved   |           Message Type Vendor ID              | 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

|                          Message Type                         | 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

|                         Message Length                        | 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

|                       Message Identifier                      | 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 

|                Message Value (e.g. PB-TNC Batch) . . .        | 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
 

 

IETF 80 - NEA Meeting 

•  Format matches PB-TNC Message 
header (plus Message Identifier) 
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Questions? 

IETF 80 - NEA Meeting 



 
NEA Transport using EAP and 

TLS 
 

Nancy Cam-Winget  ncamwing@cisco.com 
Joseph Salowey  jsalowey@cisco.com 
Hao Zhou   hzhou@cisco.com 
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Agenda 
•  Update since last proposal 
•   Carrying NEA over EAP 
•  Carrying NEA over TLS 
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Proposal 

•  Facilitate the use of an EAP Tunnel Based 
Method to carry PB-TNC messages: 
– Leverage TLV/AVP structures to carry PB-

TNC messages in already deployed tunneled 
EAP methods 

•  PT-TCP: introduce TLV use inside TLS 
– Use TCP/TLS and define TLV structure to 

carry PB-TNC messages 
– Use SASL-based TLV for entity authentication 

March 2011 NEA WG 19 



NEA TLV for PEAP and EAP-
FAST 

    0                            1                            2                            3 
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+- 
   |M|R|            TLV Type            |            Length                        | 
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+- 
   |                                                                                              | 
   |                                     PB-TNC Header                               | 
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+- 
   |                                      PB-PA Message....                          | 
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+- 
 



NEA AVP for TTLS 

    0                            1                            2                            3 
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+- 
   |                                         AVP Code                                     | 
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+- 
   |   AVP Flags   |                  AVP Header                                 | 
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+- 
   |                                     PB-TNC Header                               | 
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+- 
   |                                                                                              | 
   |                                      PB-PA Message....                          | 
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+- 
 



EAP Tunnel Protocol Layers 

Protected 
Tunnel 

PB-PA-TNC 

TLV/AVP Encapsulation  

Cleartext 
Headers 

Tunnel establishment (e.g. TLS) 

Tunnel Based EAP method 

EAP 

Carrier Protocol  
(EAPOL, RADIUS, Diameter, etc.) 
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w
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 →
 



PT-TCP Protocol Layers 

Protected 
Tunnel 

PB-PA-TNC 

TLV Encapsulation  

Cleartext 
Headers 

Tunnel establishment (e.g. TLS) 

TCP 

Lo
w

er
 to

 U
pp

er
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 →
 



NEA TLV for PT-TCP 

    0                            1                            2                            3 
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+- 
   |  R |             TLV Type            |            Length                        | 
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+- 
   |                 Length                   |              Data                         | 
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+- 
   |                                      Data....                                             | 
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+- 
 



PT-TCP TLV Types 
•  NEA TLV: 

–   carries the PB-PA-TNC messages 
 

•  SASL-MECH TLV 
–  Carries the list of supported SASL mechanisms 

•  SASL-AUTH TLV 
–  Carries data pertaining to a SASL mechanism 

•  SASL-RESULT TLV 
–  Carries the result of the SASL exchange 
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Questions? 
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PT-EAP Overview 



What is PT-EAP? 

•  L2 PT Proposal from TCG 
– Compatible with EAP-TNC (aka IF-T Protocol 

Bindings for Tunneled EAP Methods) 

•  NEA Exchange Over EAP Tunnel Methods 
– Supports PEAP, EAP-TTLS, and EAP-FAST 
– No Change to the EAP Tunnel Methods 

•  Meets All PT Requirements 
March 22, 2010 NEA-WG @ IETF 77 28 



Use Cases for PT-EAP 

•  NEA Assessment on 802.1X Network 
–  Consider posture in network access decision 
–  Isolate vulnerable endpoints during remediation 
–  Block or quarantine infected endpoints 

•  NEA Assessment during IKEv2 Handshake 
–  Assess posture before granting network access 
–  Isolate vulnerable endpoints during remediation 
–  Block or quarantine infected endpoints 
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PT-EAP Operation 

•  Runs as an inner EAP method 
–  Can be chained with other EAP methods for user or 

endpoint authentication 
–  Can be proxied via RADIUS chaining 
–  Supports fragmentation and reassembly, when 

needed 

•  Due to EAP limitations… 
–  Only one packet in flight (half duplex) 
–  Large data transfer not recommended 

March 22, 2010 NEA-WG @ IETF 77 30 



Two Phases of PT-EAP 

1.  Negotiation 
–  Establishes version and capabilities to use 

2.  PB-TNC Exchange 
–  NEA Assessments 

March 22, 2010 NEA-WG @ IETF 77 31 



PT-EAP Sequence Diagram 
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EAP 
Peer 

EAP 
Authenticator 

EAP Tunnel Setup 

Negotiation 

PB-TNC Exchange 



PT-EAP Message Format 
 0                   1                   2                   3    
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1  

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+  

|     Code      |   Identifier  |            Length             |  

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+  

|    Type       |   Flags | Ver |     Data Length *             |  

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+  

|         Data Length *         |           Data ...            |  

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+  

 

* Only when using fragmentation 
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PT-EAP Implementations 

•  wpa_supplicant 
•  OpenSEA 
•  XSupplicant 
•  FreeRADIUS 
•  Radiator 
•  hostapd 
•  tnc@fhh 
•  libtnc 
•  strongSWAN 
March 22, 2010 NEA-WG @ IETF 77 34 
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Evaluation of TLS Proposals 



36 

Pros of PT-TLS 
•  Layered on established secure protocol (TLS) 

–  No changes to TLS, only application data over it 

•  Compatible with TCG’s IF-T/TLS 
–  Same IPR grant as PA-TNC and PB-TNC 

•  TLV protocol parallels NEA PA and PB protocols 
–  Vendor Id scoping of key types 
–  TLV header same format as PB Message header 

•  Full Duplex 
•  High Bandwidth 
•  Reliable 
•  Easy to Implement using any TLS library 
•  Extensible (both standard and vendor-defined) 

IETF 80 - NEA Meeting 



PT-TCP Concerns 
•  Doesn’t Meet C-5 

–  Not an existing open standard 

•  Maturity Issues 
–  Three different protocols in one spec: PT-TCP, EAP-TLV?,  

EAP-AVP?  
–  Race conditions (PTC or PTS can initiate) 
–  No version support 
–  No PT-TCP error support 
–  Numerous minor issues (typos, inconsistencies, missing items) 

March 22, 2010 NEA-WG @ IETF 77 37 



Comparing TLS-based Proposals 
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Feature  PT-TLS   PT-TCP  NOTES 

Philosophy Similar to PA, PB Similar to EAP 

Header Size 16 octets 6 octets PT-TLS header 
mirrors PB 

Vendor Name 
Spaces 

Yes, parallels   PA, 
PB No 

Types Supported 2^32 per name 
space 2^14 total 

Length 2^32 2^32 
PT-TCP length not 

on 32-bit 
alignment 

Message Id Yes No Used for 
identifying errors 

Protocol Version 
Negotiation Yes No 



Evaluation 
PT-TCP 
•  Leverages TLS 
•  Single encapsulation 

to facilitate NEA 
transport and further 
authentication 

•  Uses standard 
(SASL) authentication 
mechanism 

PT-TLS 
•  Similar to PT-TCP 
•  Different 

authentication 
mechanism 

•  Different TLV 
encapsulation 
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Recommendation 

•  Merge PT -TLS/TCP as follows: 
•  SASL for client authentication 
•  Support versioning 
•  Support error handling 
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Consensus Check Question 
 

•  Agree with recommended approach for merging 
PT-TCP and PT-TLS I-Ds? 
–  Yes 
–  No 
–  Don’t know 
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Evaluation of EAP Proposals 



Pros of PT-EAP 
•  EAP method 

–  Works with any EAP Tunnel Method 
–  Works over 802.1X, IKEv2, abfab, etc. 
–  Supports RADIUS/DIAMETER proxy 

•  Compatible with TCG’s EAP-TNC 
–  Open standard with many implementations (at least 9) 
–  Years of experience and security reviews 

•  No external dependencies or complications 
–  Easy to move to Proposed Standard 

•  Scalable 
–  Supports PB-TNC messages up to 2^32 – 1 bytes via 

fragmentation 
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Concerns re EAP-TLV 
•  Doesn’t Meet C-5 

–  Not an Existing Open Standard 

•  Doesn’t Meet C-7 
–  PB-TNC Batch Limited to 2^16 – 1 Bytes over EAP 

•  Only One Implementation, No Security Reviews 
•  Hard to Proxy TLVs to Back-End Servers (vs. EAP) 
•  Maturity Issues 

–  Three Different Protocols in One Spec 
•  PT-TCP, NEA TLV?, NEA AVP? 

–  Race Conditions 
–  No Version Support 
–  No Support for PB-TNC Messages Other Than PB-PA 
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Comparing EAP-based Proposals 

January 28, 2010 45 

Feature  PT-EAP   EAP-TLV? EAP-AVP? 

Approach EAP Method TLV AVP 

Header Size 6-10 octets 4 octets 8 octets 

Max Payload Size 2^32 - 1 2^16 - 1 2^24 - 1 

Open Standard Yes No No 

Implementations 9 1 0 

Protocol Analysis 4 papers None None 

Age 2006 2004 <1 month 

Maturity Issues No Yes Yes 



Evaluation 
NEA TLV/AVP in EAP 
•  Leverages EAP 

Tunnel’s specific 
encapsulation 

•   Guarantees NEA 
data is always carried 
inside a protected 
EAP tunnel 

 

Concerns of PT-EAP 
•  PT-EAP could be run 

as a standalone 
unprotected EAP 
method 
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Consensus Check Question 
 

•  Agree with adopting PT-EAP  as WG document? 

•  Agree with adopting EAP NEA-TLV as WG 
document? 

•  Neither 
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Milestones 
Mar 2011  Resolve issues with  PT I-Ds at IETF 80 
Apr 2011  Publish -00 NEA WG PT  I-Ds 
May 2011  WGLC on -00 NEA WG PT I-Ds 
Jun 2011  Publish -01 NEA WG PT I-Ds 
Jun 2011  IETF LC 

Jul 2011  Resolve issues from IETF LC at IETF 81 
Aug 2011  Send -02 NEA WG PT  I-Ds to IESG 
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Adjourn	
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