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SAVI Switches Implementation



SAVI Switch Implementation

e Solutions implemented

— draft-letf-savi-dhcp-06

— draft-bi-savi-stateless-01

— draft-bi-savi-mix-00 (partially)
e Vendors

— ZTE. Huawei. H3C (3Com)

— Ruijie. Digital China (spun off from Lenovo)
— Bitway. Centac




SAVI-Firmware upgradable

e Savi-upgradable switches in our deployment
— Switches with at least 2.5 Layer IPv6 capacity
— SAVI firmware upgrading
— ZTE: ZXR10 8900,5900,3900A
— Huawei: S5600, 5300, 3500,3300,2300

— H3C (3Com): S5500EI, S5500SI, S5120€El,
E126A, E152, E328, E352

— Digital China: DCRS-5950,3950

— Ruijie: RG-58600,55750,55760,52900,52600
— Bitway: BitStream 7000, 6000, 3000

— Centec: E600 and E300



Console Example

HiC]dig 1p check source 1pve

otal entries found: 4

Hac IF VLAN Port Type
001d-09%6-a763 2001::7D1B:ACLE:44DE:FCBL 2 GigahitEthernet1/0/3  ND-SNP

001d-00h6-a763 FEGO::B47E:M400:1660:89E0 2 GigabitEthernetl/0/3  ND-3NF
001d-00h6-a763 2001 :B47E: 400, 1660:89E0 2 GigabitEthernetl/0/3  ND-3NF
01d-0%0-a763 20011004 . GigabitEthernet1/0/3  DHCRvG-SNP

Binding State Table of H3C S5500
Entry:
Source IP | Source MAC | Vian ID | Type(DHCP or ND)



SAVI Switches Testing



Catalogs of SAVI Testing

« CERNET organized formal testing for SAVI
switches (several round of tests)

e Testtypes:
— Conformance testing
— Performance testing
— Test-bed (interoperability) testing
— Testing in the production network

« Each type has 3 scenarios
— DHCPv6-only
— SLAAC-only
— DHCPvV6-SLAAC-mixed

— In each scenario, the static binding for manual
configured address is also tested



SAVI Deployment in CERNET?2



SAVI switches installation:100 Univ. campus net (red dot)
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Scenarios in Deployment

DHCP-only

— Only DHCP and link local address are allowed.
— DHCP and link local address snooping are enabled.

SLAAC-only
— Only SLAAC address is allowed.
— SLAAC snhooping is enabled.

DHCP-SLAAC-Mixed
— DHCP and SLAAC address are allowed.
— DHCP snooping and SLAAC snhooping are enabled.

Static addresses (usually for servers) are
manually configured in the above scenarios.



Example: Tsinghua Univ. campus network SAVI
deployment (software upgrade at access switch)
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Deployment at Campus Network

e Tsinghua Student Dorms: 27 buildings, 20K+
students




Deployment in Students Buildings
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Real Deployment in Student Dorms
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H3C: DHCPv6-only
Digital China: DHCP-SLAAC-mixed

[ZJ14-1.01-F-01]display ip check source ipv6

Total entries found:

MAC Address IP Address VLAN Interface Type
001c—-b3ab-6162 FES0::21C:B3FF :FEAB:6162 GE1/0/5 ND—-SNP
940c-6dT74-c244 FES0::960C:6DFF :FET4:C244 GE1/0/7 ND—-SNP
0022-156c-ba34 FES0::222:15FF :FEGC :BA34 GE1/0/9 ND—-SNP
0011-2517-febb 2402 :F000:5:C801:3463 :B3D8:EG3 GE1/0/14 DHCPv6—-SNP

C:8FC8
001f-d0al-45ed FES0::ADARS:DE48:DDCY:2EDB GE1/0/17 ND—-SNP

Z114-L05-F-05#show savi ipve check source hinding

static binding count: O
Dynamic binding count: 8
BEinding count: 8

MAC IF VLARN POrFt W state Expires

Ethernetl,/14 dhcp BOLIND
EThPrﬂPTl,l4 5 laar BOUMD
Falt BoOLIMD
B D
BOUMD
BOUMD
BOUMD
BOUMD 14058

2402:T000:5:call: ifae:bf36:4178

6-41-h5-al
; 0-41-h5-al
C8-0a-a%-41-h5-al

I el ol = = S =



Example: SAVI deployment
In Tsinghua FIT building

Prefix granularity anti-
spoofing by RPF

e 59 66.4.52/3 e—

To Tel C
T2/1

G7/24 128.33/30
2001:da8:200:f000::1

G7/24 128.34/30
2001:da8:200:£000::2

1:da8:200:f000::/64  166.111.128.32/30
IPVA FIHSRP £ 43: \ %
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Deployment in Office Builiding
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Example: South China Univ. of Tech. campus
network SAVI deployment (Guangzhou City)

Campus Core Router
10G CISCO 6509

1000M

100M

Layer 3 Routg Swtich Layer 3 Route Switch

ZXR10 8908

DHCP-only
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SAVI deployment Student Dorms




SAVI deployment: Teaching and
Learning Building: 4 buildings,
100+ classrooms
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Example: Shanghal Jiaotong
Univ. campus network SAVI
deployment

access switches become SAVI-ready
by firmware upgrade.



SAVI Deployment at Campus Network
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SAVI Deployment in Student Dorms

Dorm 57



Example: Xi'an JiaoTong Univ. campus
network SAVI deployment




SAVI Deployment in Student Dorms




Example: Northeast Univ. campus network
SAVI deployment (Shenyang City)
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SAVI Deployment in office buildings

------




Example: Huazhong Univ. of Sci&Tech campus




UESTC campus network SAVI deployment
(Chengdu Clty)
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SAVI Management System and
MIB Design



o 3 saviMIB
o 3 saviDbjects

? E saviObjectsSystemTahle
? saviohjectsSystemEntry
¥ saviObjectsSystemIPVersian
£ savihjectsSystemMode
@a saviohjectsSystemiaxDadDelay
@a saviohjectsSystemmaxDadPrepareDelay
¢ [H saviGhjectslTahla KEY
¢ saviOhjectsIEntry %
¥ saviObjectsPYersion

SAVI ¥ saviobjectsiffindeyx .
& saviobjectsivalidationStatus @3 READ-WRITE

2 saviDhjectsTrustStatus

I\/I I B & saviOhjectslFilteringhum
¢ [H saviobjectsBindingTable @. READ-CREATE

¢ saviDbjectsBindingEntry
¥ saviOhjectsBindinglpaddressType

I ree ¥ saviobjectsBindingType

¥ saviobjectsBindinglfindex
¥ saviObjectsBindinglpAddress % READ-ONLY

@ saviOhjectsBindingmacAddr
i saviOhjectsBindingState
@ saviOhjectsBindingLifetime
E@ saviOhjectsBindingRowStatus

? E saviQhjectsFilteringTakle

? savihjectsFilteringEntry

¥ saviobjectsFiltering pAddressType
¥ saviObjectsFilteringfindex
¥ saviObjectsFilteringlpAddress
@ saviOhjectsFilteringMacAddr



Global View (data gathered In
Tsinghua FIT building)
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Subnet View
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SAVI Port Info at One Switch
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SAVI B

iIng Table
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SAVI based User Authentication
System in CERNET?2



System Overview
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Thank You!
Q&A



