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What We Have Implemented

Analyzing the ForCES protocol encapsulated in

TCP/I
Decoc

P SCTP TML:
e all the fields of ForCES Main Header:

Decoc

e and show all the fields of LFBselect-TLV

Included in Main TLV;
— Oper-TLV included in LFBselect-TLV as well.

Decode and show all the fields of REDIRECT-
TLV Included in Main TLV:

Decode and show all the fields of ASResult-TLV
and ASTreason-TLV included in Main TLV;

All the above are displayed as a tree in Ethereal,;
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Insert A “ForCES” Dissector into Ethereal

Parent-node of ForCES sub-tree i1s TCP/UDP
/[SCTP;

Implement the routine which is used for decoding
the message head in the ForCES protocol and
shows its protocol tree;

Register all the fields and parameters in the
ForCES protocol to ethereal;

Implement routine which is used for registering
decoding function of the ForCES protocol.
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How to Analyze ForCES Protocol

ForCES sub-tree is inserted under TCP or UDP\SCTP parent-
node;

Create MainHead sub-tree under ForCES sub-tree:

Analyze the content of MainHead, and show the meaning of
special values;

Create multiple Main TLV sub-trees under ForCES sub-tree
according to the number and type of Main TLV. The type of
Main TLV is LFBselect-TLV, REDIRECT-TLV, ASResult-
TLV, or ASTreason-TLV;

If the type of Main TLV Is LFBselect-TLV, then
— Analyze LFBCLASSID and LFBInstance in this TLV;
— Create multiple OPER-TLV sub-tree under LFBselect-TLV sub-tree;
— Analyze the type of OPER-TLV, and show its type name and length.

If the type of Main TLV is REDIRECT-TLV, ASResult-TLV,
or ASTreason-TLV, then the content in the TLV is shown.



The Flow Chart
of Analyzing
ForCES Protocol
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File Edit View Go Caphwe  Anabyze
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[ Frame 5 (182 byles on wire, 182 bytes captured)
= Ethernet II, Src Giga-Byt_debf5f (00:0Eea:de:bfSD, Dst Giga—Byt_32:58:3d (00:16:e6:32:58:3d)
[> Destination: Giga—Byt_3 3d (00:16:e6:32:58:3d)
[» Source: Giga—Byi_de:bfEST (00:0fea:de:bf:50
Type: 1P (Ox0800}
=~ Internet Protocol, Sre 192.168.10.3 (192.168.103), Dst 192.168.10.1 (192.168.10.1)
Version: 4
Header length: 20 bytes
=7 Differentiated Services Field: 0x00 (DSCP 0x00: Defauly ECN: 0x00)
0000 00. = Differentiated Services Codepont: Default (Ox00}
= ECN-Capable Transport (ECT: 0

[+] [«]
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0000 00 16 ef 32 58 3d 00 Of ea 4e bf 5f 0B 00 45 00 .2X
0010 00 a8 00 00 40 00 40 11 a4 f) <0 aB 0a 03 o0 aB
0020 0a 01 80 05 Ob b3 00 94 81 9f 10 06 00 Bc 00 00
0030 00 03 40 00 00 00 00 00 00 00 00 00 00 00 00 00
ood4o 00 00 00 01 00 T4 01 15 00 2& 00 00 00 01 00 OO
0050 00 0Oc 00 00 08 00 00 U{J 00 02 ﬁU {“.] 00 _Oc 00 00 E
ethl: <live caphre in progress» 74 D 20 ] :
—-%\ [ root@localhost:/he | Ellroot@localhost”/ze| B3 [rost@localhost:™] | B8 [root@localhost: ] o 5H 03 &
(Ggethl: Capturing - | Ga[Ethereak Capture| {[ForCES Router (| - [ForCES Router ( 12:15




Ethereal with ForCES Plugin Download
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We prowide a test wersion of ForCES dissector bazed on Ethereal 0.99.0 here It iz welcome to download the package for

IHome |

research purposes. The file iz only momentarily put here. The work to integrate it into the newest wireshark

(http:/fwww. wireshark orgd ) is undertaking
The dissector iz featured and with parameters as:

1. Conforms to the latest Y22 ForCES protocel: http:/fwww. ietf org/internet-drafts/draft-ietf-forces—protocel-22. txt.

2. TCPHUDF TML: the default port is TCEF port 3000 and WDF port 3001.

3. SCTP TML: the default port is SCTF port G6T00,6701 and BT0Z.

4. Uzers can change the default ForCES TML port setting in the preference menm.

5. Full dizsecting of ForCES main header and 21l kinds of the ForCES meszagzes types.

BE. Diszecting of the following TLV=: LFBSelect TLY, Operation TLY, ASResul+-TLV, ASTreazon—TLV, EEDIRECT-TLY , REDIRECTIATA-
TLV » METADATA-TLY s Path data TLY, Full data TLV, Sparsze Data TLV.

T. Built and tested under Redhat 9.0 and Federa 10.

d. Hintz: decompress the tarbar, enter into the ethereal-0.99.0 directory and issue the following commands: . feonfigure,

make, make install, the binary will be inztalled in fusr/local/bin by default. Tou can uze “forces” string to filter out
ForCES messages.

9. To Be Done: LFEs dissecting; EEYINFO-TLY; full support for RESULT-TLY.
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http://netcom.zjgsu.edu.cn/netcom_download_eng.html
http://netcom.zjgsu.edu.cn/netcom_download_eng.html
http://netcom.zjgsu.edu.cn/netcom_download_eng.html
http://netcom.zjgsu.edu.cn/ethereal-0.99.0_forces.tar.gz
http://netcom.zjgsu.edu.cn/ethereal-0.99.0_forces.tar.gz

Thanks!
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