
1 / 10 Pascal URIEN, IETF 72rd, M o n d ay  J u ly  28 t h D u b li n , Ir e lan d

draft-u ri e n -tl s -k e y g e n -0 0 . tx t 

TLS Key Generation  

P as c al . U rien@ tel ec om -p aris tec h . f r

http://www.telecom-pa r i s tech.f r



2 / 10 Pascal URIEN, IETF 72rd, M o n d ay  J u ly  28 t h D u b li n , Ir e lan d

Summary
Th e TLS p rotoc ol  is  w id el y d ep l oyed  and  u s ed  ov er th e I nternet.  

Binary encoding, wide adoption 
Th ere is  an inc reas ing  need  in th e I nternet to s et u p  ef f ic ient k ey d is trib u tion inf ras tru c tu res .  
Th is  d raf t p rop os es  a k eying  inf ras tru c tu re b as ed  on th e TLS p rotoc ol .
D if f erenc es  w ith  th e d raf t-ietf -tl s -ex trac tor

C om pu ted k eys
In draft-i e tf-tl s -e x trac to r-0 1 . tx t th e  T L S  P R F  fu nc ti o n i s  u s e d
In draft-u ri e n-tl s -k e y g e n-0 0 . tx t a s e p arate  K D F  fu nc ti o n i s  u s e d

P u s h ed k eys
T h e  p o i nt th at i s  no t addre s s e d b y  draft-i e tf-tl s -e x trac to r-0 1 . tx t,  i s  th e  c as e  fo r w h i c h  k e y s  are  p u s h e d b y  s e rv e r and no t c o m p u te d b y  b o th  p arti e s  ( c l i e nt and s e rv e r)
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F ul l  an d  ab b re v i at e d  mo d e  c h o re o g rap h y

Client hello

S er v er  H ello
Cer tif ic a te

*Cer tif ic a teR eq u es t
S er v er H elloD one

*Cer tif ic a te
*Cer tif ic a teV er if y

Cha ng eCip her S p ec
(E nc r y p ted ) F inis hed

Cha ng eCip her S p ec
(E nc r y p ted ) F inis hed

Client S er v er
Client hello (S es s ion-id )

S er v er  H ello(S es s ion-id )
Cha ng eCip her S p ec

(E nc r y p ted ) F inis hed

Client S er v er

Cha ng eCip her S p ec
(E nc r y p ted ) F inis hed

*A V P  Conta iner*A V P  Conta iner

Keys = KD F ( m a st er -sec r et ,  c l i en t -r a n d o m ,  ser v er -r a n d o m ,  l a b el )

STEP1
Pu r e  TL S

STEP2
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F ul l  an d  ab b re v i at e d  mo d e  c h o re o g rap h y
W h at is  av ail ab l e at th e end  of  STE P 1 .

C l ient-random , S erv er-random , m as ter-s ecret, negotiated ciph er-s u ite
I m pl icit K D F  f u nction, with  an im pl icit l ab el

O th e r K D F  fu nc ti o ns  M A Y  b e  ne g o ti ate d v i a T L S -E x te ns i o ns
C ryptograph ic k eys  ( K c and K i) , u s ed b y encryption al gorith m s  ( K c)   and M A C  procedu res  ( K i) , are deriv ed according to T L S   s pecif ications , b u t u s e K D F  in pl ace of  th e T L S  P R F  f u nction.  

K e y s  =  K D F ( m as te r-s e c re t,  c l i e nt-rando m ,  s e rv e r-rando m ,  l ab e l )
W h at M A Y  b e d one d u ring  STE P 2 .

K eys  M A Y  b e s ent encrypted in an A V P  container
A  new l ab el  ( f or th e K D F  f u nction)  M A Y  b e s ent in an A V P  container.
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P e e r t o  P e e r M o d e

C l i e n t Se r v e r

K e y s  =  K D F ( m a s t e r -s e c r e t ,  
c l i e n t -r a n d o m ,  
s e r v e r -r a n d o m ,  
l a b e l )

K e y s K e y s
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D i s t ri b ut e d  M o d e

C l i e n t 1 C l i e n t 2K e y s  a r e  s e n t  i n  
A V P c o n t a i n e r s

En c r y p t e d  
K e y s

K e y s

Se r v e r En c r y p t e d
K e y s

K e y s
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A V P  C o n t ai n e r C o d i n g  ( i mp o rt e d  f ro m T T L S]
The AVP Code is four octets

C o m b i ne d w i th  th e  V e ndo r-ID  fi e l d  i f p re s e nt,  i de nti fi e s  th e  attri b u te  ( i . e .  th e  c o ntai ne r s tru c tu re )  u ni q u e l y .  
The ' V'  ( Ven dor-S p ecific)  b it in dica tes w hether the Ven dor-I D  fiel d is p resen t.
The ' M '  ( M a n da tory )  b it in dica tes w hether sup p ort of the AVP is req uired.  
The ' r'  b its a re un used a n d set to 0  b y  the sen der.  
The AVP L en g th fiel d is three octets,  a n d in dica tes the l en g th of this AVP in cl udin g  the AVP Code,  AVP L en g th,  AVP F l a g s,  Ven dor-I D  ( if p resen t)  a n d D a ta .  
D a ta  L en g th is tw o octets a n d in dica tes the siz e of da ta  w ithoutp a ddin g  b y tes. 0                   1                   2                   3 

0 1 2 3 4  5  6  7  8  9  0 1 2 3 4  5  6  7  8  9  0 1 2 3 4  5  6  7  8  9  0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             A V P  C o d e                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
|V  M  r  r  r  r  r  r |                   A V P  L e n g t h                   | 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
|                          V e n d o r -I D  ( o p t )                       | 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+ 
|        D a t a  L e n g t h             +             D a t a               |                    
+                                                               |
|                        O p t i o n a l  p a d d i n g  b y t e s  +-+-+-+-+-+-+-+-+ 
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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K D F  C o n s i d e rat i o n
B as ed  on th e w ork

K rawcz yk , H , " O n E x tract-th en-E x pand K ey D eriv ation F u nctions  and an H M A C -b as ed K D F " ,   h ttp: / / www. ee. tech nion. ac. il / ~ h u go/ k df / , M arch  2 0 0 8  
A l read y u s e in I KE V 2

F or  T r a ns f or m  T y p e 2 (P s eu d o-r a nd om  F u nc tion),  
d ef ined  T r a ns f or m  I D s  a r e:

K ey ing  m a ter ia l is  g ener a ted  a c c or d ing  to the s elec ted  p r f

prf+ (K ,  S ) =  T 1  |  T 2  |  T 3 |  . . . ,  w h e r e

T 1  =  p r f (K ,  S  |  0 x 0 1 ),  T 2  =  p r f (K ,  T 1  |  S  |  0 x 0 2 ),  T 3  =  p r f (K ,  T 2  |  S  |  0 x 0 3 )
S K E Y S E E D  =  p r f (N i  |  N r ,  g ^ i r ) ,      S K _ d =  prf+ (S K E Y S E E D ,  N i  |  N r  |  S P I i |  S P I r )

K E Y M A T  =  prf+ (S K _ d ,  N i  |  N r )  o r   K E Y M A T  =  prf+ (S K _ d ,  g ^ i r |  N i  |  N r  )

N a m e N u m b er D ef ined  I n

P R F _ H M A C_ S H A 1 2 R F C 21 0 4
P R F _ H M A C_ T I G E R 3 R F C 21 0 4
P R F _ A E S 1 28 _ X CB C 4 R F C 36 6 4
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P ro p o s e d  d e f aul t  K D F
N ota tion s.  

T h e  fi rs t arg u m e nt to  a k e y e d fu nc ti o n de no te s  th e  k e y ,  th e  v al u e  K  i s  th e  k e y  to  P R F  and x  i ts  i np u t.
T h e  s y m b o l  | |  de no te s  c o nc ate nati o n.  
G i v e n tw o  nu m b e rs  N  and n th e  s y m b o l  N : n re p re s e nts  th e  v al u e  N  w ri tte n as  n-b i t i nte g e r.  
L  i s  th e  l e ng th  i n b i ts ,  o f th i s  o u tp u t v al u e  de l i v e rs  b y  th e  H M A C  p ro c e du re  ( L = 1 6 0  fo r S H A 1 )

Pseudo R a n dom  K ey  
P R K  =  H M A C  ( c l i e nt-rando m  | |  s e rv e r-rando m ,  m as te r-s e c re t)  

K ey in g  m a teria l ,  w hose l en g th in  b its is D ,  req uired D / L  op era tion s.  
F i rs t i s  e x p re s s e d as

K(1) = HMAC(PRK, 0:L || Ke y La b e l || 0:3 2 ),
F u rth e r o p e rati o ns  ( w h o s e  nu m b e r i s  i )  are  c o m p u te d ac c o rdi ng  to

K(i + 1) = HMAC(PRK, K(i ) || Ke y La b e l || i :3 2 )
w h e r e  Ke y La b e l i s  a n  AS CI I  s t r i n g  s e t  t o  " k e y  e x p a n s i o n " .  
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Q u e s ti o n s  ?


