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N ote W el l
•A n y  s u b m i s s i o n  t o  t h e  I E T F  i n t e n d e d  b y  t h e  C o n t r i b u t o r  f o r  p u b l i c a t i o n  a s  a l l  o r  p a r t  o f  
a n  I E T F  I n t e r n e t -D r a f t  o r  R F C  a n d  a n y  s t a t e m e n t  m a d e  w i t h i n  t h e  c o n t e x t  o f  a n  I E T F  
a c t i v i t y  i s  c o n s i d e r e d  a n  " I E T F  C o n t r i b u t i o n " .  S u c h  s t a t e m e n t s  i n c l u d e  o r a l  s t a t e m e n t s  i n  
I E T F  s e s s i o n s ,  a s  w e l l  a s  w r i t t e n  a n d  e l e c t r o n i c  c o m m u n i c a t i o n s  m a d e  a t  a n y  t i m e  o r  
p l a c e ,  w h i c h  a r e  a d d r e s s e d  t o :  
•-t h e  I E T F  p l e n a r y  s e s s i o n ,
•-a n y  I E T F  w o r k i n g  g r o u p  o r  p o r t i o n  t h e r e o f ,
•-t h e  I E S G  o r  a n y  m e m b e r  t h e r e o f  o n  b e h a l f  o f  t h e  I E S G ,
•-t h e  I A B  o r  a n y  m e m b e r  t h e r e o f  o n  b e h a l f  o f  t h e  I A B ,
•-a n y  I E T F  m a i l i n g  l i s t ,  i n c l u d i n g  t h e  I E T F  l i s t  i t s e l f ,
•a n y  w o r k i n g  g r o u p  o r  d e s i g n  t e a m  l i s t ,  o r  a n y  o t h e r  l i s t
•f u n c t i o n i n g  u n d e r  I E T F  a u s p i c e s ,
•-t h e  R F C  E d i t o r  o r  t h e  I n t e r n e t -D r a f t s  f u n c t i o n
•
A l l  I E T F  C o n t r i b u t i o n s  a r e  s u b j e c t  t o  t h e  r u l e s  o f  R F C  3 9 7 8  ( u p d a t e d  b y  R F C  4 7 4 8 )  a n d  
R F C  3 9 7 9 ( u p d a t e d  b y  R F C  4 8 7 9 ) .
•S t a t e m e n t s  m a d e  o u t s i d e  o f  a n  I E T F  s e s s i o n ,  m a i l i n g  l i s t  o r  o t h e r  f u n c t i o n ,  t h a t  a r e  
c l e a r l y  n o t  i n t e n d e d  t o  b e  i n p u t  t o  a n  I E T F  a c t i v i t y ,  g r o u p  o r  f u n c t i o n ,  a r e  n o t  I E T F  
C o n t r i b u t i o n s  i n  t h e  c o n t e x t  o f  t h i s  n o t i c e .
•P l e a s e  c o n s u l t  R F C  3 9 7 8  ( a n d  R F C  4 7 4 8 )  f o r  d e t a i l s .
•A  p a r t i c i p a n t  i n  a n y  I E T F  a c t i v i t y  i s  d e e m e d  t o  a c c e p t  a l l  I E T F  r u l e s  o f  p r o c e s s ,  a s  
d o c u m e n t e d  i n  B e s t  C u r r e n t  P r a c t i c e s  R F C s a n d  I E S G  S t a t e m e n t s .



A g end a
• A d m i n i s t r a t i v e  ( 5  M i n )  

Blue Sheets, agenda 
• T L S  1 . 2  S t a t u s  ( 1 0  m i n )  

dr af t-i etf -tls-r f c 4 3 4 6 -b i s-1 0 . tx t 
• E x t e n s i o n  D e f i n i t i o n  S t a t u s  ( 1 5  m i n )  

dr af t-i etf -tls-r f c 4 3 6 6 -b i s-0 2 . tx t 
• C i p h e r  s u i t e  S t a t u s  ( 1 0  m i n )  

dr af t-i etf -tls-ec c -new -m ac -0 7 . tx t 
dr af t-i etf -tls-r sa-aes-gc m -0 3 . tx t 
dr af t-i etf -tls-des-i dea-0 2 . tx t 
dr af t-i etf -tls-p sk -new -m ac -aes-gc m -0 1 . tx t 
dr af t-i etf -tls-ec dhe-p sk -0 1 . tx t 

• D L T S  U p d a t e  ( 1 5  m i n )  
dr af t-i etf -tls-r f c 4 3 4 7 -b i s-0 0 . tx t 

• K e y i n g  i n f r a s t r u c t u r e  b a s e d  o n  T L S  ( 1 5  m i n )  
dr af t-ur i en-tls-k ey gen-0 0 . tx t

• C a m e l l i a  C i p h e r  S u i t e  ( 1 5  m i n )  



TLS 1 . 2
• A u t h -4 8  I s s u e
– H a n d l i n g  o f  v e r s i o n  m i s m a t c h  i n  p r e -m a s t e r  
s e c r e t  t o  a v o i d  s i d e -c h a n n e l  a t t a c k s

– R e s o l u t i o n  t o  k e e p  d o c u m e n t  a s  i s



Extension Definition Status
( 4 3 6 6 -b is)

• M a n d a t o r y  H a s h  i n  C l i e n t  C e r t i f i c a t e  U R L
– C h a n g e  c u r r e n t  d e f i n i t i o n  v s .  C r e a t e  n e w  
e x t e n s i o n

– A d d  h a s h  a g i l i t y
• T r u n c a t e d  H M A C
– M U S T  ( i n s t e a d  o f  M A Y )  d i s c a r d  p a c k e t s  t h a t  
a r e  t o o  l o n g ?



C iph er Suite D raf ts
• W a i t i n g  o n  c o m p l e t i o n  o f  T L S  1 . 2
– d r a f t -i e t f -t l s -e c c -n e w -m a c -0 7
– d r a f t -i e t f -t l s -r s a -a e s -g c m -0 3

• O t h e r s  w a i t i n g  o n  p r o g r e s s  o f  e x t e n s i o n s   
a n d  e x t r a c t o r
– d r a f t -i e t f -t l s -d e s -i d e a -0 2 . t x t  
– d r a f t -i e t f -t l s -p s k -n e w -m a c -a e s -g c m -0 1 . t x t  
– d r a f t -i e t f -t l s -e c d h e -p s k -0 1 . t x t



D TLS 1 . 2
• M a i n l y  c l a r i f i c a t i o n
• N e w  P M T U  t e x t
• O t h e r  i s s u e s  r a i s e d
– W h a t  t o  d o  w i t h  i n v a l i d  c o o k i e s
– H e a d e r  a l i g n m e n t



TLS Key Generation
( d r aft-ur ien-tl s-k ey g en-0 0 )

• P a s c a l  U r i e n



C am el l ia C iph er Suites
• S a t o r u  K a n n o


