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Problem Statement

• We spoke about IPFIX for billing for a long time on the mailing list:
Transport protocol
A ppli cati on L e v e l A ck now le d g e m e nt?

• R FC  3 9 1 7
U sag e  B ase d  A ccou nti ng :  re li ab i li ty  i s a M U S T
“Th e  re li ab i li ty  re q u i re m e nts d e f i ne d  i n se cti ons 5 . 1  and  6 . 3 . 2 .  are  not su f f i ci e nt to g u arante e  th e  le v e l of  re li ab i li ty  th at i s ne e d e d  f or m any  u sag e -b ase d  accou nti ng  sy ste m s. ”

• D raft abstrac t
“D e f i ne s an e x te nsi on to th e  I P  F low  I nf orm ati on e X port ( I P F I X )  protocol i n ord e r to accom m od ate  th e  spe ci f i c re q u i re m e nts of  b i lli ng . ”
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Sp ec i f i c ati ons
T rans p ort

• PR-S C T P [ RF C -3 7 5 8 ]  M U S T  b e  u s e d
Data Records MUST also be sent over a reliable stream
A  second SC TP  association MUST be op ened in advance
A ll Temp lates and O p tion Temp lates MUST be sent ah ead of  
time
Th e SC TP  association p arameters SH O UL D be tu ned in order 
to allow  a minimu m detection time in case of  connection 
f ailu re
Th e E x p orting  p rocess MUST retransmit th e SC TP  u n-
ack now leg ed inf ormation to its back u p  collector   
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Sp ec i f i c ati ons
R eli able Serv er Pooli ng

• RSERPOOL architecture SHOULD be used
Pool of Collecting Processes
rou nd -rob in p olicy  is th e d efa u lt R S erPool p olicy :  

W h en a  Collecting Process fa ils,  w ill a u tom a tica lly  
select a  new  Collecting Process from  th e p ool

• N o te:  draf t-co en e-rserp o o l -ap p l ic-ip f ix -0 2 . tx t
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Sp ec i f i c ati ons
U ni q u enes s

• T he C o l l ectin g  Pro cess M UST  create an  un iq ue 
p ack et I D o ut o f  the I PF I X  M essag e Ex p o rt T im e,  
Seq uen ce N um ber,  So urce I D,  an d Ex p o rter

• T he C o l l ecto r M UST  asso ciate ev ery  Data Reco rd 
w ith this un iq ue p ack et I D 

• Prim ary  C o l l ecto r SHOULD check  m issin g  Data 
Reco rds f ro m  o ther C o l l ecto rs

• A n d de-dup l icatio n  if  n ecessary  
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O p en I s s u es  &  C onc lu s i on

• Op en  I ssues:
A p p lica tion L ev el A CK  to b e d one
E x p la in th e com m u nica tion b etw een collector?

• C o n cl usio n :
N o I PF I X  p rotocol m od ifica tions,  only  ex tensions
E v en if not com p lete,  th is d ra ft goa l is to resta rt th e relia b ility  d iscu ssions


