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Background

« M and O flags of IPv6 RA indicate whether the Stateful
(RFC 3315) and Stateless DHCPv6 (RFC 3736) protocol
services are available.

e Detailed considerationsof IPv6 RA M and O flagsare
outside the scope of 2462bissince WG decided in the
discussion for 2462bisthat we'd need a separate BCP
document for the detailed consideration.

« Weneedtoclarify the processing and behavior of M and O
flags.

« DHCPv6 admin policy should be clarified in conjunction
with M and O flags.
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| ntroducing DHCPvV6 Policies

e Introducingtwo internal (conceptual) variable for
DHCPV6 policy as M -Policy and O-Palicy.

 Thevalueof thisvariablein conjunction with the
"ManagedFlag" and the" Other ConfigFlag" of RFC2461
Isused for invoking the DHCPvG6 for autoconfiguration.

 |f weinvoke Stateful DHCPv6 [RFC3315] for address
autoconfiguration, we basically SHOUL D NOT invoke
Stateless DHCPv6 [RFC3736] since RFC3736 is a subset of
full DHCPv6 as RFC3315.
— RFC 3315 can provide other configuration information.
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M -Policy

e Policy 1. Thehost SHOULD invoke Stateful DHCPv6 for
address autoconfiguration regar dless of the content of
receiving RAs or the existence of RAS.

e Policy 2. Thehost SHOULD invoke Stateful DHCPv6 for
address autoconfiguration (along with other configuration
Information) if and only if it seesan RA with theM bit is

ON.

e Policy 3: Thehost SHOULD NOT invoke Stateful
DHCPv6 for address autoconfiguration regardless of the
content of receiving RAsor the existence of RAs.
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O-Policy

e Policy 1. Thehost SHOULD invoke Stateless DHCPvG6 for
getting other configuration information regardless of the
content of recelving RAs or the existence of RAS.

e Policy 2: Thehost SHOULD invoke Stateless DHCPvG6 for
getting other configuration information if and only if it
sees an RA with the O bit isON.

e Policy 3: Thehost SHOULD NOT invoke Stateless
DHCPvVG6 for getting other configuration information
regar dless of the content of recelving RAs or the existence
of RAs.

60th IETF, IPv6 WG, San Diego



Possible Scenarios

M Flag
OFF ON
O Flag
M-Policy : 1 M-Policy : 1 or 2
Stateful DHCPv6 Stateful DHCPv6
OFF M-Policy : 2or 3& O-Palicy : 1 M-Policy : 3& O-Policy : 1
Stateless DHCPv6 Stateless DHCPv6
M-Policy : 1 M-Policy : 1 or 2
Stateful DHCPv6 Stateful DHCPv6
ON M-Policy : 2or 3& O-Policy : 1 or 2 M-Policy : 3& O-Palicy : 1or 2
Stateless DHCPv6 Stateless DHCPv6

» Thetransition of the M/O flagsfrom OFF to ON just indicates that the network provides configuration information
through DHCPv6. ThisSHOULD NOT betreated asatrigger to invoke DHCPv6 unlessthe policy dictates.

* Thetransition of the M/O flagsfrom ON to OFF does not mean anything
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Default value of Policies

* |f thenodeimplementes [RFC3315], the default value of
M -Policy is 2.

* |f thenode doesnot implement [RFC3315], the default
(and only) M -Policy valueis 3.

e When assuming [RFC3637] will be implemented much
wider than [RFC3315] in terms of other configuration
Information, the default value of O-Policy iseither 1 or 2.
Perhapsvalue 1 isbetter since this service might be crucial
for thenode (i.e., there may be no alter nativeto get the
other configuration information.)
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Moving Forward

* Resolving several open issues described in thisdr aft.
— Default policy value (enough clear ?)
— When does a hode reset itself once the DHCPVv6 flag goes ON.
* Doesit do thison areboot ?
» Doesit do thiswhen it has moved to a new network ?
» and how does it detect this ?
— Security Considerations (enough ?)
» Authenticated DHCPv6
« SEND
» L og message (beside using SEND)
— Others?

e Isitready for WG adoption ?
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