IPv6 Firewalling

Firewalling Considerations for IPv6

draft-savola-vb6ops-firewalling-02.txt

Pekka Savola, CSC/FUNET




IPv6 Firewalling

Considerations
O Describes firewalling issues related to IPv6

OTarget audience implementors and those active in standardization

UThree kinds of iIssues
Olssues in IPv6 specifications
>Mainly future extension headers

Olssues related to end-to-end nature of IPv6
>|Psec encryption, Peer-to-Peer traffic

O Other considerations
>Explaining "non-issues" of IPv6 but which people keep bringing up

OActions needed elsewhere?
O The format for the future Extension Headers not clear; require TLV?

O Consider whether responding to multicast packets makes sense

UFuture steps
OlInput received from firewall vendors, this is useful

NCnancidor adoantina A \AMC vdtoarm faoar lnfarmatinannAalD
S~ S 8 JI ! _SIY Y 1} e RO AU AU BEEE LY BN & P \YRAYA U B ERwsd BB I T8 71 T8 RO 2R R R R AR B Y B2 7Y




