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The PKI X WG net once during the 56th I|ETF. A total of approxinmately 76
i ndi vidual s participated in the neeting.

Agenda revi ew and docunent status - Tim Polk (N ST)

There are about 19 WG docunents in various stages in the process, sone
of which fell through the cracks due to process glitches. Also, IDs are no
| onger automatically tinmed-out and nust be explicitly renmoved by WG chair
action, which accounts for sone of the backlog. O special interest is the
interoperability testing in support of progression of RFC 3280. NIST is
working on this task. CAtesting is going well but they need exanples for
DH, ECC, DSA paraneter inheritance, and delta CRLs. Please get in touch if
your inplenmentation supports these. Several attendees indicated that they
woul d do so. Testing of path validation inplenmentations will start next
nmont h. [slides]

DPD/ DPV standard sel ecti on process— Tim Pol k (NI ST)

First the WG devel oped RFC 3371 as a requirenents basis. The WG chairs
devel oped a conpliance matri x and each protocol was rated relative to this
matri x. A straw poll was conducted and SCVP received a mgjority (not just a
plurality) of the votes. An independent review of the conpliance matrix
confirmed that SCVP was very close to conpliance, requiring mnimnal
changes/ enhancenents. [slides]

SCVP Di scussion — Trevor Freenen (M crosoft)

Wrking to neet few remai ni ng mandatory requirenments for 3379, and to
reach consensus on optional features. Adding MAC (in addition to signature)
support for request authentication. WII| define “standard” policies as
default. Target end of May for publication of next draft. Intent is to nove
to Ws | ast call before Vienna neeting. [slides]

Proxy Certificates Von Wl ch (Argonne Labs)

Docunent is also being worked on in Gobal Gid Forum X 509 EE
certificates that are issued by other EEs, not CAs. Contain critica
extension marking it as a proxy certificate. Facility to represent
del egation of full or limted rights (capability nodel) to the proxy, by the
EE. Major change fromlast neeting is to describe additions to path
validation to accommopdate proxy certificates, i.e., hand off proxy
certificate to the extended additional validation code. This is consistent
with the way these certificates are currently processed by nodified software
in the Aobal Gid context. This IDis ready for Ws last call. [slides]



Signature Algorithnms & Key Usage — Jim Schaad (Soaring Hawk Consul ti ng)
Oten public key data (for use with signatures) could in principle, be
used with nore than one algorithm e.g., RSA PSS/ OQAEP or DH DSA. Today we
bi nd signature validation keys to a pair of algorithnms, via a single OD.
One question is how to express that one key could be used with nmultiple
algorithns, e.g., a mx of hash algorithns or even different public key

al gorithnms, to avoid redundant certificate issuance, but still retain
ability to express current notion of restrictive use. Anal ogous issues arise
in validation of signatures, i.e., processing signature fields and matching

agai nst data fromthe certificate used to validate a signature. W could do
not hing, or we could include additional data to facilitate nore general use
of the key bits, e.g., by creating an extension. There was di sagreenent over
whet her there is a security concern that is addressed by the proposed
change. [slides]

Trusted Archive Protocol (TAP)— Carl Wallace (Cygnacom

New protocol defining a service for trusted archive of data, in support
of NR. Sinple transaction protocol for tinely refresh of tinmestanps,
certificates, CRLs, etc. Requests support subm ssion of data for archive,
and a limted search/retrieval capability. Extensions to TAP allow a server
to constrain the types of data accepted, to verify TAP tokens, sent by a
client, etc. RFC 3161 tinmestanp tokens are enpl oyed. Optional services
i nclude trust anchor retrieval, relative to a prior point in time. CVS
format used for TSP nessages. A straw poll of the neeting attendees did not
show significant support for this to becone a new W work item The WG
chairs will raise the question on the list, and ask what interest exists re
i npl enmentation support, if this were to becone a Wsitem [slides]

Qualified Certificates Profile - Stefan Santesson (RetroSpekt)

The author is ready to update the docunent and is asking whether the
updat e shoul d address the scope of the docunent, i.e., should this be viewed
as a (non-exclusive) profile for user identity certificates (for use with
digital signature) nore generally, vs. only for qualified certificates. And
if so, would that result in changes to the substance of the docunent, e.g.,
the KeyUsage text m ght be changed to be less restrictive. A mnor issue is
the fact that Postal Address is called for here, but RFC 3280 does not
mandat e support of that attribute. We need to be sensitive to changes that
we meke here, since ETSI relies on it in their standards. [slides]

Li ai son Report: LDAP/ X.500 alignment — Skip Slone (Lockheed-Martin)

| TU work, will show up in 5" edition of X 500. Major topics of interest
for PKIX: sem -colon binary matching, string matching, enhanced matchi ng,
domai n conponent nanmes, NR bit. Proposal is to renane the NR bit as “content
commtnent” to defuse the |ong running debate about the nane and
semanti cs. [slides]

Subj ect ldentification Method - Park Jong-Wok — (KI SA)



Goal is to provide a way to represent a personal ID value (e.g.
national ID nunber) in a certificate (e.g., in a subject altnane) in a way
t hat does not disclose its value, for privacy reasons. The proposal also
i ncludes a protocol for transferring this data to the CA. There wll| be sone
term nol ogy changes, based on WG feedback. There is overlap here with our
permanent identifier work, as the national |ID nunber that notivates this
work is a Pl, and this overlap needs to be better described in the ID Al so,
nore exanple wll be provided in the ID. The author requests nore feedback
fromthe Wa [slides]

Li ai son Report: EESSI — Riccardo Genghini (Studio Notarile Genghini)

Presentati on on European El ectronic Signhature Standardi zation
Initiative. Includes brief review of relevant EU digital signature
standards, and di scussi on of various EU based comm ttees and wor ki ng groups
in this area. Suggestion that EESSI and PKI X WG attendees m ght get together
after Vienna neeting. [slides]

Li ai son Report: JNSA Chal |l enge PKI 2002 Status Report - Ryu I nada (JNSA)

A status report on the interoperability testing activities in Japan.
The results of testing are useful for uncovering specification problens with
PKI X standards and of products vs. these standards. Test environnment
i ncl udes CAs and VAs capabl e of generating data for test cases, sone of
which intentionally do not conformto PKIX standards. They provided a short
denmo of their test technology. [slides]

LDAP PKI |ssues — David Chadw ck (University of Salford)

Problemis that we cannot search for certificates and CRLs in LDAP
based on anything attribute other than a Subject DN, given current LDAP
search limtations. But we would like to |ocate these data in an LDAP server
based on other attributes. The conponent matching solution was sel ected by
the LDAPext WG as the preferred solution to this problem but so far it has
not received LDAP vendor support. This approach requires changes to both
clients and servers. Another approach is attribute extraction, generating
new attri butes for directory entries by extracting themfromcertificates
and CRLs. This can be effected by having a front end that does the
processing for populating directory entries. But this strategy significantly
I ncreases storage space for each entry that holds certificates/CRLs, and the
front end nust be updated whenever the set of attributes to be natched
agai nst changes. This approach requires client changes, and the addition of
front ends to servers, but no changes to servers per se. The Security AD
has enphasi zed the need to have only one solution. A quick straw poll
i ndicates that the attendees favor conponent matchi ng, but the nunber of
attendees voting was very snmall, thus it was decided to take this discussion
to the list. [slides]



