Core Privacy Policies
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* Entirely External

— only a reference to external privacy rules
e Bare Bones Internal

— at most one or two rules (such as retention
duration)

e Limited Internal
— a limited set of 4 to 7 rules
e Full Internal
— a full, robust set of privacy rules.



“Limited Internal” Proposal

A. Limitation on length of data retention
B. Limitation on any retransmission or further disclosure
C. Permission to disclose only to specified individual/entity

D. Permission to disclose only to someone presenting a
specified key or a special type of credential

E. Requirement that location granularity/precision of location
information be reduced

F. Requirement that external privacy rules be followed

G. Instruction that location be transmitted to specified
external URI with specified instruction



Back of Napkin Modification

From Location Sighter to Location Server

—only A, B, F (human readable rules 1n 2 forms)

From Location Server to Location Server
— A, B, F plus C-E (machine readable rules)

From Location Server to Ultimate Location
Recipient
—only A, B, F (human readable rules 1n 2 forms)

G 1s a requirement but not a “privacy rule”



