ASN.1 for SMIng

Design goals:

+ Specify a new language that meets as many as possible of the objectives for the next-
generation SMI

2
%

Enable MIB writers to define arbitrarily-complex data structures, by combining arrays,
structures, unions and atomic data items in arbitrary ways

o,
%

Separate the definition of reusable data classes from the declaration of the variables (entity
instances) that become part of the MIB

% Define a flexible instance naming scheme that works both for traditional SMI flat tables and
for any more -complex data structures

.
%

Provide a data model compatible with both SNMP and COPS-PR
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Example - Start of module

RVMON2-M B { mib-2 16 } DEFINITIONS ::= BEG N
| MPORTS . ...;
nodul e-i nfo MODULE-INFO :: = {

ORGANI ZATION "ACME M B Witers Ltd"
CONTACT "Last Nanme First Nane
My Street
MW City
My State"
REVI SI ONS {
{ DATE "200111301240Z"
DESCRI PTI ON "Latest Revision - Aaa bb c ddddd" } |
{ DATE "200007030917Z"
DESCRI PTION "First Version" } }
DESCRI PTION "This is an exanple M B nodul e" }

rnon OBJECT IDENTIFIER ::={ mb-2 16 }
protocol Dir OBJECT IDENTIFIER ::={ rnon 11 }
pr ot ocol Di st OBJECT IDENTIFIER ::={ rnon 12 }
addr essMap OBJECT IDENTIFIER ::={ rnon 13 }

pr ot ocol Di r Exanpl es OBJECT IDENTIFIER ::={ protocolDir 2}
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Example - Atomic entity class

prot ocol Di r Last Change ENTI TY-CLASS :: = {
SYNTAX Ti meSt anp
STATUS current

DESCRI PTI ON
"An entity class for the values of sysUpTine

at the tine the protocol directory

was | ast nodified, either through insertions or deletions,
or through nodifications of either

the protocol Di r Addr essMapConfi g, protocol Di rHost Config, or
protocol Di rMatri xConfig." }

52nd IETF
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Example - Union class

i net AddressCl ass ENTI TY-CLASS :: = {
SYNTAX
CHO CE {
i pUnknown OCTET STRI NG (Sl ZE(O. . 65535)),
i pv4Addr | net Addressl Pv4,
i pv6Addr | net Addr essl Pv6,
i pDnsAddr | net AddressDNS }

ATTRI BUTE- | NFO {
{ ATTRI BUTE {1} MAX- ACCESS readWite STATUS current
DESCRI PTI ON "Represents an address using an ext'ly def'd format." } |
{ ATTRI BUTE {2} MAX- ACCESS readWite STATUS current
DESCRI PTI ON "Represents an | Pv4 address” } |
{ ATTRI BUTE {3} MAX- ACCESS readWite STATUS current
DESCRI PTI ON "Represents an | Pv6 address" } |
{ ATTRI BUTE {4} MAX- ACCESS readWite STATUS current
DESCRI PTI ON "Represents a DNS domai n name" } }

STATUS current
DESCRI PTION "Internet address in 4 different representations.” }
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Example - Structure class

protocol DirEntry ENTITY-CLASS :: = {
SYNTAX
SEQUENCE {
protocol Dirl D OCTET STRI NG,
prot ocol Di r Paranet er s OCTET STRI NG,
prot ocol Di rLocal | ndex I nteger32(1..2147483647),
pr ot ocol Di r Descr Di splayString(SI ZE(1..64)),
protocol Di r Type BI T STRI NG

{ extensible(0), addressRecognitionCapable(1l) },
prot ocol Di r AddressMapConfi g ENUVERATED

{ not Supported(1), supportedOif(2), supportedOn(3) },
prot ocol Di r Host Confi g ENUMERATED

{ not Supported(1), supportedOif(2), supportedOn(3) },
protocol Di rMatri xConfig ENUVERATED

{ not Supported(1), supportedOif(2), supportedOn(3) },

pr ot ocol Di r Oamner Owner Stri ng,
protocol Di r St at us Rowst at us }
ASSI GNED- ATTRI BUTE- | DS --this is optional

{ {1, {2}, {3}, {4}, {5}, {6}, {7}, {8}, {9}, {10} }

(cont.)
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Example - Structure class
(cont.)

ATTRI BUTE- | NFO {
{ ATTRI BUTE {1}
MAX- ACCESS not Accessi bl e
STATUS current
DESCRI PTI ON
"A unique identifier for a particular..." } |
{ ATTRI BUTE {2}
MAX- ACCESS not Accessi bl e
STATUS current
DESCRI PTI ON
"A set of paraneters for the associated..." } |
{ ATTRI BUTE {3}
MAX- ACCESS not Accessi bl e
STATUS current
DESCRI PTI ON
"The locally arbitrary..." } |

STATUS current
DESCRI PTI ON
"A structure class..." }
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Example - Array class

protocol Di r Tabl e ENTI TY-CLASS :: = {
SYNTAX SEQUENCE OF protocol DirEntry. &ynt ax
| NDEXI NG ATTRI BUTES { {1}, {2} }
STATUS current

DESCRI PTI ON
"An entity class for a flat table that lists

the protocols that this..." }

52nd IETF
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Example - Entity instances

An instance of an atomic entity class:

protocol Di r Last ChangeQbj ENTI TY-1 NSTANCE :: = {
OD{ protocolDir 1}
ENTI TY- CLASS pr ot ocol Di r Last Change
MAX- ACCESS readOnly }

An instance of an array entity class:

prot ocol Di r Tabl eCbj ENTI TY-1 NSTANCE :: = {
OD{ protocolDir 2}
ENTI TY- CLASS pr ot ocol Di r Tabl e
MAX- OPERATI ON cr eat eDel ete }



Features

Separation between entity classes and entity instances:

+ Reusability of entity classes:

» Classes of various kinds (atomic types, structures, arrays, unions) can be re-used in the
definition of:

= multiple objects of the same kind (e.g.: multiple objects of the same constrained or
unconstrained atomic type, multiple tables with the same structure, etc.)

= more-complex data structures (higher-level structures, arrays and unions where the
class appears as a component)

(cont.)



Features

Separation between entity classes and entity instances (cont.)

« Entity classes completely specify the naming of every subordinate component at any level
of nesting, by way of "relative" object identifiers.

« Only entity instances are assigned an object identifier.

» For entity instances that are complex data structures, each component is implicitly
assigned an object identifier by concatenating the outer OID of the entity instance with
its own relative OID, all the way down to the leaf-level components.



Features

Protocol independence:

3

*

SNMP will have visibility only of atomic data items, that are often the leaf-level components
of some more-complex data structure.

o,
%

COPS-PR will have visibility only of the structures consisting entirely of atomic data items;
these structures may belong to more -complex data structures.



ASN.1 for SMIng 52nd IETF

Example - OID assignments

Definition of a structure entity class used as a row class in these examples:

protocol DirEntry ENTITY-CLASS ::= { /* Simplified definition */
SYNTAX
SEQUENCE {
protocol Dirl D OCTET STRI NG,
prot ocol Di r Paranet er s OCTET STRI NG,
prot ocol Di r Local | ndex I nteger32(1..2147483647),
prot ocol Di r Descr Di splayString(SIZE(1..64)),
protocol Di r St at us Rowst at us }
ATTRI BUTE- NAM NG conpact --default

ASSI GNED- ATTRI BUTE- I DS { {1}, {2}, {3}, {4}, {5} }

ATTRI BUTE- | NFO {
{ ATTRI BUTE {1} MAX- ACCESS not Accessi bl e
DESCRI PTION "A unique identifier for a particular..." } |
{ ATTRI BUTE {2} MAX- ACCESS not Accessi bl e
DESCRI PTI ON "A set of paraneters for the associated..." } |
{ ATTRI BUTE {3} MAX- ACCESS r eadOnl y
DESCRI PTION "The locally arbitrary..."
{ ATTRI BUTE {4} MAX- ACCESS readWite
DESCRI PTION "..." } |
{ ATTRI BUTE {5} MAX- ACCESS readWite
DESCRI PTION "..." } }

DESCRI PTION "A structure class..." }
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Example - OID assignments

Definition of an array entity class based on the row class defined above:

protocol Di rArrayCl assA ENTI TY- CLASS :: = {

SYNTAX SEQUENCE OF protocol Di rEntry. &Synt ax

| NDEXI NG ATTRI BUTES { {1}, {2} }

NAM NG- SCHEME t abul ar

STATUS current

DESCRI PTI ON
"An entity class for a flat table that |ists
the protocols that this..." }

52nd IETF



Example - OID assignments

An instance of a traditional flat table (tabular naming scheme):

protocol Di r Tabl eA ENTI TY- 1 NSTANCE :: = {
O D { protocol DirExanples 1 }
ENTI TY- CLASS protocol DirArrayCl assA
MAX- OPERATI ON creat eDel ete }

If protocolDirExamples = 1.3.6.1.4.1.9626.135.18.2 then the OID assignments for all the data
objects in the table will be as follows:

protocolDirTableA
1.3.6.1.4.1.9626.135.18.2.1

the conceptual row (of class protocolDirEntry) of protocolDirTableA
1.3.6.1.4.1.9626.135.18.2.1 .1

the columnar object of class protocolDirDescr of protocolDirTableA
1.3.6.1.4.1.9626.135.18.2.1 .1 4

one particular instance of protocolDirDescr in protocolDirTableA
1.3.6.1.4.1.9626.135.18.2.1 .1 .4 .4.41.15.128 .3.71.89.51



Example - OID assignments

Definition of another array entity class based on the same row class defined above:

protocol Di rArrayCl assB ENTI TY- CLASS :: = {
SYNTAX SEQUENCE OF protocol Di rEntry. &Synt ax
| NDEXI NG ATTRI BUTES { {1}, {2} }
NAM NG- SCHEME hi er ar chi cal
STATUS current

DESCRI PTI ON
"An entity class for a table that lists
the protocols that this..." }

Note that we are able to re-use the same structure class to define two independent array

classes that have a different naming scheme and may also have different sets of indexing
attributes.



Example - OID assignments

An instance of a table with hierarchical object naming:

protocol Di r Tabl eB ENTI TY-1 NSTANCE :: = {
O D { protocol DirExanples 2 }
ENTI TY- CLASS protocol DirArrayCl assB }

If protocolDirExamples = 1.3.6.1.4.1.9626.135.18.2 then the OID assignments for all the data
objects in the table will be as follows:

protocolDirTableB
1.3.6.1.4.1.9626.135.18.2.2

one particular row instance of protocolDirTableB
1.3.6.1.4.1.9626.135.18.2.2 .4.41.15.128 .3.71.89.51

the protocolDirDescr object in this particular row instance of protocolDirTableB
1.3.6.1.4.1.9626.135.18.2.2 .4.41.15.128 .3.71.89.51 .4
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Example - OID assignments

Definition of a structure entity class with extensible attribute naming:

protocol DirEntry ENTITY-CLASS ::= { /* Simplified definition */
SYNTAX
SEQUENCE {
protocol Dirl D OCTET STRI NG,
prot ocol Di r Paranet er s OCTET STRI NG,
prot ocol Di rLocal | ndex I nteger32(1..2147483647),
prot ocol Di r Descr Di splayString(SlZE(1..64)),
protocol Di r St at us Rowst at us }

ATTRI BUTE- NAM NG ext ensi bl e
EXTENSI ON- | D {0} --defaul t
ASSI GNED- ATTRI BUTE-I1 DS { {1}, {2}, {3}, {4}, {5} }

ATTRI BUTE- | NFO {
{ ATTRI BUTE {1} MAX- ACCESS not Accessi bl e

DESCRI PTION "A unique identifier for a particular..." } |
{ ATTRI BUTE {2} MAX- ACCESS not Accessi bl e
DESCRI PTION "A set of paraneters for the associated..." } |
{ ATTRI BUTE {3} MAX- ACCESS readOnly
DESCRI PTION "The locally arbitrary..." } |
{ ATTRI BUTE {4} MAX- ACCESS readWite
DESCRI PTION "..." } |
{ ATTRI BUTE {5} MAX- ACCESS readWite
DESCRI PTION "..." } }

DESCRI PTION "A structure class..." }
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Example - OID assignments

Definition of an array entity class based on the row class defined above:

protocol Di rArrayCl assC ENTI TY- CLASS :: = {
SYNTAX SEQUENCE OF protocol Di rEntry. &Synt ax
| NDEXI NG ATTRI BUTES { {0 1}, {0 2} }
NAM NG- SCHEME hi er ar chi ca
STATUS current
DESCRI PTI ON
"An entity class for a table that lists
the protocols that this..." }

52nd IETF



Example - OID assignments

A table with hierarchical naming scheme and extensible attribute naming:

prot ocol Di r Tabl eSour ceToDest ENTI TY-1 NSTANCE :: = {
O D{ protocol DirExanples 3 1 }
ENTI TY- CLASS protocol DirArrayCl assC }

If protocolDirExamples = 1.3.6.1.4.1.9626.135.18.2 then the OID assignments for all the data
objects in the table will be as follows:

protocolDirTableSourceToDest
1.3.6.1.4.1.9626.135.18.2.3.1

one particular row instance of protocolDirTableSourceToDest
1.3.6.1.4.1.9626.135.18.2.3.1 .4.41.15.128 .3.71.8951

the protocolDirDescr object in this particular row instance of protocolDirTableSourceToDest
1.3.6.1.4.1.9626.135.18.2.3.1 .4.41.15.128 .3.71.8951 .0 4



Example - OID assignments

Another table based on the same array class as above:

prot ocol Di r Tabl eDest ToSour ce ENTI TY-1 NSTANCE :: = {
O D{ protocol DirExanples 3 2 }
ENTI TY- CLASS protocol DirArrayCl assC }

If protocolDirExamples = 1.3.6.1.4.1.9626.135.18.2 then the OID assignments for all the data
objects in the table will be as follows:

protocolDirTableDestToSource
1.3.6.1.4.1.9626.135.18.2.3.2

one particular row instance of protocolDirTableDestToSource
1.3.6.1.4.1.9626.135.18.2.3.2 4.41.15.128 .3.71.8951

the protocolDirDescr object in this particular row instance of protocolDirTableDestToSource
1.3.6.1.4.1.9626.135.18.2.3.2 .4.41.15.128 .3.71.8951 .0 4

Note that we are able to re-use the same table class to define two independent tables that
have exactly the same structure.
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Example - Compliance statement

dsnonAggCont r ol Conpl i ance COWVPLI ANCE- STATEMENT :: = {
O D { dsmonConpliances 1 }
MANDATORY- NODE- GROUPS { dsmobnAggControl Group. &i d }
STATUS current
DESCRI PTI ON " Exanpl e conpliance for the aggregation
control portion of the DSMON-M B nodul e.” }

dsnmonAggCont rol Group NODE- GROUP :: = {

OD{ dsmonGoups 1 }

MEMBERS { dsnmonMaxAggGr oups. &oi d,
dsnmonAggCont rol Locked. &oi d,
dsnmonAggCont r ol Changes. &oi d,
dsnonAggCont r ol Last ChangeTi nme. &i d --nore?}

STATUS current

DESCRI PTION "A col l ection of objects used to configure
and manage aggregation groups for DSMON col | ection
pur poses. " }



