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‘Simple Key Management for PIM Keys'

Key management for a single PIM domain

Introduce key management entity called Domain Key
Distributor (DKD)

The approach relies on limited or “closed” usage of public

key cryptography

Only PIM entities know certain public keys (eg. PK giq
of DKD).

Notation:




(PK,SK) denotes Public-Key and Secret-Key pair

(asymmetric)
K denotes symmetric key

Square brackets | | denote digital-signature /

authentication (asymmetric/symmetric)

Curly brackets { } denote encryption

(asymmetric/symmetric)

C' is ciphertext
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Rekeying K,, I

Assume DKD generates new key K2 (Old key is K, p1)
DKD encrypts: Cyp, = {KTPQ}Sded

DKD further encrypts: CCf,«p = {Crp}K

rpl

Unicast CC,, to BSR and RP/CRPs or multicast to

special group




‘ Rekeying K., I

o Assume DKD generates new key K.qpo (Old key is Keq1)
e DKD encrypts: Ceqg = {Keg2}gp .,

e DKD further encrypts: CC¢; = {Ceq}K

eql

e Multicast to special group




