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Policy Tools

Policy Decision Point

Policy Tools

Repositories:
Policy,

Organization,
Audits, etc.

Policy Enforcement Point
Proxy

Policy Decision Point

Policy Enforcement Point

LDAP LDAP

COPS, CLI, IIOP*

SNMP, CLI*

SNMP, IIOP*

SNMP* PDP Control, Notification,
and Monitoring Channel

Control and
Notification

Channel

Policy Enforcement Point

Policy Execution Point

Policy Execution Point

A PDP & PEP co-resident on a
device with logic that performs
some policy action (PXP).  The
northbound interfaces are LDAP
to the repository and SNMP
(among others)  into the policy
application framework.  Interfaces
between the layers within the
device are unspecified.
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The legacy device contains the
logic that is programmed to
reflect policy intent

Policy aware devices:
Requests and accepts decisions
from the policy decision point
May obtain information from the
directory (i.e., organizational
information)

Active policy devices:
- Downloads
- Interprets
- Enforces

Edits and manipulates policy
Detects conflicts
Monitors status

Downloads Policies
Interprets policies
Detects conflicts

Policy Execution Point

This is the logic that performs the
handling function

Control channell
for associated
PEPs

* Obviously, the list of protocols is
not exhaustive,  any number of
schemes could be used for control
or notification


