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Design Goals

® Multi mechanism support within one
program lifetime

® NFS client-server environment with many mechanisms

® Application programmer ease of use

® Object oriented design
® Simple object creation
® Overloading of methods to assume default values
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A Simple Context Initiator using Concrete Classes

i nport org.ietf.JGSS. *;
// package consi sts of concrete classes

O D nechO D = new O D("1.2.840.113554.1.2.2"),

GSSNane peer = new GSSNane("soneservice",
GSSNarne. HOSTBASED SERVI CE) ;

new GSSCredential (null /* Default Nanme */,
GSSCr edent i al . | NDEFI NI TE,
mechO D,
GSSCredential . I NI TI ATE_ONLY) ;

GSSCont ext context = new GSSCont ext(Feer, nmechO D, cred,
GSSCont ext . | NDEFI NI TE) ;

GSSCr edenti al cred

'/'/'context.init() loop etc. follows

® Desired GSS-API classes picked up via CLASSPATH
® Only one implementation of GSS-API can be instantiated in one lifetime of application

® Consistent with model used by Java Platform core API and its various implementations in
JDK's and SDK's




A Simple Context Initiator using Interfaces

| nport org.ietf.JGSS. *;
// package consists of interfaces

String classNane = System get Property("org ietf JGSS Factory);
// Which class clains to be the factory class for the
// GSS i npl enentation present on this systenr

GSSFactory factory Cl ass. f or Nane( cl assNane) . newl nst ance() ;

O D nechd D factory.getO D("1.2.840.113554.1.2.2");

GSSNane peer

factory. get Nane("sonmeservice",
GSSNane. HOSTBASED SERVI CE) ;
GSSCr edential cred factory. get Credential (nul I,
GSSCr edent i al . | NDEFI NI TE,
mechO D, GSSCredential .| N TI ATE _ONLY) ;

GSSCont ext context = factory. get Cont ext (peer, nmechAQ D, cred,
GSSCont ext . | NDEFI NI TE) ;

// context.init() |loop etc. follows




Using Just Interfaces will Allow Multiple GSS Implementations
in One Application Lifetime

// Say i nplenentation #1 supports nechani sns #la and #1b

GSSFactory factoryl = C ass. forNane(cl assNanel). new nst ance();
O D nechla = factoryl.getQ D("1. 2. 840 113554.1.2.2");
ODrrechlb—factoryl getA D("1. 3.. ),
GSSNanme nyNanel = factoryl. get Narre( joe , GSSNane. USER_NAME) ;
GSSCredential credl = factoryl. get Credenti al (nmyNanel,
GSSCr edenti al . | NDEFI NI TE, nmechla, GSSCredential .| N TIATE _ONLY);

credl. add(myNanel, GSSCredential .| NDEFI N TE, nechlb,

GSSCredential . I NI TI ATE_ONLY) ;

// Say i nplenmentation #2 supports mechani sm #2

GSSFactory factory2 = C ass. for Nanme(cl assNane2). newl nst ance();
O D nech2 = factory2 getA D("1.4..... ")
GSSNanme nyNane2 = factory2. get Nanme("j oe", GSSNanme. USER NAME) ;
GSSCredential cred2 = factory2. get Credenti al (nyNane2,
GSSCr edenti al . | NDEFI NI TE, mech2, GSSCredential .| N TIATE_ONLY);

// After a bunch of calls the objects start getting m xed around and BOOV

cred2. add(nmyNanel, GSSCredential .| NDEFI N TE, mechla,
GSSCredential . I NI TI ATE_ONLY) ;

context = factoryl. get Cont ext (nmyNane2, nechla, credl,
GSSCont ext . | NDEFI NI TE) ;




CLASSPATH's and Concrete Classes: The Applet Issue

Applet Developer Web Browser
Has org.ietf.JGSS classes with Has org.ietf.JGSS with
a custom/proprietary mechanism some fixed set of mechanisms
Problem:

Applet developer ships his/her org.IETF.JGSS package across the wire with the applet code
but which one does the browser end up using?

Solution:

IDEALLY: Ship the custom mechanism across the wire and let it plug under the browser's
GSS implementation.

INTERIM (until an SPI is defined):
Applet developer calls the custom GSS implementation package com.xyz.JGSS
Applet code imports com.xyz.JGSS



