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Abstract

This neno describes the interface to the |1 BM 5250 Tel net server that
allows client Telnet to request a Telnet ternminal or printer session
using a specific device name. |If a requested device nane is not
available, a nmethod to retry the request using a new device nanme is
described. Methods to request specific Tel net session settings and
aut o-si gnon function are al so descri bed.

By allowing a Telnet client to select the device nane, the 5250

Tel net server opens the door for applications to set and/or extract
useful information about the Telnet client. Sone possibilities are
1) selecting a custom zed devi ce nane associated with a particul ar
user profile nane for National Language Support or subsystem routing,
2) connecting PC and network printers as clients and 3) auto-signon
using clear-text or DES-encrypted password exchange.

Applications may need to use system APlI's on the AS/ 400 in order to
extract Tel net session settings fromthe device name description
Refer to the Retrieve Device Description (QDCRDEVD) APl described in
the AS/ 400 System APl book [3] on how to extract information using

t he DEVDO600 and DEVD1100 tenpl ates.

This meno describes how the | BM 5250 Tel net server supports Wrk
Station Function (WSF) printers using 5250 Display Station Pass-
Through. A response code is returned by the Tel net server to

i ndi cate success or failure of the WSF printer session
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1. Enhanci ng Tel net Negoti ations

The 5250 Tel net server enables clients to negotiate both term nal and
printer device names through Tel net Environment Options Negotiations,
defined in the Standards Track RFC 1572 [13].

The purpose of RFC 1572 is to exchange environnment infornation using
a set of standard or customvariables. By using a conbination of
both standard VAR s and custom USERVAR s, the 5250 Tel net server
allows client Telnet to request a pre-defined specific device by
name.

If no pre-defined device exists then the device will be created, with
client Telnet having the option to negotiate device attributes, such
as the code page, character set, keyboard type, etc.

Since printers can now be negotiated as a device nane, new term na
types have been defined to request printers. For exanple, you can
now negotiate "I BWM 3812-1" and "I BM 5553-B01" as valid TERM NAL- TYPE
options [11].

Finally, the 5250 Tel net server will allow exchange of user profile
and password information, where the password may be in either clear-
text or encrypted form |If a valid conbination of profile and
password is received, then the client is allowed to bypass the sign-
on panel. The setting of the QRMISI GN system val ue nust be either
*VERI FY or *SAMEPRF for the bypass of the sign-on panel to succeed.

2. Standard Tel net Option Negotiation

Tel net server option negotiation typically begins with the issuance,
by the server, of an invitation to engage in terminal type
negotiation with the Telnet client (DO TERM NAL-TYPE) [11]. The
client and server then enter into a series of sub-negotiations to
determ ne the |l evel of termnal support that will be used. After the
termnal type is agreed upon, the client and server will normally
negotiate a required set of additional options (EOR [12], BI NARY
[10], SGA [15]) that are required to support "transparent node" or
full screen 5250/3270 bl ock node support. As soon as the required
options have been negotiated, the server will suspend further

negoti ations, and begin with initializing the actual virtual device
on the AS/400. A typical exchange might start like the follow ng
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AS/ 400 Tel net server Enhanced Tel net client
| AC DO TERM NAL- TYPE -->

<-- | AC WLL TERM NAL- TYPE
| AC SB TERM NAL- TYPE SEND
| AC SE -->

| AC SB TERM NAL-TYPE I S

<- - | BM 5555- C01 | AC SE
| AC DO EOR -->

<-- | AC WLL EOR

<-- | AC DO EOR
| AC WLL EOR -->

(ot her negoti ations)

Actual bytes transmitted in the above exanple are shown in hex bel ow

AS/ 400 Tel net server Enhanced Tel net client
FF FD 18 -->

<-- FF FB 18
FF FA 18 01 FF FO -->

FF FA 18 00 49 42 4D 2D
35 35 35 35 2D 43 30 31

<-- FF FO
FF FD 19 -->
<-- FF FB 19
<-- FF FD 19
FF FB 19 -->

(ot her negoti ations)

Some negotiations are symmetrical between client and server and sone
are negotiated in one direction only. Also, it is pernissible and
common practice to bundl e nore than one response or request, or
conbine a request with a response, so the actual exchange may | ook
different in practice to what is shown above.

3. Enhanced Tel net Option Negotiation
In order to acconmpdate the new environnent option negotiations, the

server will bundle an environment option invitation along with the
standard terninal type invitation request to the client.
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A client should either send a negative acknow edgnent (WONT NEW
ENVI RON), or at sone point after conpleting termnal-type

negoti ati ons, but before conpleting the full set of negotiations
required for 5250 transparent node, engage in environment option
sub-negotiation with the server. A maxi num of 1024 bytes of
environnent strings nmay be sent to the server. A recommended
sequence mght ook Iike the follow ng:

AS/ 400 Tel net server Enhanced Tel net client
| AC DO NEW ENVI RON
| AC DO TERM NAL- TYPE -->
(2 requests bundl ed)
<-- I AC WLL NEW ENVI RON
| AC SB NEW ENVI RON SEND
VAR | AC SE -->
| AC SB NEW ENVI RON | S
VAR "USER' VALUE " JONES"
USERVAR " DEVNAME"
VALUE " MYDEVI CEOQ7"
<-- | AC SE
<-- | AC WLL TERM NAL- TYPE
(do the termnal type
sequence first)
| AC SB TERM NAL- TYPE SEND
| AC SE -->
| AC SB TERM NAL-TYPE | S

<- - | BM 5555- C01 | AC SE
(term nal type negotiations
conpl et ed)
| AC DO ECR -
(server will continue
wi th normal transparent
nmode negoti ati ons)
<-- | AC WLL EOR

(ot her negoti ations)

Actual bytes transmitted in the above exanple are shown in hex bel ow.

AS/ 400 Tel net server Enhanced Tel net client
FF FD 27
FF FD 18 -->
(2 requests bundl ed)
<-- FF FB 27
FF FA 27 01 00 FF FO >
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FF FA 27 00 00 55 53 45
52 01 4A 4F 4E 45 53 03
44 45 56 4E 41 4D 45 01
4D 59 44 45 56 49 43 45
<-- 30 37 FF FO
<-- FF FB 18
(do the terminal type
sequence first)

FF FA 18 01 FF FO -->
FF FA 18 00 49 42 4D 2D
35 35 35 35 2D 43 30 31
<-- FF FO
FF FD 19 -->
(server will continue

wi th nornmal transparent
nmode negoti ati ons)
<-- FF FB 19

(ot her negoti ations)

RFC 1572 defines 6 standard VAR s: USER, JOB, ACCT, PRI NTER
SYSTEMIYPE, and DI SPLAY. The USER standard VAR will hold the val ue
of the AS/ 400 user profile name to be used in auto-signon requests.
The Tel net server will make no direct use of the additional 5 VAR s
nor are any of themrequired to be sent. Al standard VAR s and
their values that are received by the Telnet server will be placed in
a buffer, along with any USERVAR s received (described bel ow), and
made available to a registered initialization exit programto be used
for any purpose desired.

There are sonme reasons you nay want to send NEW ENVI RON negoti ati ons
prior to TERM NAL- TYPE negotiations. Wth AS/ 400 TELNET server,
several virtual device nodes can be negotiated: 1) VIxxx device 2)
3270 device 3) 5250 device (includes Network Station). The virtua
devi ce node sel ected depends on the TERM NAL- TYPE negoti ated plus any
other TELNET option negotiations necessary to support those nodes.
The AS/ 400 TELNET server will create the desired virtual device at
the first opportunity it thinks it has all the requested attributes
needed to create the device. This can be as early as conpletion of

t he TERM NAL- TYPE negoti ati ons.

For the case of Transparent node (5250 device), then the nmonent

TERM NAL- TYPE, BI NARY, and EOR options are negotiated the TELNET
server will go create the virtual device. Receiving any NEW ENVI RON
negoti ati ons after these option negotiations are conplete will result
in the NEW ENVI RON negotiations having no effect on device
attributes, as the virtual device will have already been created.
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So, for Transparent node, NEW ENVI RON negotiations are effectively
cl osed once ECR is negotiated, since EORis generally the |ast option
done.

For other devices nodes (such as VIxxx or 3270), you cannot be sure
when the AS/ 400 TELNET server thinks it has all the attributes to
create the device. Recall that NEW ENVI RON negoti ations are
optional, and therefore the AS/ 400 TELNET server need not wait for
any NEWENVI RON options prior to creating the virtual device. It is
inthe clients best interest to send NEW ENVI RON negoti ati ons as soon
as possible, preferably before TERM NAL-TYPE is negotiated. That
way, the client can be sure the requested attri butes were received
before the virtual device is created

4. Enhanced Di splay Enul ation Support
RFC 1572 styl e USERVAR vari abl es have been defined to allow a

conpliant Telnet client nore control over the Tel net server virtua
device on the AS/ 400. These USERVAR s allow the client Telnet to

create or select a previously created virtual device. |f the virtua
devi ce does not exist and nust be created, then the USERVAR vari abl es
are used to create and initialize the device attributes. If the

virtual device already exists, the device attributes are nodified.

The USERVAR s defined to acconplish this are:

USERVAR VALUE EXAMPLE DESCRI PTI ON
DEVNANME us-ascii char(x) MYDEVI CEQ7 Di spl ay devi ce nane
KBDTYPE us-ascii char(3) UsB Keyboard type
CODEPAGE  us-ascii char(y) 437 Code page

CHARSET us-ascii char(y) 1212 Character set

X - up to a maxi num of 10 characters
y - up to a maxi numof 5 characters

For a description of the KBDTYPE, CODEPAGE and CHARSET paraneters and
their permnissible values, refer to Chapter 8 in the Conmunications
Configuration Reference [5] and also to Appendix Cin Nationa
Language Support [16].

The CODEPAGE and CHARSET USERVAR s nust be associated with a KBDTYPE
USERVAR. | f either CODEPAGE or CHARSET are sent w t hout KBDTYPE
they will default to systemvalues. A default value for KBDTYPE can
be sent to force CODEPAGE and CHARSET val ues to be used.
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AS/ 400 system obj ects such as device nanes, user profiles, clear-text
passwords, prograns, libraries, etc. are required to be specified in
Engli sh Upper Case (EUC). This includes:

Any letter (A-Z), any number (0-9), special characters (# $ _ @

Therefore, where us-ascii is specified for VAR or USERVAR val ues, it
i s recomended that upper-cased ASCI| val ues be sent, which will be
converted to EBCDI C by the Tel net server

A special case occurs for encrypted passwords (described in the next
section), where both the initial password and user profile used to
build the encrypted password nust be EBCDI C English Upper Case, in
order to be properly authenticated by the Tel net server

5. Enhanced Di spl ay Auto-Signon and Password Encryption

Several 5250 Tel net server specific USERVAR s will be defined. One
will carry a random seed to be used in Data Encryption Standard (DES)
password encryption, and another will carry the encrypted copy of the
password. This would use the sane 7-step DES-based password
substitution schene as APPC and dient Access. For a description of
DES encryption, refer to Federal Information Processing Standards
Publications (FIPS) 46-2 [17] and 81 [18], which can be found at the
Federal Infornmation Processing Standards Publications |ink

http://ww.itl.nist.gov/div897/ pubs/by-num htm

For a description of the 7-step password substitution scheme, refer
to these | BM Custoner Support FTP Server |inks:

ftp://ftp. networking.ibm coni pub/standards/ciw sig/sec/pwsubci w. ps
ftp://ftp. networking.ibm coni pub/standards/ciw sig/sec/pwsubciw. ps.Z
ftp://ftp. networking.ibm coni pub/standards/ciw sig/sec/pwsubciw. zip

I f encrypted password exchange is not required, clear-text password
exchange is permtted using the sane USERVAR s defined for

encryption. For this case, the randomclient seed should be set to
either an enpty value (RFC 1572 preferred nethod) or to hexadeci ma
zeros to indicate the password is not encrypted, but is clear-text.

It should be noted that security of clear-text password exchange
cannot be guaranteed unl ess the network is physically protected or a
trusted network (such as an intranet). |If your network is vul nerable
to I P address spoofing or directly connected to the Internet, you
shoul d engage in encrypted password exchange to validate a clients
identity.
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Addi tional VAR s and USERVAR s have al so been defined to allow an
aut o-si gnon user greater control over their startup environnent,
simlar to what is supported using the Qpen Virtual Term na
(QTVOPNVT) APl [3].

The standard VAR s supported to acconplish this are:
VAR VALUE EXAMPLE DESCRI PTI ON
USER us-ascii char(x) USERXYZ User profile name

X - up to a nmaxi num of 10 characters

The cust om USERVAR s defined to acconplish this are:

USERVAR VALUE EXAMPLE DESCRI PTI ON

| BVRSEED bi nary(8) 8-byte hex field Randomclient seed
| BMBUBSPW bi nary(10) 10-byte hex field Substitute password
| BMCURLI B us-ascii char(x) QGPL Current library

| BM MENU us-ascii char(x) MAI' N Initial nenu

| BMPROGRAM us-ascii char(x) QC\VD Programto cal

X - up to a nmaxi num of 10 characters

In order to communi cate the server random seed value to the client,
the server will request a USERVAR nane made up of a fixed part (the 8
characters "I BVRSEED' i mmedi ately foll owed by an 8-byte hexadeci nal
vari able part, which is the server random seed. The client generates
its own 8-byte random seed val ue, and uses both seeds to encrypt the
password. Both the encrypted password and the client random seed

val ue are then sent to the server for authentication. RFC 1572 rules
will need to be adhered to when transnitting the client random seed
and substituted password values to the server. Specifically, since a
typical environment string is a variable |ength hexadeci mal field,
the hexadecinmal fields are required to be escaped and/or byte stuffed
according to the RFC 854 [8], where any single byte could be ms-
construed as a Telnet | AC or other Tel net option negotiation contro
character. The client nust escape and/or byte stuff any bytes which
could be seen as a RFC 1572 [13] option, specifically VAR VALUE, ESC
and USERVAR
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The following illustrates the encrypted case:
AS/ 400 Tel net server Enhanced Tel net client
| AC DO NEW ENVI RON -->

<-- | AC WLL NEW ENVI RON

| AC SB NEW ENVI RON SEND
USERVAR " | BMRSEEDXXXXXXXX"
USERVAR " | BMSUBSPW
VAR USERVAR | AC SE -->
| AC SB NEWENVIRON | S
VAR "USER' VALUE " DUMMYUSR"
USERVAR " | BVRSEED" VALUE "yyyyyyyy"
USERVAR " | BMSUBSPW VALUE "zzzzzzzz"
<-- | AC SE

(ot her negoti ations)

In this exanple, "xxxxxxxx" is an 8-byte hexadeci mal random server
seed, "yyyyyyyy" is an 8-byte hexadeci nal randomclient seed and
"zzzzzzz77" is an 8-byte hexadeci mal encrypted password. |If the
password is not valid, then the sign-on panel is displayed. |If the
password is expired, then the Change Password panel is displayed.

Actual bytes transmitted in the above exanple are shown in hex bel ow,
where the server seed is "7D3E488F18080404", the client seed is
"4EA142334E414233" and the encrypted password is "DFB0402F22ABA3BA"
The user profile used to generate the encrypted password is
"44554D4D59555352" (DUMMYUSR), with a clear-text password of
"44554D4D595057" ( DUMWPW .

AS/ 400 Tel net server Enhanced Tel net cli ent

FF FD 27 >
<-- FF FB 27

FF FA 27 01 03 49 42 4D

52 53 45 45 44 7D 3E 48

8F 18 08 04 04 03 49 42

4D 53 55 42 53 50 57 03

00 FF FO o>
FF FA 27 00 00 55 53 45
52 01 44 55 4D 4D 59 55
53 52 03 49 42 4D 52 53
45 45 44 01 4E 41 42 33
AE 41 42 33 03 49 42 4D
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53 55 42 53 50 57 01 DF
BO 40 2F 22 AB A3 BA FF

<-- FO
The following illustrates the clear-text case:
AS/ 400 Tel net server Enhanced Tel net client
| AC DO NEW ENVI RON -->
<-- | AC WLL NEW ENVI RON
| AC SB NEW ENVI RON SEND
USERVAR " | BMRSEEDXXXXXXXX"
USERVAR " | BMSUBSPW
VAR USERVAR | AC SE -->

| AC SB NEWENVIRON I S

VAR " USER' VALUE " DUMWUSR"

USERVAR " | BMRSEED' VALUE

USERVAR " | BMSUBSPW VALUE "yyyyyyyy"
<-- | AC SE

(ot her negoti ations)

In this exanple, "xxxxxxxx" is an 8-byte hexadeci mal random server
seed, "yyyyyyyyyy" is a 10-byte us-ascii client clear-text password.
If the password has expired, then the sign-on panel is displayed.

Actual bytes transmitted in the above exanple are shown in hex bel ow,
where the server seed is "7D3E488F18080404", the client seed is enpty
and the clear-text password is "44554D4D595057" (DUMMWPW . The user

profile used is "44554D4D59555352" ( DUMMYUSR)

AS/ 400 Tel net server Enhanced Tel net cli ent
FF FD 27 -->
<-- FF FB 27
FF FA 27 01 03 49 42 4D
52 53 45 45 44 7D 3E 48
8F 18 08 04 04 03 49 42
4D 53 55 42 53 50 57 03
00 FF FO -->
FF FA 27 00 00 55 53 45
52 01 44 55 4D 4D 59 55
53 52 03 49 42 4D 52 53
45 45 44 01 03 49 42 4D
53 55 42 53 50 57 01 44
<-- 55 4D 4D 59 50 57 FF FO

Mur phy, et al. I nf or mat i onal [ Page 11]



RFC 2877 5250 Tel net Enhancenents July 2000

5.1 Password Substitutes Processing

Both APPC and Client Access use well-known DES encryption algorithmns
to create encrypted passwords. A Network Station or Enhanced dient
can generate conpati ble encrypted passwords if they follow these
steps, details of which can be found in the Federal Information
Processi ng Standards 46-2 [17].

1

Padded PW= Left justified user password padded to the right with
40’ X to 8 bytes.

The users password nust be left justified in an 8 byte variable
and padded to the right with 40" X up to an 8 byte length. |f the
users password is 8 bytes in length, no padding would occur. For
conmputi ng password substitutes for passwords of length 9 and 10
see section "Handling passwords of length 9 and 10" bel ow
Passwords |l ess than 1 byte or greater than 10 bytes in length are
not valid. Please note, if password is not in EBCDIC, it nust be
converted to EBCDI C uppercase.

XOR_PW = Padded_PW xor ' 5555555555555555" X
The padded password is Exclusive OR ed with 8 bytes of '55 X
SH FT_RESULT = XOR PW<< 1

The entire 8 byte result is shifted 1 bit to the left; the
leftnmost bit value is discarded, and the rightnost bit value is
cleared to O.

PW TOKEN = DES ECB npde( SHI FT_RESULT, /* key */
user| D in_EBCDI C uppercase /* data */ )

This shifted result is used as key to the Data Encryption Standard
(Federal Information Processing Standards 46-2 [17]) to enci pher
the user identifier. Wen the user identifier is less than 8
bytes, it is left justified in an 8 byte variable and padded to
the right with 40 X. Wen the user identifier is 9 or 10 bytes,
it is first padded to the right with "40'X to a length of 10
bytes. Then bytes 9 and 10 are "folded" into bytes 1-8 using the
foll owi ng al gorithm

Bit 0 is the high-order bit (i.e. has value of ’'80'X)

Byte 1, bits 0 and 1 are replaced with byte 1, bits 0 and 1
Exclusive OR ed with byte 9, bits 0 and 1.
Byte 2, bits 0 and 1 are replaced with byte 2, bits 0 and 1
Exclusive OR ed with byte 9, bits 2 and 3.
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Byte 3, bits 0 and 1 are replaced with byte 3, bits 0 and 1
Exclusive OR ed with byte 9, bits 4 and 5.
Byte 4, bits 0 and 1 are replaced with byte 4, bits 0 and 1
Exclusive OR ed with byte 9, bits 6 and 7.
Byte 5, bits 0 and 1 are replaced with byte 5, bits 0 and 1
Exclusive OR ed with byte 10, bits 0 and 1.
Byte 6, bits 0 and 1 are replaced with byte 6, bits 0 and 1
Exclusive OR ed with byte 10, bits 2 and 3.
Byte 7, bits 0 and 1 are replaced with byte 7, bits 0 and 1
Exclusive OR ed with byte 10, bits 4 and 5.
Byte 8, bits 0 and 1 are replaced with byte 8, bits 0 and 1
Exclusive OR ed with byte 10, bits 6 and 7.

User identifier greater than 10 bytes or less than 1 byte are not
the result of this encryption id known as PWTOKEN in the paper

5. Increnent PWBEQs and store it.

Each LU nust naintain a pair of sequence nunbers for ATTACHs sent
and received on each session. Each tine an ATTACH i s generat ed,
(and password substitutes are in use on the session) the sending
sequence number, PWSEQs, is increnented and saved for the next
time. Both values are set to zero at BINDtine. So the first use
of PWBEQ has the value of 1, and increases by one with each use.
A new field is added to the ATTACH to carry this sequence nunber.
However, in certain error conditions, it is possible for the
sending side to increnment the sequence nunber and the receiver may
not increment it. Wen the sender sends a subsequent ATTACH, the
receiver will detect a m ssing sequence. This is allowed.

However the sequence nunber received nust always be |arger than
the previous one, even if sone are m ssing.

The maxi mum nunber of consecutive m ssing sequence nunbers all owed
is 16. |If this is exceeded, the session is unbound with a
prot ocol violation.

Not e: The sequence nunber nust be increnented for every ATTACH
sent. However, the sequence nunber field is only required to be
included in the FMH5 if a password substitute is sent (byte 4, bit
3 on).

6. RDrSEQ = RDr + PWSEQs /* RDr is server seed. */
The current value of PWSEQs is added to RDr, the random val ue
received fromthe partner LU on this session, yielding RDrSEQ

essentially a predictably nodified val ue of the random val ue
received fromthe partner LU at BIND tine.
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7. PWSUB = DES CBC node( PW TOKEN, /* key */
( RDr SEQ /* 8 bytes */
RDs, /* 8 bytes */
ID xor RDrSEQ, /* 16 bytes */
PWBEGs, /* 8 bytes */
) /* data */
)

The PWTOKEN is used as a key to the DES function to generate
a 8 bytes value for the followi ng string of inputs. The DES
CBC node Initialization Vector (IV) used is 8 bytes of *00’ X

RDr SEQ the random data val ue received fromthe partner LU
pl us the sequence nunber.

RDs: the random data val ue sent to the partner LU on BIND
for this session.

A 16 byte val ue created by:

- padding the user identifier with "40'X to a
| ength of 16 bytes.

- Exclusive ORthe two 8 byte hal ves of the padded
user identifier with the RDrSEQ val ue.

Note: User ID nust first be converted to EBCDI C
upper case.

PWSEQs: the sequence nunber.
This is sinmlar to the process used on LU-LU verification as
described in the Enhanced LU LU Bind Security. The resulting
enci phered random data is the 'password substitute’.

5.2 Handling passwords of length 9 and 10

1. CGenerate PWTOKENa by using characters 1 to 8 of the password and
steps 1-4 fromthe previous section.

2. Cenerate PWTOKENb by using characters 9 and 10 and steps 1-4 from

the previous section. In this case Padded PWfromstep 1 will be
characters 9 and 10 padded to the right with '40' X, for a total
| engt h of 8.

3. PWTOKEN = PW TOKENa xor PW TOKENb
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4. Now conpute PWSUB by performng steps 5-7 fromthe previous
section.

5.3 Exanpl e Password Substitute Cal cul ation

| D USER123

Passwor d: ABCDEFG

Server seed: ' 7D4C2319F28004B2’ X

Client seed: 'O08BEF662D851F4B1’ X

PWSEQs : 1 (PWBEQs is a sequence nunber needed in the
7-step encryption, and it is always one)

Encrypt ed Password should be : ' 5A58BD50E4DDOB5F X
6. Device Nanme Col lision Processing

Devi ce name col lision occurs when a Telnet client sends the Tel net
server a virtual device nane that it wants to use, but that device is
already in use on the server. Wen this occurs, the Tel net server
sends a request to the client asking it to try another device nane.
The environnent option negotiation uses the USERVAR nanme of DEVNAME
to comuni cate the virtual device nanme. The follow ng shows how t he
Tel net server will request the Telnet client to send a different
DEVNAME when devi ce nane col |lision occurs

AS/ 400 Tel net server Enhanced Tel net cli ent

I AC SB NEW ENVI RON SEND
VAR USERVAR | AC SE -->

Server requests all environnent variables be sent.
| AC SB NEW ENVI RON | S USERVAR
"DEVNAMVE" VALUE " MYDEVI CE1"
USERVAR " xxxxx" VALUE " xxx"
<-- IAC SE
Client sends all environment variables, including DEVNAME. Server
tries to select device MYDEVICEL. If the device is already in use,

server requests DEVNAME be sent again.

| AC SB NEW ENVI RON SEND
USERVAR "DEVNAME" |AC SE  -->
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Server sends a request for a single environnent variable: DEVNAME

| AC SB NEW ENVI RON | S USERVAR
<-- "DEVNAME" VALUE " MYDEVI CE2" | AC SE

Cdient sends one environment variable, calculating a new val ue of
MYDEVI CE2. |If MYDEVICE2 is different fromthe | ast request, then
server tries to select device MYDEVI CE2, el se server disconnects
client. |If MYDEVICE2 is also in use, server will send DEVNAME
request again, and keep doing so until it receives a device that is
not in use, or the same device nane twice in row

7. Enhanced Printer Emul ati on Support

RFC 1572 styl e USERVAR vari abl es have been defined to allow a
conmpliant Telnet client nore control over the Tel net server virtua
device on the AS/400. These USERVAR s allow the client Telnet to
sel ect a previously created virtual device or auto-create a new
virtual device with requested attributes.

Thi s makes the enhancenents available to any Telnet client that
chonoses to support the new negoti ati ons.

The USERVAR s defined to acconplish this are:

USERVAR VALUE EXAMPLE DESCRI PTI ON
DEVNANME us-ascii char(x) PRI NTERL Printer device nane
| BM GCFEAT us-ascii char(6) 242430 | GC feature (DBCS)
| BMMSGQNAME  us-ascii char(x) QSYSOPR * MSGQ nane

| BMVSGQLI B us-ascii char(x) QSYS *MSGQ | i brary

| BMFONT us-ascii char(x) 12 Font

| BMFORMFEED  us-ascii char(1) C| U| A For nf eed

| BMTRANSFORM us-ascii char(1) 1| O Transf orm

| BMMFRTYPMDL us-ascii char(x) *1Bw42023 M g. type and nodel
| BMPPRSRC1 bi nary(1) 1-byte hex field Paper source 1

| BMPPRSRC2 bi nary(1) 1-byte hex field Paper source 2

| BMENVELOPE  bi nary(1) 1-byte hex field Envel ope hopper

| BMASCI | 899 us-ascii char(1) 1| O ASCI | 899 support

| BMABCSTNAME us-ascii char(x) *NONE WSCST nane

| BMABCSTLI B us-ascii char(x) *LIBL WSCST i brary

X - up to a maxi num of 10 characters
The "I BM' prefix on the USERVAR s denotes AS/ 400 specific attributes.

The DEVNAME USERVAR is used both for displays and printers. The
| BMFONT and | BMASCI |1 899 are used only for SBCS environnments
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For a description of nbst of these paraneters (drop the "IBM from
the USERVAR) and their permnissible values, refer to Chapter 8 in the
Conmuni cati ons Configuration Reference [5].

The | BM GCFEAT supports the follow ng vari abl e DBCS | anguage
identifiers in position 5 (positions 1-4 nust be '2424’', position 6
nmust be '0'):

IJI
1cy

Kor ean
Sinmplified Chinese

Japanese 'K
Tradi ti onal Chinese 'S

The | BMTRANSFORM and | BMASCI | 899 val ues correspond to:

"1l =Yes 2" = No
The | BVFORMFEED val ues correspond to:

"C = Continuous 'U = Cut 'A = Autocut
The | BWPPRSRC1, | BMPPRSRC2 and | BMENVELOPE cust om USERVAR s do not
map directly to their descriptions in Chapter 8 in the Conmunications
Configuration Reference [5]. To map these, use the index listed

her e:

| BMPPRSRC1 HEX

| BMPPRSRC2 HEX

| BMENVELOPE HEX

* NONE "FF X * NONE "FF X * NONE "FF X

* MFRTYPIVDL 00" X * MFRTYPIVDL 00" X * MFRTYPIVDL 00" X
*LETTER 01" X *LETTER 01" X *B5 06" X

* LEGAL 02" X * LEGAL 02" X * MONARCH "09" X
*EXECUTIVE ' 03 X *EXECUTIVE ' 03 X * NUMBER9 "0A X

* A 04" X *Ad 04" X * NUMBER10 0B X

* AS 05" X * AS 05" X *C5 0C X

*B5 ' 06" X *B5 ' 06" X *DL "0D X

* CONT80 07" X * CONT80 07" X

*CONT132 08 X *CONT132 08 X

*A3 "O0E X *A3 "O0E X

*B4 "OF X *B4 "OF X

* LEDCGER "10" X * LEDCGER "10" X

Note 1: For |BMPPRSRC2, *CONT80 and *CONT132 support starts at V3R7.
Note 2: For | BMPPRSRCl1 and | BMPPRSRC2, *A3, *B4 and *LEDGER support

starts at V3R7.

Mur phy, et al.

I nf or mat i onal

[ Page 17]



RFC 2877 5250 Tel net Enhancenents July 2000

8. Telnet Printer Term nal Types

New Tel net options are defined for the printer pass-through node of
operation. To enable printer pass-through node, both the client and
server must agree to at |east support the Transmt-Binary, End-O -
Record, and Term nal - Type Tel net options. The followi ng are new
term nal types for printers:

TERM NAL- TYPE DESCRI PTI ON

| BM 5553- B01 Doubl e-Byte printer
| BM 3812-1 Si ngl e-Byte printer

Specific characteristics of the | BM5553-B01 or | BM3812-1 printers
are specified through the USERVAR | BMMFRTYPMDL, which specifies the
manuf acturer type and nodel.

An exanpl e of a typical negotiation process to establish printer

pass-t hrough node of operation is shown below. |In this exanple, the
server initiates the negotiation by sending the DO TERM NAL- TYPE
request.

For DBCS environnents, if |BMIRANSFORMis set to 1 (use Host Print
Transform), then the virtual device created is 3812, not 5553.
Therefore, | BWM3812-1 should be negotiated for TERM NAL- TYPE, and not

| BM 5553- BO1.
AS/ 400 Tel net server Enhanced Tel net cli ent
| AC DO NEW ENVI RON >
<-- | AC WLL NEW ENVI RON
| AC SB NEW ENVI RON SEND
VAR USERVAR | AC SE >

| AC SB NEW ENVI RON | S

USERVAR " DEVNAME" VALUE " PCPRI NTER'
USERVAR " | BMVBGONAME" VALUE " QSYSCPR'
USERVAR " | BMVBGQLI B" VALUE "*LI BL"
USERVAR " | BMTRANSFORM' VALUE " 0"
USERVAR " | BMFONT" VALUE " 12"

USERVAR " | BMFORMFEED' VALUE "C'
USERVAR " | BMPPRSRC1" VALUE ESC ’ 01’ X
USERVAR " | BMPPRSRC2" VALUE ' 04’ X
USERVAR " | BMENVELOPE" VALUE | AC ’ FF