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Thi s docunent defines an Experinmental protocol for the Internet
community. The | ESG expects that a revised version of this protoco
wi |l be published as Proposed Standard protocol. The Proposed

St andard, when published, is expected to change fromthe protoco
defined in this menmo. |In particular, it is expected that the
standards-track version of the protocol will incorporate strong

aut hentication and privacy features, and that an "ipp:" URL type wll
be defined which supports those security neasures. Oher changes to
the protocol are also possible. Inplenmentors are warned that future
versions of this protocol may not interoperate with the version of

| PP defined in this docunent, or if they do interoperate, that sone
protocol features nmay not be avail abl e.

The | ESG encour ages experinentation with this protocol, especially in
conbination with Transport Layer Security (TLS) [RFC 2246], to help
determ ne how TLS may effectively be used as a security layer for

| PP.
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Abst r act

This docunent is one of a set of docunents, which together describe
all aspects of a new lInternet Printing Protocol (IPP). [IPP is an
application | evel protocol that can be used for distributed printing
using Internet tools and technologies. This docunent describes a
sinmplified nodel consisting of abstract objects, their attributes,
and their operations that is independent of encoding and transport.
The nodel consists of a Printer and a Job object. A Job optionally
supports nultiple docunents. |IPP 1.0 senantics all ow end-users and
operators to query printer capabilities, submt print jobs, inquire
about the status of print jobs and printers, and cancel print jobs.
Thi s docunent al so addresses security, internationalization, and
directory issues.

The full set of |PP docunents incl udes:

Design Goals for an Internet Printing Protocol [RFC2567]

Rationale for the Structure and Mbdel and Protocol for the Internet
Printing Protocol [RFC2568]

Internet Printing Protocol/1.0: Mdel and Semantics (this docunent)

Internet Printing Protocol/1.0: Encoding and Transport [ RFC2565]

Internet Printing Protocol/1.0: Inplenmenter’s CGuide [ipp-iid]

Mappi ng between LPD and | PP Protocols [ RFC2569]

The "Design Coals for an Internet Printing Protocol" docunent takes a
broad | ook at distributed printing functionality, and it enunerates
real -life scenarios that help to clarify the features that need to be
included in a printing protocol for the Internet. It identifies
requirenents for three types of users: end users, operators, and

adm nistrators. It calls out a subset of end user requirenents that
are satisfied in IPP/1.0. Operator and administrator requirenments
are out of scope for version 1.0.

The "Rationale for the Structure and Mbdel and Protocol for the
Internet Printing Protocol" docunment describes IPP froma high | eve
view, defines a roadmap for the various docunents that formthe suite
of | PP specifications, and gi ves background and rationale for the

| ETF wor ki ng group’ s maj or deci sions.

The "Internet Printing Protocol/1.0: Encoding and Transport"” docunent
is a formal mapping of the abstract operations and attributes defined
in the nodel docunent onto HTTP/1.1. It defines the encoding rules
for a new Internet nmedia type called "application/ipp".

The "Internet Printing Protocol/1.0: Inplenenter’s Quide" docunent

gives insight and advice to inplenenters of IPP clients and | PP
objects. It is intended to help them understand IPP/1.0 and sone of
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the considerations that nay assist themin the design of their client

and/or | PP object inplenentations. For exanple, a typical order of
processing requests is given, including error checking. Motivation

for sone of the specification decisions is also included.

The "Mappi ng between LPD and | PP Protocol s" docunent gives sone

advice to inplenenters of gateways between | PP and LPD (Line Printer

Daenon) i npl enent ati ons.
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1

I nt roducti on

The Internet Printing Protocol (IPP) is an application |evel protoco
that can be used for distributed printing using Internet tools and
technologies. |PP version 1.0 (I1PP/1.0) focuses only on end user
functionality. This docunent is just one of a suite of docunments
that fully define IPP. The full set of |IPP documents includes:

Design Goals for an Internet Printing Protocol [RFC2567]

Rationale for the Structure and Mbdel and Protocol for the Internet
Printing Protocol [RFC2568]

Internet Printing Protocol/1.0: Mdel and Semantics (this docunent)

Internet Printing Protocol/1.0: Encoding and Transport [ RFC2565]

Internet Printing Protocol/1.0: Inplementer’s Guide [ipp-iidg]

Mappi ng between LPD and | PP Protocols [ RFC2569]

Anyone readi ng these docunents for the first time is strongly
encouraged to read the | PP docunents in the above order.

This docunent is |laid out as foll ows:

- The rest of Section 1 is an introduction to the IPP sinplified
nodel for distributed printing.

- Section 2 introduces the object types covered in the nodel with
their basic behaviors, attributes, and interactions.

- Section 3 defines the operations included in IPP/1.0. |IPP
operations are synchronous, therefore, for each operation, there
is a both request and a response.

- Section 4 defines the attributes (and their syntaxes) that are
used in the nodel

- Sections 5 - 6 summarizes the inplenmentation confornmance
requirenents for objects that support the protocol and | ANA
consi derations, respectively.

- Sections 7 - 11 cover the Internationalization and Security
consi derations as well as References, Author contact information,
and Formats for Registration Proposals.

- Sections 12 - 14 are appendi ces that cover Term nol ogy, Status
Codes and Messages, and "nedi a" keyword val ues.
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Not e: This document uses terns such as "attri butes”
"keywords", and "support". These terns have specia
nmeani ng and are defined in the nodel terminology section
12.2. Capitalized terms, such as MJST, MJST NOT, REQUI RED
SHOULD, SHOULD NOT, MAY, NEED NOT, and OPTI ONAL, have
special neaning relating to conformance. These terns are
defined in section 12.1 on confornance terninol ogy, nost of
which is taken from RFC 2119 [ RFC2119].

- Section 15 is an appendix that helps to clarify the effects of
i nteractions between related attributes and their val ues.

- Section 16 is an appendi x that enunmerates the subset of Printer
attributes that forma generic directory schema. These
attributes are useful when registering a Printer so that a
client can find the Printer not just by nane, but by filtered
searches as well.

- Section 17 is an appendi x that provides a Change Hi story
sunmari zing the clarification and changes that might affect an
i mpl enentation since the June 30, 1998 draft.

1.1 Sinplified Printing Mde

In order to achieve its goal of realizing a workable printing
protocol for the Internet, the Internet Printing Protocol (IPP) is
based on a sinplified printing nodel that abstracts the nmany
components of real world printing solutions. The Internet is a

di stributed conputing environment where requesters of print services
(clients, applications, printer drivers, etc.) cooperate and interact
with print service providers. This nodel and semantics docunent
describes a sinple, abstract nodel for |IPP even though the underlying
configurations may be conplex "n-tier" client/server systems. An
important sinplifying step in the PP nodel is to expose only the key
objects and interfaces required for printing. The nodel described in
this nmodel docunent does not include features, interfaces, and

rel ati onshi ps that are beyond the scope of the first version of IPP
(IPP/1.0). IPP/1.0 incorporates many of the relevant ideas and

| essons | earned from ot her specification and devel opnment efforts
[HTPP] [1S010175] [LDPA] [P1387.4] [PSIS] [RFC1179] [SWP]. IPPis
heavily influenced by the printing nodel introduced in the Docunent
Printing Application (DPA) [I1S0OL0175] standard. Although DPA
specifies both end user and adm nistrative features, |PP version 1.0
(IPP/1.0) focuses only on end user functionality.

The 1 PP/ 1.0 nodel encapsul ates the inportant conponents of
distributed printing into two object types:

- Printer (Section 2.1)
- Job (Section 2.2)
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Each object type has an associated set of operations (see section 3)
and attributes (see section 4).

It is inmportant, however, to understand that in real system

i npl ementations (which Iie underneath the abstracted | PP/ 1.0 nodel),
there are other conponents of a print service which are not
explicitly defined in the IPP/1.0 nodel. The follow ng figure
illustrates where IPP/1.0 fits with respect to these other
conponent s.

B TS +
| Application |
o} + ..
\ |/ | Spool er |
/I \ o0 Fomme o +
End- User | Print Driver |---] File
S + ----- +  H------ Fomm - + B
| Browser | | GU | | |
S e S e + - -4 -+ | |
| | | |
| B T - +---+ |
N D S | | | PP dient [------------ +
o | E | L L +
T R C | |
I E U |
F C R ----mimimam-- Transport ------------------
I T |
c O T | -+
A R Y R R +
T Y | PP Server |
| Fommemm e Fommemm e +
O | |
N R R + | IPP Printer
| Print Service | |
S +
| --+
LT +
| Qutput Device(s)]|
e L T +

An I PP Printer object encapsulates the functions nornmally associ ated
wi t h physical output devices along with the spooling, scheduling and
mul ti pl e devi ce managenent functions often associated with a print
server. Printer objects are optionally registered as entries in a
directory where end users find and sel ect them based on sone sort of
filtered and context based searchi ng nechani sm (see section 16). The
directory is used to store relatively static information about the
Printer, allowing end users to search for and find Printers that
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match their search criteria, for exanple: nane, context, printer
capabilities, etc. The nore dynanic information, such as state,
currently | oaded and ready nedia, nunber of jobs at the Printer
errors, warnings, and so forth, is directly associated with the
Printer object itself rather than with the entry in the directory
which only represents the Printer object.

IPP clients inplenment the | PP protocol on the client side and give
end users (or progranms running on behalf of end users) the ability to
query Printer objects and submit and manage print jobs. An |PP
server is just that part of the Printer object that inplements the
server-side protocol. The rest of the Printer object inplenents (or
gateways into) the application senmantics of the print service itself.
The Printer objects nmay be enbedded in an output device or nmay be

i mpl emented on a host on the network that conmuni cates with an out put
devi ce.

When a job is submitted to the Printer object and the Printer object
validates the attributes in the subnission request, the Printer

obj ect creates a new Job object. The end user then interacts with
this new Job object to query its status and nonitor the progress of
the job. End users may al so cancel the print job by using the Job
obj ect’s Cancel -Job operation. The notification service is out of
scope for I PP/ 1.0, but using such a notification service, the end
user is able to register for and receive Printer specific and Job
specific events. An end user can query the status of Printer objects
and can follow the progress of Job objects by polling using the Get-
Printer-Attributes, Get-Jobs, and Get-Job-Attributes operations.

2. | PP bjects

The 1 PP/ 1.0 nodel introduces objects of type Printer and Job. Each
type of object nodels rel evant aspects of a real-world entity such as
a real printer or real print job. Each object type is defined as a
set of possible attributes that may be supported by instances of that
obj ect type. For each object (instance), the actual set of supported
attributes and val ues describe a specific inplenentation. The
object’s attributes and val ues describe its state, capabilities,
realizable features, job processing functions, and default behaviors
and characteristics. For exanple, the Printer object type is defined
as a set of attributes that each Printer object potentially supports.
In the sane nmanner, the Job object type is defined as a set of
attributes that are potentially supported by each Job object.

Each attribute included in the set of attributes defining an object
type is | abel ed as:
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"REQUI RED": each object MJUST support the attribute.
- "OPTIONAL": each object MAY support the attribute.

There is no such sinmlar |abeling of attribute values. However, if
an inplenmentati on supports an attribute, it MJST support at |east one
of the possible values for that attribute.

2.1 Printer Object

The maj or component of the IPP/1.0 nodel is the Printer object. A
Printer object inplenments the server-side of the IPP/1.0 protocol
Using the protocol, end users nmay query the attributes of the Printer
obj ect and subnmit print jobs to the Printer object. The actua

i mpl ement ati on conponents behind the Printer abstraction nmay take on
different fornms and different configurations. However, the node
abstraction allows the details of the configuration of rea
conmponents to remain opaque to the end user. Section 3 describes
each of the Printer operations in detail.

The capabilities and state of a Printer object are described by its
attributes. Printer attributes are divided into two groups:

- "job-tenplate"” attributes: These attributes describe supported
j ob processing capabilities and defaults for the Printer object.
(See section 4.2)

- "printer-description" attributes: These attributes describe the
Printer object’s identification, state, |location, references to
ot her sources of information about the Printer object, etc. (see
section 4.4)

Since a Printer object is an abstraction of a generic docunent out put
device and print service provider, a Printer object could be used to
represent any real or virtual device with semantics consistent with
the Printer object, such as a fax device, an imager, or even a CD
witer.

Sonme exanpl es of configurations supporting a Printer object include:

1) An output device with no spooling capabilities
2) An output device with a built-in spooler
3) A print server supporting IPP with one or nore associ ated out put
devi ces
3a) The associ ated output devices nmay or nmay not be capabl e of
spool i ng jobs
3b) The associ ated out put devices nmay or nmay not support |PP
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The followi ng figures show sone exanpl es of how Printer objects can
be realized on top of various distributed printing configurations.
The enbedded case bel ow represents configurations 1 and 2. The hosted
and fan-out figures bel ow represent configurations 3a and 3b.

Legend:

#H#### i ndi cates a Printer object which is
ei ther enbedded in an output device or is
hosted in a server. The Printer object
m ght or m ght not be capabl e of queuing/spooling.

any i ndi cates any network protocol or direct
connect, including |IPP

enbedded printer:
out put devi ce

R +
[0 J + | ##utHRH |
/1\ | client |------------ I PP----memom - - ># Printer # |
A + | # oject #
| HRHAARRHHIH
S +
hosted printer:
Fom e e e e e oo oo +
O +-------- + HRBHARHHHRRS | |
/|\ | client |--1PP--># Printer #-any->| output device
A T + # Cbject # | |
HEHHHHEHEH Homammeameaeaaan +
S +
fan out: | |
+-->| output device
any/ | |
O +-------- + wR#HRiHnnnt |/ S +
/|\ | client |-1PP-># Printer #--*
A T + # Object # \ R +

HERHHH AR any\ |
+-->| output device
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2.2 Job bject

A Job object is used to nodel a print job. A Job object contains
docunents. The information required to create a Job object is sent
in a create request fromthe end user via an IPP Client to the
Printer object. The Printer object validates the create request, and
if the Printer object accepts the request, the Printer object creates
the new Job object. Section 3 describes each of the Job operations
in detail.

The characteristics and state of a Job object are described by its
attributes. Job attributes are grouped into two groups as foll ows:

- "job-tenplate" attributes: These attributes can be supplied by
the client or end user and include job processing instructions
which are intended to override any Printer object defaults and/or
i nstructions enbedded within the docunent data. (See section 4.2)

- "job-description" attributes: These attributes describe the Job
object’s identification, state, size, etc. The client supplies
sone of these attributes, and the Printer object generates others.
(See section 4.3)

An i nmpl enentati on MUST support at |east one docunent per Job object.
An i npl enentation MAY support mnultiple docunments per Job object. A
document is either:

- a stream of docunment data in a format supported by the Printer
object (typically a Page Description Language - PDL), or
- areference to such a stream of docunent data

In IPP/1.0, a docunent is not nodeled as an | PP object, therefore it
has no object identifier or associated attributes. Al job
processing instructions are nodel ed as Job object attributes. These
attributes are called Job Tenplate attributes and they apply equally
to all docunents within a Job object.

2.3 bject Relationships

| PP obj ects have rel ationships that are maintai ned persistently al ong
with the persistent storage of the object attributes.

A Printer object can represent either one or nore physical output
devices or a logical device which "processes" jobs but never actually
uses a physical output device to put nmarks on paper. Exanples of

| ogi cal devices include a Wb page publisher or a gateway into an
onl i ne docunment archive or repository. A Printer object contains
zero or nore Job objects.
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A Job object is contained by exactly one Printer object, however the
i dentical docunment data associated with a Job object could be sent to
either the sanme or a different Printer object. |In this case, a
second Job object would be created which would be al nost identical to
the first Job object, however it would have new (different) Job
object identifiers (see section 2.4).

A Job object is either enpty (before any docunents have been added)
or contains one or nore docunments. |f the contained docunment is a
stream of docunent data, that stream can be contained in only one
docunent. However, there can be identical copies of the streamin
ot her docunments in the sane or different Job objects. |If the
cont ai ned docunent is just a reference to a stream of docunent data,
ot her docunents (in the sane or different Job object(s)) may contain
t he same reference

2.4 bject ldentity

Al'l Printer and Job objects are identified by a Uniform Resource
Identifier (URI) [RFC2396] so that they can be persistently and

unanbi guously referenced. The notion of a URI is a useful concept,
however, until the notion of URI is nore stable (i.e., defined nore
compl etely and depl oyed nore widely), it is expected that the UR's
used for I PP objects will actually be URLs [ RFC2396]. Since every
URL is a specialized formof a URI, even though the nore generic term
URI is used throughout the rest of this docunent, its usage is

i ntended to cover the nore specific notion of URL as well.

An admi ni strator configures Printer objects to either support or not
support authentication and/ or nessage privacy using SSL3 [SSL] (the
mechani sm for security configuration is outside the scope of
IPP/1.0). 1In sone situations, both types of connections (both

aut henti cated and unaut henticated) can be established using a single
communi cati on channel that has sone sort of negotiation nechani sm
In other situations, nultiple communication channels are used, one
for each type of security configuration. Section 8 provides a ful
description of all security considerations and configurations.

If a Printer object supports nore than one communi cati on channel

sonme or all of those channels night support and/or require different
security nechanisns. In such cases, an administrator coul d expose

t he sinultaneous support for these nultiple communication channels as
multiple URIs for a single Printer object where each URI represents
one of the comunication channels to the Printer object. To support
this flexibility, the IPP Printer object type defines a nulti-val ued
identification attribute called the "printer-uri-supported"
attribute. 1t MJIST contain at |least one URI. It MAY contain nore
than one URI. That is, every Printer object will have at |east one
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URI that identifies at |east one comunication channel to the Printer
object, but it may have nore than one URI where each URI identifies a
di fferent conmuni cation channel to the Printer object. The
"printer-uri-supported" attribute has a conpanion attribute, the
"uri-security-supported” attribute, that has the sane cardinality as

"printer-uri-supported". The purpose of the "uri-security-supported"
attribute is to indicate the security nechanisns (if any) used for
each URI listed in "printer-uri-supported". These two attributes are

fully described in sections 4.4.1 and 4. 4. 2.

When a job is submitted to the Printer object via a create request,
the client supplies only a single Printer object URI. The client
supplied Printer object URI MJUST be one of the values in the
"printer-uri-supported” Printer attribute.

Note: |PP/1.0 does not specify how the client obtains the client
supplied URI, but it is RECOMMENDED that a Printer object be
registered as an entry in a directory service. End-users and
prograns can then interrogate the directory searching for Printers.
Section 16 defines a generic schema for Printer object entries in the
directory service and describes how the entry acts as a bridge to the
actual IPP Printer object. The entry in the directory that
represents the I PP Printer object includes the possibly many URIs for
that Printer object as values in one its attributes.

When a client submits a create request to the Printer object, the
Printer object validates the request and creates a new Job object.
The Printer object assigns the new Job object a URI which is stored
in the "job-uri" Job attribute. This URI is then used by clients as
the target for subsequent Job operations. The Printer object
generates a Job URI based on its configured security policy and the
URI used by the client in the create request.

For exanple, consider a Printer object that supports both a

communi cati on channel secured by the use of SSL3 (using HITP over
SSL3 with an "https" schened URI) and anot her open conmuni cation
channel that is not secured with SSL3 (using a sinple "http" schened
URI). If aclient were to subnit a job using the secure URI, the
Printer object would assign the new Job object a secure URI as well.
If aclient were to submt a job using the open-channel URI, the
Printer would assign the new Job object an open-channel URI.

In addition, the Printer object also populates the Job object’s
"job-printer-uri" attribute. This is a reference back to the Printer
object that created the Job object. |If a client only has access to a
Job object’s "job-uri" identifier, the client can query the Job’s
"job-printer-uri" attribute in order to determ ne which Printer

obj ect created the Job object. [If the Printer object supports nore
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than one URI, the Printer object picks the one URI supplied by the
client when creating the job to build the value for and to popul ate
the Job's "job-printer-uri" attribute.

Al'l owi ng Job objects to have URIs allows for flexibility and
scalability. For exanple, in sone inplenentations, the Printer

obj ect might create Jobs that are processed in the sane |oca
environnent as the Printer object itself. 1In this case, the Job UR
m ght just be a conposition of the Printer’s URI and sone uni que
component for the Job object, such as the unique 32-bit positive
integer mentioned later in this paragraph. In other inplenmentations,
the Printer object might be a central clearing-house for validating
all Job object creation requests, but the Job object itself might be
created in some environnent that is renote fromthe Printer object.
In this case, the Job object’s URl nmay have no physical-1ocation
relationship at all to the Printer object’s URI. Again, the fact
that Job objects have URIs allows for flexibility and scalability,
however, many existing printing systens have | ocal nodels or
interface constraints that force print jobs to be identified using
only a 32-bit positive integer rather than an independent URI. This
nuneric Job IDis only unique within the context of the Printer
object to which the create request was originally submtted.
Therefore, in order to allow both types of client access to | PP Job
obj ects (either by Job URI or by nuneric Job ID), when the Printer
obj ect successfully processes a create request and creates a new Job
object, the Printer object MJST generate both a Job URI and a Job ID
The Job ID (stored in the "job-id" attribute) only has meaning in the
context of the Printer object to which the create request was
originally submtted. This requirenent to support both Job URI s and
Job IDs allows all types of clients to access Printer objects and Job
objects no matter the local constraints inposed on the client

i mpl enent ati on.

In addition to identifiers, Printer objects and Job objects have
nanes ("printer-nane” and "job-nane"). An object nane NEED NOT be
uni que across all instances of all objects. A Printer object’s nanme
is chosen and set by an admi nistrator through sonme nechani sm outsi de
the scope of IPP/1.0. A Job object’s nane is optionally chosen and
supplied by the IPP client subnitting the job. |If the client does
not supply a Job object name, the Printer object generates a nane for
the new Job object. 1In all cases, the name only has |ocal neaning.

To sunmari ze

- Each Printer object is identified with one or nore URIs. The
Printer’s "printer-uri-supported" attribute contains the URI(S).
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3.

- The Printer object’s "uri-security-supported" attribute
i dentifies the comuni cati on channel security protocols that may
or may not have been configured for the various Printer object
URIs (e.g., 'ssl3 or 'none').

- Each Job object is identified with a Job URI. The Job’s "job-uri"
attribute contains the URI.

- Each Job object is also identified with Job ID which is a 32-bit,
positive integer. The Job’'s "job-id" attribute contains the Job
ID. The Job IDis only unique within the context of the Printer
object which created the Job object.

- Each Job object has a "job-printer-uri™ attribute which contains
the URI of the Printer object that was used to create the Job
object. This attribute is used to determ ne the Printer object
that created a Job object when given only the URI for the Job
object. This linkage is necessary to deternine the |anguages,
charsets, and operations which are supported on that Job (the
basis for such support cones fromthe creating Printer object).

- Each Printer object has a nane (which is not necessarily unique).
The adni ni strator chooses and sets this nane through sone
mechani sm out si de the scope of IPP/1.0 itself. The Printer
object’s "printer-nane" attribute contains the nane.

- Each Job object has a name (which is not necessarily unique). The
client optionally supplies this nanme in the create request. |If
the client does not supply this nanme, the Printer object generates
a nane for the Job object. The Job object’s "job-nane" attribute
cont ai ns the nane.

| PP Operations

| PP obj ects support operations. An operation consists of a request
and a response. Wen a client conmunicates with an | PP object, the
client issues an operation request to the URI for that object.
Operation requests and responses have paraneters that identify the
operation. Operations also have attributes that affect the run-tinme
characteristics of the operation (the intended target, |ocalization
information, etc.). These operation-specific attributes are called
operation attributes (as conpared to object attributes such as
Printer object attributes or Job object attributes). Each request
carries along with it any operation attributes, object attributes,
and/ or docunment data required to performthe operation. Each request
requires a response fromthe object. Each response indicates success
or failure of the operation with a status code as a response
paraneter. The response contains any operation attributes, object
attributes, and/or status nessages generated during the execution of
t he operation request.
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This section describes the semantics of the | PP operations, both
requests and responses, in terns of the paraneters, attributes, and
ot her data associated with each operation

The 1PP/1.0 Printer operations are:

Print-Job (section 3.2.1)

Print-URl (section 3.2.2)

Val i dat e-Job (section 3.2.3)
Create-Job (section 3.2.4)
Get-Printer-Attributes (section 3.2.5)
Get -Jobs (section 3.2.6)

The Job operations are:

Send- Docunent (section 3.3.1)
Send- URI (section 3.3.2)

Cancel -Job (section 3.3.3)
CGet-Job-Attributes (section 3.3.4)

The Send- Docunment and Send- URI Job operations are used to add a new
docunent to an existing multi-docunment Job object created using the
Creat e-Job operation

3.1 Common Senanti cs

Al | PP operations require sone conmon paraneters and operation
attributes. These commopn el enents and their semantic characteristics
are defined and described in nore detail in the follow ng sections.

3.1.1 Required Paraneters
Every operation request contains the foll owi ng REQU RED par anet ers:

- a "version-nunber”,

- an "operation-id",

- a "request-id", and

- the attributes that are REQU RED for that type of request.

Every operation response contains the foll ow ng REQU RED par anet ers:

- a "version-nunber",

- a "status-code"

- the "request-id" that was supplied in the correspondi ng request,
and

the attributes that are REQU RED for that type of response.
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The encodi ng and transport docunent [RFC2565] defines special rules
for the encodi ng of these paranmeters. Al other operation elenments
are represented using the nore generic encoding rules for attributes
and groups of attributes.

3.1.2 Operation I Ds and Request |Ds

Each | PP operation request includes an identifying "operation-id"
value. Valid values are defined in the "operations-supported"
Printer attribute section (see section 4.4.13). The client specifies
whi ch operation is being requested by supplying the correct
"operation-id" val ue.

In addition, every invocation of an operation is identified by a
"request-id" value. For each request, the client chooses the
"request-id" which MIST be an integer (possibly unique depending on
client requirenents) in the range from1 to 2**31 - 1 (inclusive).
This "request-id" allows clients to manage nultipl e outstandi ng
requests. The receiving | PP object copies all 32-bits of the client-
supplied "request-id" attribute into the response so that the client
can match the response with the correct outstanding request, even if
the "request-id" is out of range. |If the request is term nated
before the conplete "request-id" is received, the | PP object rejects
the request and returns a response with a "request-id" of O.

Note: In sonme cases, the transport protocol underneath |IPP mght be a
connection oriented protocol that would nmake it inpossible for a
client to receive responses in any order other than the order in

whi ch the correspondi ng requests were sent. In such cases, the
"request-id" attribute would not be essential for correct protoco
operation. However, in other nappings, the operation responses can
come back in any order. In these cases, the "request-id" would be
essenti al

3.1.3 Attri butes

Qperation requests and responses are both conposed of groups of
attributes and/or docunent data. The attributes groups are:

- Qperation Attributes: These attributes are passed in the
operation and affect the | PP object’s behavior while processing
the operation request and may affect other attributes or groups
of attributes. Sone operation attributes describe the docunent
data associated with the print job and are associated with new
Job objects, however nost operation attributes do not persist
beyond the life of the operation. The description of each
operation attribute includes confornmance statenments indicating
whi ch operation attributes are REQU RED and whi ch are OPTI ONAL
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for an | PP object to support and which attributes a client MJST
supply in a request and an | PP object MJST supply in a response.

- Job Tenplate Attributes: These attributes affect the processing
of a job. A client OPTIONALLY supplies Job Tenplate Attributes
in a create request, and the receiving object MIST be prepared to
receive all supported attributes. The Job object can | ater be
queried to find out what Job Tenplate attributes were originally
requested in the create request, and such attributes are returned
in the response as Job Object Attributes. The Printer object can
be queried about its Job Tenplate attributes to find out what
type of job processing capabilities are supported and/or what the
default job processing behaviors are, though such attributes are
returned in the response as Printer Object Attributes. The
"ipp-attribute-fidelity" operation attribute affects processing
of all client-supplied Job Tenplate attributes (see section 15
for a full description of "ipp-attribute-fidelity" and its
relationship to other attributes).

- Job Object Attributes: These attributes are returned in response
to a query operation directed at a Job object.

- Printer hject Attributes: These attributes are returned in
response to a query operation directed at a Printer object.

- Unsupported Attributes: In a create request, the client supplies
a set of Operation and Job Tenplate attributes. |If any of these
attributes or their values is unsupported by the Printer object,
the Printer object returns the set of unsupported attributes in
the response. Section 15 gives a full description of how Job
Tenpl ate attributes supplied by the client in a create request
are processed by the Printer object and how unsupported
attributes are returned to the client. Because of extensibility,
any | PP object mght receive a request that contains new or
unknown attributes or values for which it has no support. In such
cases, the | PP object processes what it can and returns the
unsupported attributes in the response.

Later in this section, each operation is formally defined by
identifying the allowed and expected groups of attributes for each
request and response. The nodel identifies a specific order for each
group in each request or response, but the attributes within each
group may be in any order, unless specified otherw se.

Each attribute specification includes the attribute s nanme foll owed
by the nane of its attribute syntax(es) in parenthesizes. In
addition, each 'integer’ attribute is followed by the allowed range
in parentheses, (mn), for values of that attribute. Each 'text’ or
"nanme’ attribute is followed by the maxi mumsize in octets in

par ent heses, (size), for values of that attribute. For nore details
on attribute syntax notation, see the descriptions of these
attributes syntaxes in section 4. 1.
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Not e: Docunent data included in the operation is not strictly an
attribute, but it is treated as a special attribute group for
ordering purposes. The only operations that support supplying the
docunent data within an operation request are Print-Job and Send-
Docunent. There are no operation responses that include docunent
dat a.

Not e: Sone operations are REQU RED for | PP objects to support; the
others are OPTIONAL (see section 5.2.2). Therefore, before using an
OPTI ONAL operation, a client SHOULD first use the REQU RED Get -
Printer-Attributes operation to query the Printer’s "operations-
supported" attribute in order to deternine which OPTIONAL Printer and
Job operations are actually supported. The client SHOULD NOT use an
OPTI ONAL operation that is not supported. Wen an | PP object
receives a request to performan operation it does not support, it
returns the ’server-error-operation-not-supported status code (see
section 13.1.5.2). An IPP object is non-conformant if it does not
support a REQUI RED operati on.

3.1.4 Character Set and Natural Language Operation Attributes

Some Job and Printer attributes have values that are text strings and
nanes i ntended for human understandi ng rather than machine
understanding (see the "text’ and 'name’ attribute syntax
descriptions in section 4.1). The follow ng sections describe two
special Qperation Attributes called "attributes-charset” and
"attributes-natural -1anguage”. These attributes are always part of
the Qperation Attributes group. For nost attribute groups, the order
of the attributes within the group is not inportant. However, for
these two attributes within the Operation Attributes group, the order
is critical. The "attributes-charset” attribute MIUST be the first
attribute in the group and the "attri butes-natural -l anguage"
attribute MJST be the second attribute in the group. |In other words,
these attributes MJST be supplied in every |IPP request and response,
they MJUST come first in the group, and MJST conme in the specified
order. For job creation operations, the IPP Printer inplenentation
saves these two attributes with the new Job object as Job Description
attributes. For the sake of brevity in this docunent, these
operation attribute descriptions are not repeated with every
operation request and response, but have a reference back to this
section instead.

3.1.4.1 Request Qperation Attributes
The client MJST supply and the Printer object MJST support the

foll owi ng REQUI RED operation attributes in every |PP/1.0 operation
request:
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"attributes-charset" (charset):
This operation attribute identifies the charset (coded character
set and encodi ng net hod) used by any 'text’ and ’nane
attributes that the client is supplying in this request. It
al so identifies the charset that the Printer object MJST use (if
supported) for all 'text’ and 'nane’ attributes and status
messages that the Printer object returns in the response to this
request. See Sections 4.1.1 and 4.1.2 for the specification of
the "text’ and 'nanme’ attribute syntaxes.

Al'l clients and | PP objects MJST support the ’utf-8 charset

[ RFC2279] and MAY support additional charsets provided that they
are registered with IANA [IANA-CS]. |If the Printer object does
not support the client supplied charset value, the Printer

obj ect MJST reject the request, set the "attributes-charset" to
"utf-8 in the response, and return the 'client-error-charset-
not - supported’ status code and any 'text’ or 'nane’ attributes
using the 'utf-8 charset. The Printer object MJST indicate the
charset (s) supported as the values of the "charset-supported"
Printer attribute (see Section 4.4.15), so that the client can
query to determi ne which charset(s) are supported

Note to client inplenmenters: Since | PP objects are only required
to support the 'utf-8 charset, in order to maximn ze
interoperability with multiple |IPP object inplenentations, a
client may want to supply "utf-8 in the "attributes-charset”
operation attribute, even though the client is only passing and
able to present a sinpler charset, such as US-ASCI| or |SO
8859-1. Then the client will have to filter out (or charset
convert) those characters that are returned in the response that
it cannot present to its user. On the other hand, if both the
client and the I PP objects also support a charset in comon
besides utf-8, the client may want to use that charset in order
to avoid charset conversion or data |oss.

See the '"charset’ attribute syntax description in Section 4.1.7
for the syntax and senmantic interpretation of the values of this
attribute and for exanpl e val ues.

"attributes-natural -1 anguage" (natural Language):
This operation attribute identifies the natural |anguage used by
any 'text’ and 'nane’ attributes that the client is supplying in
this request. This attribute also identifies the natura
| anguage that the Printer object SHOULD use for all ’'text’ and’
nane’ attributes and status nessages that the Printer object
returns in the response to this request.
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There are no REQUI RED natural |anguages required for the Printer
object to support. However, the Printer object’s "generated-
nat ur al - | anguage- supported" attribute identifies the natura

| anguages supported by the Printer object and any contai ned Job
objects for all text strings generated by the I PP object. A
client MAY query this attribute to determ ne which natura

| anguage(s) are supported for generated nessages.

For any of the attributes for which the Printer object generates
text, i.e., for the "job-state-nmessage", "printer-state-
message”, and status messages (see Section 3.1.6), the Printer
obj ect MUST be able to generate these text strings in any of its
supported natural |anguages. |If the client requests a natura

| anguage that is not supported, the Printer object MJST return
these generated nessages in the Printer’s configured natura

| anguage as specified by the Printer’s "natural -1 anguage-
configured" attribute" (see Section 4.4.16).

For other 'text’ and 'nane’ attributes supplied by the client,
aut henti cation system operator, system adm nistrator, or

manuf acturer (i.e., for "job-originating-user-nanme", "printer-
nane" (name), "printer-location" (text), "printer-info" (text),
and "printer-nmake-and-nodel" (text)), the Printer object is only
required to support the configured natural |anguage of the
Printer identified by the Printer object’s "natural -l anguage-
configured" attribute, though support of additional natura

| anguages for these attributes is permtted.

For any 'text’ or ’'nane’ attribute in the request that is in a
di fferent natural |anguage than the value supplied in the
"attributes-natural -l anguage" operation attribute, the client
MUST use the Natural Language Overri de nechanism (see sections
4.1.1.2 and 4.1.2.2) for each such attribute val ue suppli ed.
The client MAY use the Natural Language Override mechani sm
redundantly, i.e., use it even when the value is in the same
natural | anguage as the value supplied in the "attri butes-

nat ural -1 anguage" operation attribute of the request.

The | PP obj ect MUST accept any natural |anguage and any Natura
Language Override, whether the | PP object supports that natura
| anguage or not (and independent of the value of the "ipp-
attribute-fidelity" Operation attribute). That is the |PP

obj ect accepts all client supplied values no matter what the
values are in the Printer object’s "generated-natural -1 anguage-
supported" attribute. That attribute, "generated-natural-

| anguage- supported", only applies to generated nessages,
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not client supplied nessages. The | PP object MJIST renenber that
natural |anguage for all client-supplied attributes, and when
returning those attributes in response to a query, the IPP

obj ect MJST indicate that natural |anguage.

Each val ue whose attribute syntax type is "text’ or 'nane’ (see
sections 4.1.1 and 4.1.2) has an Associ ated Natural - Language.
Thi s docunent does not specify how this association is stored in
a Printer or Job object. When such a value is encoded in a
request or response, the natural |anguage is either inplicit or
explicit:

- Inthe inplicit case, the value contains only the
text/name val ue, and the | anguage is specified by the
"attributes-natural -l anguage" operation attribute in the
request or response (see sections 4.1.1.1
t ext Wt hout Language and 4.1.2.1 nameWt hout Language) .

- In the explicit case (also known as the Natural - Language
Override case), the value contains both the |Ianguage and
the text/nane val ue (see sections 4.1.1.2
text Wt hLanguage and 4.1.2.2 naneWt hLanguage) .

For exanple, the "job-name" attribute MAY be supplied by the
client in a create request. The text value for this attribute
will be in the natural |anguage identified by the "attribute-
natural -1 anguage" attribute, or if different, as identified by
the Natural Language Override nmechanism |If supplied, the IPP
object will use the value of the "job-nane" attribute to

popul ate the Job object’s "job-nane" attribute. Wenever any
client queries the Job object’s "job-nanme" attribute, the | PP
object returns the attribute as stored and uses the Natura
Language Override nmechanismto specify the natural |anguage, if
it is different fromthat reported in the "attributes-natural-
| anguage” operation attribute of the response. The |IPP object
MAY use the Natural Language Override nechani smredundantly,
i.e., use it even when the value is in the sane natural | anguage
as the value supplied in the "attributes-natural-Ianguage"
operation attribute of the response.

An | PP object MJUST NOT reject a request based on a supplied
natural |anguage in an "attributes-natural -1 anguage" Qperation
attribute or in any attribute that uses the Natural Language
Overri de.

See the ’'natural Language’ attribute syntax description in

section 4.1.8 for the syntax and senmantic interpretation of the
val ues of this attribute and for exanple val ues.

deBry, et al. Experi ment al [ Page 25]



RFC 2566 | PP/ 1.0: Model and Senantics April 1999

Aients SHOULD NOT supply 'text’ or 'nane’ attributes that use an
illegal conbination of natural |anguage and charset. For exanple,
suppose a Printer object supports charsets 'utf-8, 'iso0-8859-1'", and
"i1s0-8859-7". Suppose also, that it supports natural |anguages ’en
(English), "fr’ (French), and 'el’ (Greek). Although the Printer

obj ect supports the charset 'is0-8859-1" and natural |anguage 'el’,

it probably does not support the conbination of Greek text strings
using the 'iso-8859-1" charset. The Printer object handles this
apparent inconpatibility differently depending on the context in
which it occurs

- In a create request: If the client supplies a text or nane
attribute (for exanple, the "job-nane" operation attribute) that
uses an apparently inconpatible conmbination, it is a client
choi ce that does not affect the Printer object or its correct
operation. Therefore, the Printer object sinmply accepts the
client supplied value, stores it with the Job object, and
responds back with the sane conbi nati on whenever the client (or
any client) queries for that attribute.

- In a query-type operation, like Get-Printer-Attributes: If the
client requests an apparently inconpatible conbination, the
Printer object responds (as described in section 3.1.4.2) using
the Printer’s configured natural |anguage rather than the natura
| anguage requested by the client.

In either case, the Printer object does not reject the request
because of the apparent inconpatibility. The potential inconpatible
conbi nati on of charset and natural |anguage can occur either at the
gl obal operation |evel or at the Natural Language Override
attribute-by-attribute level. 1In addition, since the response al ways
i ncludes explicit charset and natural |anguage infornmation, there is
never any question or anbiguity in howthe client interprets the
response.

3.1. 4.2 Response Operation Attributes

The Printer object MJST supply and the client MJST support the
foll owi ng REQUI RED operation attributes in every |PP/1.0 operation
response:

"attributes-charset” (charset):
This operation attribute identifies the charset used by any
text’ and 'nane’ attributes that the Printer object is returning
in this response. The value in this response MJST be the sane
value as the "attributes-charset" operation attribute supplied
by the client in the request. |If this is not possible
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(i.e., the charset requested is not supported), the request
woul d have been rejected. See "attributes-charset" described in
Section 3.1.4.1 above.

If the Printer object supports nore than just the "utf-8
charset, the Printer object MIST be able to code convert between
each of the charsets supported on a highest fidelity possible
basis in order to return the "text’ and 'nane’ attributes in the
charset requested by the client. However, sonme information |oss
MAY occur during the charset conversion depending on the
charsets involved. For exanple, the Printer object may convert
froma UTF-8 'a’ to a USSASCII "a' (with no | oss of

information), froman ISO Latin 1 CAPI TAL LETTER A W TH ACUTE
ACCENT to US-ASCII "A (losing the accent), or froma UTF-8
Japanese Kanji character to sonme |1SO Latin 1 error character

i ndi cation such as '?', decinmal code equivalent, or to the
absence of a character, depending on inplenentation.

Not e: Whether an inplenentation that supports nore than one
charset stores the data in the charset supplied by the client or
code converts to one of the other supported charsets, depends on
i npl ementation. The strategy should try to minimze | oss of

i nformati on during code conversion. On each response, such an

i mpl enentation converts fromits internal charset to that

request ed.

"attributes-natural -1 anguage" (natural Language):
This operation attribute identifies the natural |anguage used by
any 'text’ and 'name’ attributes that the | PP object is
returning in this response. Unlike the "attributes-charset"
operation attribute, the | PP object NEED NOT return the same
val ue as that supplied by the client in the request. The IPP
obj ect MAY return the natural |anguage of the Job object or the
Printer’s configured natural |anguage as identified by the
Printer object’s "natural-language-configured" attribute, rather
than the natural |anguage supplied by the client. For any
text’ or 'nanme' attribute or status nessage in the response that
is in a different natural |anguage than the value returned in
the "attributes-natural -l anguage" operation attribute, the IPP
obj ect MJUST use the Natural Language Override nechani sm (see
sections 4.1.1.2 and 4.1.2.2) on each attribute val ue returned.
The | PP obj ect MAY use the Natural Language Override nechani sm
redundantly, i.e., use it even when the value is in the sanme
natural |anguage as the value supplied in the "attributes-
nat ur al -1 anguage" operation attribute of the response.
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3.1.5 Operation Targets

Al I PP operations are directed at | PP objects. For Printer
operations, the operation is always directed at a Printer object
using one of its URIs (i.e., one of the values in the Printer
object’s "printer-uri-supported” attribute). Even if the Printer
obj ect supports nore than one URI, the client supplies only one URI
as the target of the operation. The client identifies the target
obj ect by supplying the correct URI in the "printer-uri (uri)"
operation attribute.

For Job operations, the operation is directed at either

- The Job object itself using the Job object’s URI. In this case,
the client identifies the target object by supplying the correct
URI in the "job-uri (uri)" operation attribute.

- The Printer object that created the Job object using both the
Printer objects URI and the Job object’s Job ID. Since the
Printer object that created the Job object generated the Job ID
it MIST be able to correctly associate the client supplied Job ID
with the correct Job object. The client supplies the Printer
object’s URI in the "printer-uri (uri)" operation attribute and
the Job object’s Job IDin the "job-id (integer(1l: MAX))"
operation attribute.

If the operation is directed at the Job object directly using the Job
object’s URI, the client MJUST NOT include the redundant "job-id"
operation attribute.

The operation target attributes are REQU RED operation attributes
that MJUST be included in every operation request. Like the charset
and natural |anguage attributes (see section 3.1.4), the operation
target attributes are specially ordered operation attributes. In al
cases, the operation target attributes i mediately follow the
"attributes-charset” and "attributes-natural -1 anguage" attributes
within the operation attribute group, however the specific ordering
rules are:

- In the case where there is only one operation target attribute
(i.e., either only the "printer-uri" attribute or only the "job-
uri" attribute), that attribute MIST be the third attribute in
the operation attributes group

- In the case where Job operations use two operation target
attributes (i.e., the "printer-uri" and "job-id" attributes), the
"printer-uri" attribute MUST be the third attribute and the
"job-id" attribute MJST be the fourth attribute.
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In all cases, the target URIs contained within the body of |PP
operation requests and responses nust be in absolute format rather
than relative format (a relative URL identifies a resource with the
scope of the HITP server, but does not include schene, host or port).

The following rules apply to the use of port nunbers in URI's that
identify | PP objects:

1. If the URI schene allows the port nunmber to be explicitly
included in the URI string, and a port nunber is specified
within the URI, then that port number MJST be used by the client
to contact the | PP object.

2. If the URI schene allows the port nunmber to be explicitly
included in the URI string, and a port nunber is not specified
within the URI, then default port nunber inplied by that UR
schene MJUST be used by the client to contact the | PP object.

3. If the URI schene does not allow an explicit port nunber to be
specified within the URI, then the default port nunmber inplied
by that URI MJUST be used by the client to contact the | PP
obj ect.

Note: The | PP encoding and transport docunent [RFC2565] shows a
mappi ng of I PP onto HTTP/ 1.1 and defines a new default port nunber
for using I PP over HTTP/1.1.

3.1.6 Operation Status Codes and Messages

Every operation response includes a REQU RED "st at us-code" paraneter
and an OPTI ONAL "status-nessage" operation attribute. The "status-
code" provides information on the processing of a request. A
"status-nmessage" attribute provides a short textual description of
the status of the operation. The status code is intended for use by
aut omata, and the status nessage is intended for the human end user.
If a response does include a "status-nessage" attribute, an | PP
client NEED NOT exam ne or display the nessage, however it SHOULD do
so in some inplementation specific nmanner.

The "status-code" value is a numeric value that has semantic neaning.
The "status-code” syntax is simlar to a "type2 enunf (see section
4.1 on "Attribute Syntaxes") except that val ues can range only from
0x0000 to Ox7FFF. Section 13 describes the status codes, assigns the
nuneric val ues, and suggests a correspondi ng status nessage for each
status code. The "status-nessage" attribute's syntax is "text(255)".
A client inplenentation of | PP SHOULD convert status code values into
any | ocalized nessage that has semantic neaning to the end user
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If the Printer object supports the "status-nessage" operation
attribute, the Printer object MIUST be able to generate this nessage
in any of the natural |anguages identified by the Printer object’s
"gener at ed- nat ur al - | anguage- supported" attribute (see the
"attributes-natural -l anguage” operation attribute specified in
section 3.1.4.1). As described in section 3.1.4.1 for any returned
text’ attribute, if there is a choice for generating this nessage,
the Printer object uses the natural |anguage indicated by the val ue
of the "attributes-natural-1anguage" in the client request if
supported, otherwi se the Printer object uses the value in the Printer
object’s own "natural -1 anguage-configured" attribute. |If the Printer
obj ect supports the "status-nessage" operation attribute, it SHOULD
use the REQU RED 'utf-8 charset to return a status nmessage for the
followi ng error status codes (see section 13): ’'client-error-bad-

request’, 'client-error-charset-not-supported , ’'server-error-
internal -error’, ’'server-error-operation-not-supported , and
server-error-version-not-supported’ . In this case, it MJST set the

value of the "attributes-charset" operation attribute to "utf-8 in
the error response.

3.1.7 Versions

Each operation request and response carries with it a "version-
nunber" paraneter. Each value of the "version-nunber” is in the form
"X. Y where X is the major version nunber and Y is the minor version
number. By including a version number in the client request, it
allows the client to identify which version of IPP it is interested
inusing. |If the |IPP object does not support that version, the

obj ect responds with a status code of ’server-error-version-not-
supported’ along with the closest version nunber that is supported
(see section 13.1.5.4).

There is no version negotiation per se. However, if after receiving
a ’'server-error-version-not-supported’ status code froman |IPP
object, there is nothing that prevents a client fromtrying again
with a different version nunber. In order to conformto IPP/ 1.0, an
i mpl enent ati on MUST support at |east version '1.0

There is only one notion of "version nunmber" that covers both | PP
Model and | PP Protocol changes. Thus the version nunber MJST change
when introducing a new version of the Mdel and Semantics docunent
[ RFC2566] or a new version of the Encoding and Transport docunent

[ RFC2565] .

Changes to the mmjor version nunmber indicate structural or syntactic
changes that make it inpossible for older version of IPP clients and
Printer objects to correctly parse and process the new or changed
attributes, operations and responses. |f the nmajor version nunber
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changes, the minor version nunbers is set to zero. As an exanple,
adding the "ipp-attribute-fidelity" attribute (if it had not been
part of version '1.0"), would have required a change to the ngjor
version nunber. Itens that might affect the changing of the mgjor
versi on nunber include any changes to the Mdel and Semantics
docunent [ RFC2566] or the Encoding and Transport [RFC2565] itself,
such as:

- reordering of ordered attributes or attribute sets

- changes to the syntax of existing attributes

- changi ng Operation or Job Tenplate attributes from OPTIONAL to
REQUI RED and vi ce versa

- addi ng REQUI RED (for an | PP object to support) operation
attributes

- adding REQUI RED (for an | PP object to support) operation
attribute groups

- adding values to existing operation attributes

- addi ng REQUI RED operati ons

Changes to the mnor version nunber indicate the addition of new
features, attributes and attribute values that may not be understood
by all | PP objects, but which can be ignored if not understood.
Items that might affect the changing of the m nor version nunber

i nclude any changes to the nodel objects and attributes but not the
encodi ng and transport rules [ RFC2565] (except adding attribute
syntaxes). Examples of such changes are:

- grouping all extensions not included in a previous version into
a new version

- addi ng new attribute val ues

- addi ng new object attributes

- adding OPTIONAL (for an | PP object to support) operation
attributes (i.e., those attributes that an | PP object can ignore
wi t hout confusing clients)

- adding OPTIONAL (for an | PP object to support) operation
attribute groups (i.e., those attributes that an | PP object can
i gnore without confusing clients)

- adding new attribute syntaxes

- addi ng OPTI ONAL operations

- changi ng Job Description attributes or Printer Description
attributes from OPTI ONAL to REQUI RED or vice versa

The encodi ng of the "operation-id", the "version-nunber", the
"status-code", and the "request-id" MJST NOT change over any version
nunber (either major or nminor). This rule guarantees that all future

versions will be backwards conpatible with all previous versions (at
| east for checking the "operation-id", the "version-nunber”, and the
"request-id"). In addition, any protocol elenments (attributes, error
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codes, tags, etc.) that are not carried forward fromone version to
the next are deprecated so that they can never be reused with new
semanti cs.

| mpl enent ati ons that support a certain major version NEED NOT support
ALL previous versions. As each new major version is defined (through
the rel ease of a new specification), that major version will specify
whi ch previous najor versi ons MJST be supported in conpliant

i mpl emrent ati ons.

3.1.8 Job Creation Operations

In order to "subnit a print job" and create a new Job object, a
client issues a create request. A create request is any one of
foll owi ng three operation requests:

- The Print-Job Request: A client that wants to submit a print job
with only a single docunent uses the Print-Job operation. The
operation allows for the client to "push" the docunent data to
the Printer object by including the docunent data in the request
itself.

- The Print-URI Request: A client that wants to submit a print job
with only a single docunent (where the Printer object "pulls" the
docunent data instead of the client "pushing" the data to the
Printer object) uses the Print-URl operation. In this case, the
client includes in the request only a URI reference to the
docunent data (not the docunent data itself).

- The Create-Job Request: A client that wants to subnmit a print job
with multiple docunents uses the Create-Job operation. This
operation is followed by an arbitrary nunber of Send-Docunent
and/ or Send- URI operations (each creating another docunent for
the newWly create Job object). The Send- Docunment operation
i ncl udes the docunent data in the request (the client "pushes”
the docunent data to the printer), and the Send-URI operation
includes only a URI reference to the docunent data in the request
(the Printer "pulls" the docunment data fromthe referenced
location). The last Send-Document or Send-URlI request for a
gi ven Job object includes a "last-docunent” operation attribute
set to 'true’ indicating that this is the |last request.

Throughout this nodel specification, the term"create request" is
used to refer to any of these three operation requests.

A Create-Job operation followed by only one Send-Docunent operation

is semantically equivalent to a Print-Job operation, however, for
performance reasons, the client SHOULD use the Print-Job operation
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for all single docunent jobs. Also, Print-Job is a REQU RED
operation (all inplenentations MJST support it) whereas Create-Job is
an OPTI ONAL operation, hence sone inplenmentations m ght not support
it.

Job subnission tinme is the point in time when a client issues a
create request. The initial state of every Job object is the’

pendi ng’ or ’'pending-held state. Later, the Printer object begins
processing the print job. At this point in tinme, the Job object’s
state noves to 'processing’. This is known as job processing tine.
There are validation checks that nmust be done at job submission tine
and others that nmust be perforned at job processing tine.

At job subnmission time and at the time a Validate-Job operation is
received, the Printer MJUST do the follow ng

1. Process the client supplied attributes and either accept or
reject the request

2. Validate the syntax of and support for the schene of any client
supplied URI

At job submission tinme the Printer object MJST validate whether or
not the supplied attributes, attribute syntaxes, and val ues are
supported by nmatching themwith the Printer object’s correspondi ng
"XXx-supported" attributes. See section 3.2.1.2 for details. [ipp-
iig] presents suggested steps for an | PP object to either accept or
reject any request and additional steps for processing create
requests.

At job submission tine the Printer object NEED NOT performthe
val idati on checks reserved for job processing tine such as:

1. Validating the docunment data
2. Validating the actual contents of any client supplied URI
(resolve the reference and followthe link to the docunent data)

At job submission tine, these additional job processing tine
val i dati on checks are essentially useless, since they require
actually parsing and interpreting the document data, are not
guaranteed to be 100% accurate, and MJST be done, yet again, at job
processing time. Also, in the case of a URI, checking for
availability at job subm ssion tinme does not guarantee availability
at job processing tine. In addition, at job processing tinme, the
Printer object might discover any of the follow ng conditions that
were not detectable at job submission tine:

- runtinme errors in the docunent data,
- nested docunent data that is in an unsupported fornat,
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- the URI reference is no longer valid (i.e., the server hosting
t he document mi ght be down), or
- any other job processing error

At job processing time, since the Printer object has already
responded with a successful status code in the response to the create
request, if the Printer object detects an error, the Printer object
is unable to informthe end user of the error with an operation
stat us code. In this case, the Printer, depending on the error, can
set the "job-state", "job-state-reasons”, or "job-state-nessage"
attributes to the appropriate value(s) so that |ater queries can
report the correct job status.

Not e: Asynchronous notification of events is outside the scope of
| PP/ 1. 0.

3.2 Printer Operations

Al'l Printer operations are directed at Printer objects. A client
MUST al ways supply the "printer-uri" operation attribute in order to
identify the correct target of the operation

3.2.1 Print-Job Cperation

This REQUI RED operation allows a client to subnmit a print job with
only one docunent and supply the docunment data (rather than just a
reference to the data). See Section 15 for the suggested steps for

processing create operations and their Operation and Job Tenpl ate
attributes

3.2.1.1 Print-Job Request

The followi ng groups of attributes are supplied as part of the
Print-Job Request:

Group 1: Operation Attributes

Nat ural Language and Character Set:
The "attributes-charset"” and "attributes-natural -1 anguage"
attributes as described in section 3.1.4.1. The Printer object
MUST copy these values to the correspondi ng Job Description
attributes described in sections 4.3.23 and 4. 3. 24.

Target:

The "printer-uri" (uri) operation attribute which is the target
for this operation as described in section 3.1.5.
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Requesting User Nane:
The "requesting-user-nanme" (name(MAX)) attribute SHOULD be
supplied by the client as described in section 8.3.

"j ob-name" (nane( MAX)):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MUST support this attribute. |t contains the client
supplied Job name. If this attribute is supplied by the client,
its value is used for the "job-name" attribute of the newy
created Job object. The client MAY automatically include any
information that will help the end-user distinguish anongst
hi s/ her jobs, such as the nane of the application program al ong
with information fromthe docunent, such as the document nane,
docunent subject, or source file nane. |If this attribute is not
supplied by the client, the Printer generates a name to use in
the "job-nane" attribute of the newly created Job object (see
Section 4.3.5).

"ipp-attribute-fidelity" (bool ean):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MJST support this attribute. The value 'true’ indicates
that total fidelity to client supplied Job Tenplate attributes
and values is required, else the Printer object MJST reject the
Print-Job request. The value 'false’ indicates that a
reasonabl e attenpt to print the Job object is acceptable and the
Printer object MJST accept the Print-job request. If not
supplied, the Printer object assunes the value is '"false' . Al
Printer objects MJST support both types of job processing. See
section 15 for a full description of "ipp-attribute-fidelity"
and its relationship to other attributes, especially the Printer
object’s "pdl-override-supported" attribute.

"docunent - nane" (nane( MAX)):
The client OPTIONALLY supplies this attribute. The Printer
obj ect MJST support this attribute. It contains the client
suppl i ed docunent nanme. The docunent nane MAY be different than
the Job nane. Typically, the client software automatically
supplies the document name on behal f of the end user by using a
file name or an application generated nane. |If this attribute
is supplied, its value can be used in a manner defined by each
i npl ementation. Exanples include: printed along with the Job
(job start sheet, page adornnents, etc.), used by accounting or
resource tracki ng nanagenent tools, or even stored along wth
t he docunment as a docunent l|evel attribute. [|PP/ 1.0 does not
support the concept of docunent |evel attributes.
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"docunent-fornmat" (m nmeMedi aType) :
The client OPTIONALLY supplies this attribute. The Printer
obj ect MJST support this attribute. The value of this attribute
identifies the format of the supplied docunent data. |If the
client does not supply this attribute, the Printer object
assunes that the docunent data is in the fornmat defined by the

Printer object’s "docunent-fornat-default" attribute. If the
client supplies this attribute, but the value is not supported
by the Printer object, i.e., the value is not one of the val ues

of the Printer object’s "document-format-supported” attribute,
the Printer object MJST reject the request and return the ’
client-error-docunent-fornat-not-supported status code.

"docunent - nat ur al -1 anguage" ( natural Language):
The client OPTIONALLY supplies this attribute. The Printer
obj ect OPTI ONALLY supports this attribute. This att