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Concept	
  

•  Define	
  a	
  set	
  of	
  CMC	
  controls	
  to	
  support	
  
server-­‐side	
  genera4on	
  of	
  keys.	
  

•  Based	
  on	
  a	
  expired	
  PKIX	
  dra6:	
  
dra6-­‐ieN-­‐pkix-­‐cmc-­‐archive.	
  

•  Why:	
  
– Clients	
  may	
  have	
  poor,	
  unknown,	
  or	
  non-­‐existent	
  
key	
  genera4on	
  capabili4es.	
  

– Some	
  environments	
  want	
  key	
  recovery.	
  



Scenarios	
  

•  Requestors	
  may	
  have	
  	
  cer4ficate,	
  but	
  they	
  
might	
  not.	
  	
  Supports:	
  
– Shared	
  Secret	
  for	
  Authen4ca4on	
  and	
  Key	
  
Protec4on	
  

– Shared	
  Secret	
  for	
  Authen4ca4on	
  and	
  Uncer4fied	
  
Key	
  for	
  Protec4on	
  

– Cer4ficate	
  for	
  Authen4ca4on	
  and	
  Uncer4fied	
  or	
  
Cer4fied	
  Key	
  for	
  Protec4on	
  



Key	
  Generators	
  (1)	
  

Client            RA            CA           Key Generator 
   |              |                             |               
   |------------->|------------->|              | 
   | PKIData      |              |              | 
   | includes CR  |              |              | 
   | and KGReq    |              |------------->| 
   |              |              | KGReq        | 
   |              |              |(out-of-scope)|  
   |              |              |<-------------| 
   |              |              |        KGRes 
   |              |              |(out-of-scope) 
   |<-------------|<-------------|    
   |              |  PKIResponse | 
   |              | includes CR  | 
   |              | and KGRes    | 



Key	
  Generators	
  (2)	
  
Client          RA          Key Generator      CA 
  |              |              |                | 
  |------------->|              |                | 
  | PKIData      |              |                | 
  | includes CR  |              |                | 
  | and KGReq    |              |                | 
  |              |------------->|                | 
  |              | KGReq        |                | 
  |              |(out-of-scope)|                | 
  |              |<-------------|                | 
  |              | KGRes        |                | 
  |              |(out-of-scope)|                | 
  |              |                               | 
  |              |------------------------------>| 
  |              | PKIData includes CR           | 
  |              | and {KGRes} (optional)        | 
  |              |<------------------------------| 
  |              | PKIResponse includes CR 
  |              | and {KGRes} (optional) 
  |<-------------| 
  | PKIResponse  | 
  | includes CR  | 
  | and KGRes    | 



Some	
  Issues	
  

•  As	
  defined	
  now,	
  the	
  request	
  includes	
  the	
  
cer4ficate	
  template.	
  	
  Maybe	
  it	
  shouldn’t	
  –	
  maybe	
  
it	
  should	
  refer	
  to	
  cer4ficate	
  request	
  from	
  the	
  
control.	
  

•  As	
  defined	
  now,	
  the	
  mechanism	
  to	
  protect	
  the	
  
response	
  is	
  	
  requested	
  using	
  an	
  Algorithm	
  
Iden4fier	
  (OID	
  +	
  parameters).	
  	
  The	
  alg	
  parameters	
  
are	
  complex	
  as	
  compared	
  to	
  everything	
  but	
  
RSASSA-­‐PSS.	
  	
  Maybe	
  it	
  should	
  be	
  an	
  a^ribute	
  
instead?	
  

•  Is	
  the	
  WG	
  willing	
  to	
  adopt	
  this	
  dra6?	
  


