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BGP SRx Overview

« BGP Secure Routing Extension (SRx)

— Software router with extensions for: RPKI Rtr cache maintenance,
validation of updates, new BGP route policies.

— SRx — implemented as extension for Quagga routing platform. Designed to
support other platforms (e.g., XORP, etc).

— Designed to support experimentation with different architectural
configurations of SRx and RPKI components.

« Status
— BGP SRx frame work with RPKI cache and ROA processing implemented.
 draft-ietf-sidr-rpki-rtr-11
 draft-ietf-sidr-roa-validation-10.txt, draft-ietf-sidr-pfx-validate-01
— TBD

 draft-ietf-sidr-origin-validation-signaling-00
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BGP SRx Implementation

« SRx Server
— Independent process — through proxy shim in router.
— Supports asynchronous validation (lazy or blocking).
— Supports multiple caches .... and multiple routers.
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SRx Deployment Options
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BRITE Design Overview
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BRITE Overview

 BGPSEC / RPKI Interoperability Test & Evaluation

— Distributed test and evaluation framework for:
« RPKI/BGP Security implementation testing,
» Configuration and deployment testing.

— Flexible XML based test / scenario scripting language.

— Can test all components / interfaces of BGP security system.
« RPKI Validating Caches.
» Cache to Router Protocol.
» ROA Processing in BGP Router.

* Online Testing Service.
— WWW interface to BRITE.
— Multi-user infrastructure.
— Real time test monitoring & reporting.

— Other diagnostics — log files, traffic traces available for
download.
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Testruns
Showing testrun of Simple BGP Test 2
Testcases
XML Testfiles State STATE_RUNNING (8) -01 00:00:34
Users Date created 2011-03-16 15:44:25 UTC (1) @ @ 4——
Logout Testcase Simple BGP Test 2 U | Tl | L) | LU -
00:00 1 L 02:00 02:20 02:40
Instance ID  IHSHM2V89U63
Commands  cancel
o 2000-01-01 00:00:00: Running test Simple BGP Test 2 from BriteContext from: hitp:/localhost:3000estfiles/bgpsimple_test2.xm
Evaluation Tree 2000-01-01 00:00:00: Goal created: [RuntimeGoal goal.getld()=gol_1, goal.getType()=bap, currentState=[State type=INIT], require
2000-01-01 00:00:00: Goal created: [RuntimeGoal goal.getld()=gol_2, goal.getType()=bgp, currentStats tate type=INIT], require
5 nodes 2000-01-01 00:00:00: Goal created: [RuntimeGoal goal.getld()=gol_3, goal.getType()=bap, currentState=[State type=INIT], require
2000-01-01 00:00:00: Job created: [SendBGPUpdateJob bgpRoutes.length=1, routes=Route: 10.10.0.0/20, attribute sequence: C
¢ GoalSet gls_1 2000-01-01 00:00:00: Job created: [SendBGPUpdateJob bgpRoutes.length=1, routes=Route: 10.10.0.0/20, attribute sequence: €
o 2000-01-01 00:00:00: Job created: JpdateJob bgpi .length=1, 10.10.0.0/20, attribute sequence: C
¢ GoalSet gst simple 2000-01-01 00:00:00: Job created: [ActivateTreeNodeJob =[GoalTreeNodeJob ]l ISet id=gst_simple, chil
g5t Sinp 2000-01-01 00:00:00: Job created: [ActivateTreeNodeJob =[ ITreeNodeJob ]l goal.getid()=gol_3, goz
© %) 2000-01-01 00:00:00: Job created: [ActivateTreeNodeJob =[GoalTreeNodeJob ]l
2 Goal gol_1** 2000-01-01 00:00:00: Job created: [Activate TreeNodeJob super=[GoalTreeNodeJob node=]
2 2000-01-01 00:00:00: Job created: [ActivateTreeNodeJob super=[GoalTreeNodeJob node=[Ri
7 Goal g 20?1 2000-01-01 00:00:00: [Timeline briteStartDate=Sat Jan 01 00:00:00 EST 2000, realStartTime=Wed Mar
2000-01-01 00:00:05: Change state of [RuntimeGoal goal.getld()=gol_1, goal.getType()=bgp, currentState=[State
7 Goal gol_3 -01-01 00:00:15: Running job: [SendBGPUpdateJob bgpRoutes.length=1, routes=Route: 10.10.0.0/20, attribute seq 3
1 00:00:31 data event: [D length: 64 bytes, type: 2 (UPDATE) withdrawn route: g
00:31: goal [RuntimeGoal goal.getid()=gol_1, goal.getType()=bgp, currentState=[State type=OPENED], require=@
2000-01-01 007 - Change state of [RuntimeGoal goal.getld()=gol_1, goal.getType()=bgp, currentStat losedState resultSt
2000-01-01 00:00:31 ge state of [RuntimeGoal goal.getid()=gol_2, goal.getType()=bap, currentState=[State type=OPENED]
< >
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