
 draft-weiler-sidr-publication

1

Samuel Weiler

IETF78, Maastricht
28 July 2010

1



Distributed RPKI DataBase
IANA IANA

ARIN ARIN APNICAPNIC

UUNET UUNET PSGnet PSGnet

UUcust UUcust

IIJIIJ

A Player (CA) Publishes
All Certificates Which

They Generate
in Their Own Unique

Publication Point

SIA

SIA

SIA

SIA
SIA

SIA

SIA

Running
Code

Repository

22



RCynic Cache Gatherer
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Reliability Issue
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Publication Protocol

● XML in CMS over HTTP
● Two sub-protocols

● Config proto: configure a client
URI
(BPKI) cert to authorize the client
(optional) glue cert



Publication Protocol, part 2

● Actions: publish, withdraw, (list?)

● Objects: cert, CRL, manifest, or ROA

● Example:

<msg version="1" type="query" xmlns="http://example.com/pub/">

        <certificate action="publish" uri="rsync://foo/j7ghjwblCrcCp9lt.cer"> 
MIIE+jCCA+KgAwIBAgIBDTANBgkqhkiG9w0BAQsFADAzMTEwLwYDVQQDEyhERjRBODAxN0U2

        </certificate>

</msg>

<msg version="1" type="reply" xmlns="http://example.com/pub/">

     <certificate action="publish" uri="rsync://foo/j7ghjwblCrcCp9lt.cer"/>

</msg>
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Adopt as WG draft?
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