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Resolved Issues (1 of 5)

* Text about channel binding handling 1s incomplete
(missing references) and might be wrong. Should
the channel binding data be sent by the client, by the

server, or both? . .
— Nico said the current text 1s Ok and we trust him



Resolved Issues (2 of 5)

* Hashed algorithm negotiation removed, so the draft
now defines a family of SCRAM-HMAC
mechanisms, €.g2. SCRAM-HMAC-SHA-1

_ g}h t%?%nent.uses the IANA registry created by

/Www .1ana.org/assienments/hash-
nctio —tex&—:kames ash-function-text-

names.xhtmi> .
ered hashes are 1n lov;flfcaﬁ: Qi:,. % “sha-1>,
mechanism names only allow Tor upper

"o §
case letter

* The registry doesn't scem to define ABNF for
a owe%l%erl%,h names



Resolved Issues (3 of 5)

* Clarified extensibility .
— Unrecognized attributes are ignored

— Except for the “m.” attribute which defines
{Eg%cf te?* ne tensions that must %e uncilelrstood by

* Syntax 1s unspecified



Resolved Issues (4 of 5)

Hi(str, salt):
U0 = HMAC(str, salt)
Ul =HMAC(str, UO)

Ui-1 .= HMAC((str, Ui-2)
Ui .= HMAC(str, Ui-1)

Hi ;= U0 XOR Ul XOR
U2 XOR ... XOR Ui

where "1" 1s the
1teration counter.

PBKDF2 (P, S, c, dkLen)

Options - unde li

pseu oraﬁdom unction

denotes the length mn octets of the
pseudorandom Tunction output)

Input:
string

S - salt, an octet string
c - iteration count, a positive integer

dé(Lg - in ended length in octets of
1ve %:! pos1t1ve integer, at
most (r2 32 - 3,

P - password, an octet

ut ut: derived key, a

Len octet strlng

Hi(str, salt) =T 1 =F (str, salt, c, 1)
U 1=PREF (str, salt || INT (1))
U 2=PRF (str,U 1),



Resolved Issues (5 of 5)

* Standardize LDAP attribute for stormg SCRAM

authentication information

— draft-melnikov-sasl-scra -ldat]f[)-. 0.txt defines
saslhecretdcram multivalue attribute

scram-secret = hash-mech "S"
iter-count "S$" salt "$" stored-
key "$" server-key

"hmac-sha-1"
$x30-39 *DIGIT

hash-mech
iter-count

salt <<base-64 encoded
value>>

stored-key = <<base-64 encoded
value>>

server-key <<base-64 encoded

value>>



ToDo

* Examples need to be written.



Open Issues

* GS2 framing ?



