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DH3&S-&)4T-&!-*4?45-&.9>E)-85!&

!"#$%$U&$?48!+459?&;?(-8.+3&I"'&%?9=3&V$;I%WX!

•! "95&7K-?3&#**+(>4@98&E!-!&I"'&59&?-!9+K-&5H-&

4..?-!!&
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•! I"'&(!&4&T-3&>9)*98-85&9C&:85-?8-5&
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!"#$%$!

$;I%!

$;I%!

DH45&(!&!"#$%$&

•! %E?*9!-&

–! 784F+(8A&:%KL&<+(-85&59&>988->5&:%KZ&'-?K-?&

–! 784F+(8A&:%KZ&<+(-85&59&<988->5&:%KL&'-?K-?&

•! #**?94>H&

–! O->3>+(8A&"#$%$V[\LLW&

–! 7+()(84@8A&I"'#RP&I-*-8.4F(+(53&

•! ;9>E!(8A&98&*4>T-5&5?48!+4@98&

–! 78H48>(8A&"#$%$V[\LLW&

–! I98]5&?-ME(?-&483&>H48A-&59&F95H&:%KZ&48.&:%KL&89.-&C9?&)(8()E)&

4>>-!!&

–! O-ME(?-&4.K48>-.&C-45E?-&C9?&4.K48>-.&4>>-!!&

•! 71A1&I-5->5&!385H-@>&4..?-!!&

–! I98]5&F-398.&5H-&:%KZ/:%KZ&"#$&
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!"#$%$&;-45E?-!V^6[W&

•! _(/I(?->@984+&$?48!+4@98&&

–! V(8>1&N8(.(?->@984+U&9C&>9E?!-W&

–!'545-CE+&$?48!+4@98&

•! #..?-!!&$3*-&

–!N8(>4!5U&2E+@>4!5&

•! %?959>9+&

–!$<%U&NI%U&:<2%V:8C9?)4@98U&7??9?W&

–!O;<[\L`V'::$W&>9)*+(485&
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!"#$%$&;-45E?-!V[6[W&

•! ;?4A)-85-.&%4>T-5&

–! Q?.-?-.U&QE5/9C/Q?.-?-.&

–! $<%U&NI%VS6&<H->T!E)U&S69&<H->T!E)W&

•! IE))3&%?-,=&48.&'385H-@>&#..?-!!&

–! _4!(>&

•! #&%4?5&9C&E84!!(A8-.&&4.)(8(!5?4@K-&*?-,=&

•! "9?)4+&E8(>4!5&*?-,=&

–! #.K48>-.&

•! :I7"$&_(5&(8&>48&(8.(>45-&5H-&!385H-@>&4..?-!!&

Dummy Prefix IDENT Bit IPv4 Addr. 
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:!&(5&?-4++3&?-ME(?-.X&
O;<[\L`&>+-4?+3&!545-.&(5&(!&895&S9?5H&

59&5?48!+45-a!

DH45&(!&$;I%X!

•! %E?*9!-&
–! O-!9+K-&!9)-&I"'/#RP&?-+45-.&(!!E-!&.-!>?(F-.&F3&
O;<ZbLL&

–! 4.9*5&4..(@984+&CE8>@984+(@-!&

•! #**?94>H&
–! $?48!+459?&(8.-*-8.-85&

–! $?48!*9?5&(8.-*-8.-85&
•! $H-&F-H4K(9?&.9-!8]5&.-*-8.&-(5H-?&5?48!*9?5&48.&8-5S9?T&
*?959>9+&

–! '-ME-8@4+&?-!9+K(8A&
•! #5&,?!5U&5?3&59&A-5&4&?-4+&OO1&
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$;I%&;-45E?-!!

•! '385H-!(c-&O-!9E?>-&O->9?.&
–!#6####6%$OV9*@98W&

•! I384)(>&#..?-!!&)4**(8A&V:%KZ/d:%KLW&

–! %?-/>98,AE?-.&:%KZ&4..?-!!&*99+&

–!Q8-&F3&Q8-&)4**(8A&

•! $?48!+459?&+94.&F4+48>(8A&

–! '-+->@8A&4&*?-,=&)-48!&!-+->@8A&4&5?48!+459?1&

•! I"''7<&
–! 7I"'&QOO&9*@98!
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NATPT(2766) 

Traditional 

NATPT 

BASIC 

NATPT 

NAPT 

PT 

Bi-Directional 

NATPT 

DNSALG 

sNATPT 

Traditional 

NATPT 

BASIC 

NATPT 

NAPT 

PT 

Bi-Directional 

NATPT 

Translator Friendly 

DNS Proxy 
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Conceptually..!

I--*&

.-*-8.4F(+(53!

'9)-&

29.(,>4@98!

sNATPT 

Traditional 

NATPT 

BASIC 

NATPT 

N:M 
Mapping 

NAPT 

PT 

N:1 
Mapping 

Bi-Directional 

NATPT 

Address 

Base 

1:1 
Mapping 

Port 

Base 

1:1 

Port 
Mapping 

N:M 

Address 
Mapping 

Addr6:Port6=Addr4:Port4 
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Remove Incoming NAPT-PT 

#?>H(5->5E?-&

User or Application 

Xlate Engine 

'545E!&

$4F+-&
OE+-&&

$4F+-&

#..?-!!6%9?5&&

24**(8A&

$4F+-&

Embedded 

ALG(e.g., FTP) 

Configuration I/F Read 

Write 

IPv4 

Packet 

IPv6 

Packet 
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!"#$%$&
V7=>-*5U&7)F-..-.&#RP!W&

If AAAA RR found  

in step 3,  

it is transferred  
to the Client 

09S&59&>9/S9?T&V^6[W&
:%KL&"9.-&(8(@45-!&>988->@98!"#$%&&

sNATPT 

DNS 

Re-writing 

DNS 

Server 

2
) 

A
A

A
A

?
 

3
) 

A
A

A
A

=
N

A
 

4
) 

A
?
 

5
) 

A
=

1
9
2
.0

.2
.1

0
 

7) 8) 

Sharing the  

Dummy prefix ”DP::/64” 

Resolve 

IPv6 Client IPv4 Server 

Various DNS re-writing 

Technology can be adapted. 

Translator Friendly DNS Proxy, 

DNS64, 

totd(actual DNS Proxy impl.) 
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Mapping 

2001:db8::10 = 192.0.2.10 

If A RR found  

in step 3,  

it is transferred  
to the Client 

09S&59&>9/S9?T&V[6[W&
:%KL&"9.-&(8(@45-!&>988->@98!%#$"&&

sNATPT 
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10) 9) 

Resolve 

IPv6 Server IPv4 Client 

Translator Friendly DNS Proxy 
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!"#$%$&C?(-8.+3&#RP!&V%?9=(-!W&

sNATPT 

DNS 

Re-writing 

(for 6->4) 

DNS 

Re-writing 

(for 4->6) 

SIP 

Proxy 

Since, sNATPT is configurable,  

it can cooperate with other systems  

like DNS Proxy, SIP Proxy, etc.. 

The dynamic allocation should not be used in  

Anonymous service. 

These communications 

 MUST be authorized 

The users are 

 authorized The invoking query  

must come from  

authorized client/user 

Etc.. 
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2E+@>4!5&$?48!+4@98&V:%KZ&/d&:%KLW&

sNATPT IGMP Join 

M4 

PIM or 

something 

PIM or 

something 

MLD Join 

M6 

Multicast Packet 

Dst=M6, Src=DP::S4 

Multicast Packet 

Dst=M4, Src=S4 

Address Mapping: M6 = M4 

Dummy Prefix: DP::/64 

S4 
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2E+@>4!5&$?48!+4@98&V:%KL&/d&:%KZW&

sNATPT 

IGMP Join 

M4 

PIM or 

something 

PIM or 

something 

MLD Join 

M6 

Multicast Packet 

Dst=M6, Src=S6 

Multicast Packet 

Dst=M4, Src=Sx4 

Address Mapping: M6 = M4 

SRC Mapping: S6 = Sx4 

S6 
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:<2%&7??9?&5?48!+4@98&

•! :%KZ&/d&:%KL&

–!"9&>H48A-&

•! :%KL&/d&:%KZ&
–! &I-!@84@98&N8?-4>H4F+-&V$3*-&^W&

•! <9.-&[&/&_-398.&!>9*-&9C&!9E?>-&4..?-!!&
–! '-5&<9.-&59&^&VH9!5&E8?-4>H4F+-W1&

•! <9.-&`&/&'9E?>-&4..?-!!&C4(+-.&(8A?-!!6-A?-!!&*9+(>3&
–! '-5&<9.-&59&^&VH9!5&E8?-4>H4F+-W1&&

•! <9.-&L&/&O-Y->5&?9E5-&59&.-!@84@98&
–! '-5&<9.-&59&^&VH9!5&E8?-4>H4F+-W1&!
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;?4A)-85&V^6[W&

•! "#$/%$VO;<[\LLW&>H4++-8A-.&59&!E**9?5&NI%&

S69&<H->T!E)&*4>T-5!&

•! '::$VO;<[\L`W&4F48.98!&!E**9?@8A&NI%&S69&

<H->T!E)&*4>T-5!&
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:C&S-&A4K-&E*&59&!E**9?5&NI%&S69&<H->T!E)&*4>T-51&

_4!(>/"#$/%$&48.&_4!(>/_(/I(?->@984+/"#$/%$&

&.9&"Q$&"77I&59&O7#''72_R71&

"#%$/%$&48.&%9?5/24**(8A&!@++&"77I&59&O7#''72_R71&

;?4A)-85&V[6[W&

•! O-4!!-)F+(8A&:%KZ&C?4A)-85-.&*4>T-5&!9+K-!&

(!!E-!&

•! _E5U&S-&!@++&H4K-&?-)4(8(8A&(!!E-&

–!O-!9E?>-&>98!E)*@98&

–!I-+43&

–!I9'&4G4>T&

•! D-&>48&(85?9.E>-&9*@984+&F-H4K(9?&59&F-&+(AH5&

–!D-&H4K-&A99.&-=*-?(-8>-!&(8&:%KZ&"#$&
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"9&S43U&(C&?-4!!-)F+(8A&

(!&?-ME(?-.a!

2E!5&F-&*?-K-85-.!

'9+E@98!&C9?&I"'&(!!E-!&V^6[W!

•! :!!E-!&7=4>-?F45-.&F3&5H-&N!-&9C&I"'/#RP&

–!"-5S9?T&$9*9+9A3&<98!5?4(85!&:)*+(-.&F3&"#$/%$&

•! '-*4?4@8A&I"'/#RP&C?9)&4&5?48!+459?&

–!'>4+4F(+(53&48.&'(8A+-&%9(85&;4(+E?-&<98>-?8!&
•! '-*4?4@8A&I"'/#RP&C?9)&4&5?48!+459?&

•! '9)-&?-.E8.48>3&)->H48(!)&4?-&8--.-.&

–! :!!E-!&S(5H&R4>T&9C&#..?-!!&%-?!(!5-8>-&
•! "9&!9+E@98&

–!I9'&#G4>T!&98&2-)9?3&48.&#..?-!!6%9?5&%99+!&

•! '0QNRI&)4T-&4&+()(54@98&9?&4E5H9?(c-&>+(-85!&
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'9+E@98!&C9?&I"'&(!!E-!&V[6[W!

•! :!!E-!&I(?->5+3&?-+45-.&59&N!-&9C&I"'/#RP&
–! #..?-!!&'-+->@98&:!!E-!&SH-8&<9))E8(>4@8A&S(5H&IE4+/
'54>T&78./09!5!&

•! $H(!&I"'&%?9=3&.9-!8]5&?-*+3&F95H&?-4+&4..?-!!&48.&!385H-!(c-.&
4..?-!!&

–! "98/P+9F4+&e4+(.(53&9C&$?48!+45-.&OO&O->9?.!&
•! "9&!9+E@98&

–! :84**?9*?(45-&$?48!+4@98&9C&O-!*98!-&59&#&fE-?(-!&
•! $H(!&I"'&*?9=3&(!&!545-CE+1&

–! I"'/#RP&48.&2E+@/#..?-!!-.&"9.-!&
•! "9&!9+E@98&

–! R()(54@98&98&I-*+93)-85&9C&I"'&'->E?(53&<4*4F(+(@-!&
•! QOO&9*@98!
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I"''7<&<9)*+(485V^6gW&

7I"'&Q?(A(84+&O-!9E?>-&O->9?.&9*@98&

•! QOO&9*@98&(8.(>45-!&5H45&5H-&48!S-?&!->@98&
H4!&!385H-@>&OO!1&

–! :C&OO&S4!&4E5H9?(c-.&48.&!385H-!(c-.U&I"'&%?9=3&
4.9*5!&5H(!&9*@98&S(5H&Q?(A(84+&O-!9E?>-&O->9?.1&

•! -1A1U&:8&#&/d&####&>4!-U&QOO&9*@98&H4!&#&OO1&

•! OO&K-?(,>4@98&>48&F-&,8(!H-.&(8&98-&I"'&
-=>H48A-1&

–!OO&(8>+E.-.&QOO&9*@98&>48&F-&E!-.&59&K-?(C31&

–!I"''7<&()*+-)-854@98&!H9E+.&F-&)9.(,-.1&
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I"''7<&<9)*+(485V[6gW&

QOO&9*@98&C9?)45&

OPTION-CODE 

OPTION-LENGTH 

O
P

T
IO

N
-D

A
T
A

 

O
rig

in
a

l R
e

s
o

u
rc

e
 R

e
c
o

rd
 

NAME 

TYPE 

CLASS 

TTL 

RDLENGTH 

RDATA 
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I"''7<&<9)*+(485Vg6gW&

I"'&-=>H48A-&S6&QOO&Q*@98&

DNS Proxy 

!"#$%&'(&'!

synthesize 

The client verifies A RR  

in ORR option 

)*+&,-!

DNS query for AAAA 

DNS query for AAAA 

no AAAA RR 

DNS query for A 

A RR w/ SIG RR 

(Authorized A RR) Synthesized AAAA RR 

w/ SIG RR and ORR opt 
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sNATPT Transmit to  

Synthesized AAAA 

Transmit to  

Original Address 



7I"'h&9?&:I7"$&_(5!

•! $?48!+459?&;?(-8.+3&I"'&%?9=3&48.&I"'LZ&

*?9*9!-.&7I"'h&59&5?48!C-?&I"''7<-.&OO&

•! !"#$%$&%?9*9!-.&:I7"$&F(5&59&(8.(>45-&

'385H-!(c-.&4..?-!!&
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'(8>-&!9)-&4**+(>4@986-8K(?98)-85&.9-!&895&E!-&I"'&59&?-!9+K-&5H-&

4..?-!!U&F95H&>9)*+-)-85&-4>H&95H-?1&

$H-&4.)(8(!5?459?&>48&?-A(!5-?&!385H-@>&4..?-!!&59&9?(A(84+&####&

?->9?.U&(5&(!&I"''7<&>9)*+(485&48.&.98]5&8--.&I"'&?-S?(@8A1&

:I7"$&(!&)(8()E)&?-ME(?-)-85&4!&4&>9))98&!9+E@981&

7I"'h&S9E+.&F-&H-+*CE+&59&!E**9?5&I"''7<1&

2:%KL&%?9=3&<"&

sNATPT 

MN 
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Move!

ICMP Error!

Proxy CN w/o route optimization is 

minimum requirement 

Route optimization is optional 

CoTI!

ICMP 

Error!

N!-&<4!-&V>+(-85&!(.-W&

29F(+-&#>>-!!&!-?K(>-&

sNATPT 

IPv6 only 

Mobile User 
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IPv4 

Server!DNS Proxy!

IPv6!
IPv4!

IPv6 Mobile 

access network!

DNS!

resolve 

N!-&<4!-&V>+(-85&!(.-W&

785-?*?(!-609)-&

sNATPT 
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IPv6!
IPv4!

IPv4 enterprise/home 

network 

DNS Proxy! DNS!

resolve IPv6 new 

service network 

Authorized 

client 



N!-&<4!-&V'-?K-?&'(.-W&

:8&C?985&9C&!-?K-?&*99+&
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DNS!

sNATPT 

SV4.sample.com 

192.0.2.1!

IE))3&%?-,=iI%jj6bL!

'eZ1!4)*+-1>9)&####&I%jj^b[1h1[1^!

Administrator can register the 

synthetic address if required. 

It can be DNSSEC compliant.!

IPv6!

IPv4 Server Pool!

IPv6 Client!
Reverse case, IPv4 client to 

IPv6 server pool, is also 
possible. 

N!-&<4!-&V'-?K-?&'(.-W&

e(?5E4+&P+9F4+&"-5S9?T&
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10.0.0.0/24!

IPv6 

Internet!

10.0.0.0/24!

sNATPT sNATPT 

sNATPT 

10.0.0.0/24!

IPv6 Remote 

maintenance center!

IE))3&%?-,=&i&I%_jj6bL!

IE))3&%?-,=&i&I%<jj6bL!

DPA::10.0.0.x!

DPC::10.0.0.x!

IE))3&%?-,=&i&I%#jj6bL!

IPv4!

IPv6!

N!-&<4!-&VF9E8.4?3W&

':%&5?48!+4@98!

./(0$#./$1&(+2&!

./(3$#./$1&(+2&!

RTP/RTCP exchange 
RTP/RTCP exchange 

Translator 

Set/Unset  

Rules for 
RTP/RTCP 

sNATPT 

SIP ALG!

SIP Proxy!SIP Proxy!
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$?48!+45-!&!9)-&':%&

H-4.-?!&48.&'I%&)-!!4A-!

N!-&<4!-&V-8./59/-8.W&
;(-+.FE!V!-8!9?&48.&>985?9+W&%?959>9+&
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sNATPT 
Controller!IPv6!

IPv4!
Sensor!

Actuator!

Sensor!

Actuator!

Configuration tool!2E+@>4!56N8(>4!5&#..?-!!&)4**(8A!

2E+@>4!5&

&>9))E8(>4@98!



%?9*9!4+&C?9)&$;I%&

•! '9)-&4**+(>4@98!&>4>H-&5H-&I"'&?-!*98!-&

–! 7K-8&5H9EAH&5H-&OO&H4!&$$RU&(5&.9-!&895&>4?-&$$R&

–! :5&(!&895&+94.&F4+48>-&48.&.384)(>&4++9>4@98&

C?(-8.+3&F-H4K(9?&

•! $H-?-&S4!&48&.(!>E!!(98a&
–! $$R&(!&895&C9?&4**+(>4@98&FE5&C9?&I"'&'-?K-?&

–! :5&)(AH5&F-&5?E-&SH-8&4**+(>4@98&.9-!&895&>4>H-&5H-&I"'&

?-!*98!-&

33 October 1,2, 2008, IETF Co-existence Interim Meeting @ Montreal,  H.Miyata & M.Endo, Yokogawa Electric Corp.  

#83&()*+-)-854@98&'0QNRI&54T-&>4?-&5H-&$$RU&&

SH-8&>4>H(8A&I"'&O-!*98!-1&&&%R7#'7k!


