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Problem

These CoAs are not
verified by HA before

 MN uses bulk registration to
bind victims CoA & also set

filters at HA

— HA trust MIN, thus binds

all CoAs in BU

 MN starts streaming large
file from CN

binding

Bulk-BU

HAO=HoA
BUI

BID2 = CoA2
BID3 = CoA3
Filters

FID1 - BID1

BID3

Src=CoAl (BID1)

FID2 - BID2,

HA

/

— HA re-direct file to victim

according to filters.

 Mentioned In draft-ietf-

monami6-mipv6-analysis-04

— Section 6.2.1
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BCE

HoA > CoALl (BID1)
HoA - CoA2 (BID2)
HoA - CoA3 (BID3)

Filters
FID1 - BID1

FID2 - BID2, BID3

RTCP flow (FID1)

RTP flow(FID2) g Str€aming
\fServer (CN)

Intern
RTCP flow RTP flow
RTP flow
CoA3
CoAL\ ¥ CoA? ‘
. Victim 2
MN Victim 1 (CoAd)
(CoA2)
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MIP6 vs. Monami6

Threat in MIP6

e Problem is common to o .. CN
MIP6 ‘
— l\/IN ?tarts large file Interet -
rans er - Start file transfer
— MN send BU with Vicgn o \éM'Pﬁ-MN
AltCoA
AItCOA tO HA More victims fall CoA=Victim CoA

specifying victim CoA . .
pecifying Mgr:?r/nfi%t&N Threat in Monami6

CN

* Degree of threat

— Monami6-MN can :
attack more victims !
with 1 HoA | o

Start file transfer

Bulk-BU

‘ Src=CoA (BID1) Monami6-MN
Prriy HAO=HoA
| Vietim-X 1 gy

BID2=Victim1-CoA

éli=VictimX—CoA
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MIP6 vs. Monami6

Threat in MIP6

i Kn OWi ng I\/I N ’S %9 Victim-CoA AA CN
I d e nt I ty vrt‘file transfer
— ,‘Atta_c_ker US,ES Internet MIPS-MH
legitimate” MN ® ’nsta..botﬁia
- . - HoA initially
— One time use Victim Q.. er
account

Threat iIn Monami6

e Form of threat BCE HA CN

HoA - Victim-CoA (BID2)

o e e o == =

— Maintai_n 1 active [ HAMN-Coa®IDDI
connection to

Start file transfer

Monami6-MN

Attacker can still =ullls
attack to Monami6-MN [ Command “bot” FoA inttially
Victim Attacker
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Solution Approaches

. BCE
e Solution 1 HoA - CoAl (BID1)
] Bulk-BU HoA > CoA2 (BID2)
— Use CGA for proving CoAs Src=CoAl HoA - CoA3 (BID3)
. BID1
are assigned to MN e HA ’/
BUI
o BID2 = CoA2
BID3 = CoA3
o Complexity incur BID3
— I i - I Keys for CoAl,
Slqln!n? I?(ulk BU with S s
multiple keys Use COA
 How to reflect these keys to proof
signatures? address
. . ownership
— Integration of CGA with
MCoA
o Will it significantly increase Complexity in
packet size of Bulk-BU? ensuring CGA works

with Bulk-BU
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Solution Approaches

Identify bindings to know if
they have been tested

e Solution 2

BCE :
o HoA - CoAl (BID1)[(Verified)
State management at HA for HoR 2 Con e (Uenrv';ﬁﬁed)
bindings (e,g_ CBA) — HoA - CoA3 (BID3)(Unverified)
> Individual CoAtesting (e.9- |@on | ™
cookie, BRR) DA 0HoA /
BID2 = CoA2
BID3 = CoA3

® Testing each CoA
Individually removes
benefit of bulk registration

o Might as well send separate
BU from each CoA

Internet

Decrypted
Info from

Encrypted
Info to
CoA2

Test if CoA

can reach
MN

Not much difference

in sending a BU from
CoA2
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Solution Approaches

e Optimization to Solution HoA > CoAL (BID1) (Verfed
2 oA > Cona (BIDG) (nverifed)
Bulk-BU
o State management at HA for | Sre=CoAt HA./
bindings (e.g. CBA) oo
o Pairing CoA testing (e.qg. BID2 = CoA2 /
cookie, BRR) SIS = CoAs
Internet
- . . - Encrypted
e Optimization Benefits Tfofo. et
o Maintain benefits of bulk response Cons
registration rom eos Reduce message
o With ingress filtering, as UL
secure as testing each CoA. R guarantee as

CoA is paired individual test
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Considerations / Next Steps

» Draft also considered the following

— When should HA start to test

o Immediately
» Wait for that CoA to be used.

— Using verified CoA to test unverified CoA path
* When policy restricts unverified CoA path to be used.

e Next Steps
— Welcome comments on anything missed

— WG consideration
* Problem implication

» Adding text in MCoA draft to advice on how to reduce such

problem
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