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Problem
BCE
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MIP6 vs. Monami6
• Problem is common to HAHA CNCN

File

Threat in MIP6

MIP6
– MN starts large file 

transfer
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– MN send BU with 
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• Degree of threat
– Monami6 MN can

HAHA CNCN
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VictimVictim 11

File
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MIP6 vs. Monami6
• Knowing MN’s HAHA

CNCN

Threat in MIP6
BCE
HoA Victim-CoAg

identity
– Attacker uses 

‘legitimate’ MN
InternetInternet MIP6MIP6--MNMN

File
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VictimVictim
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• Form of threat
– Maintain 1 active

HAHA CNCN
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St t fil t f

File

BCE
HoA Victim-CoA (BID2)
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further control 
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Solution Approaches
• Solution 1

BCE
HoA CoA1 (BID1)

– Use CGA for proving CoAs
are assigned to MN HAHA

Bulk-BU
Src=CoA1 
(BID1)
HAO=HoA
BUI
BID2 C A2

HoA CoA2 (BID2)
HoA CoA3 (BID3)

• Complexity incur
– Signing Bulk-BU with 

multiple keys InternetInternet

BID2 = CoA2
BID3 = CoA3
CGA
Keys for CoA1, 
CoA2 & CoA3

multiple keys
• How to reflect these 

signatures?
– Integration of CGA with

Use CGA 
keys to proof 

address 
ownership

Integration of CGA with 
MCoA

• Will it significantly increase 
packet size of Bulk-BU?

MNMN
CoA1

Complexity in 
ensuring CGA works p
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Solution Approaches
Solution 2

Identify bindings to know if 
they have been tested

Solution 2
◦ State management at HA for 

bindings (e.g. CBA)
I di id l C A i ( HAHA

Bulk-BU
Src=CoA1

BCE
HoA CoA1 (BID1) (Verified)
HoA CoA2 (BID2) (Unverified)
HoA CoA3 (BID3) (Unverified)

◦ Individual CoA testing (e.g. 
cookie, BRR)

HAHASrc=CoA1 
(BID1)
HAO=HoA
BUI
BID2 = CoA2
BID3 = CoA3

Testing each CoA
individually removes 
benefit of bulk registration

InternetInternet

Decrypted Encryptedbenefit of bulk registration
◦ Might as well send separate 

BU from each CoA
MNMN
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Info from 
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Test if CoA
can reach 

MN

yp
Info to 
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Not much difference 
CoA2
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Solution Approaches
Optimization to Solution BCE

HoA CoA1 (BID1) (Verified)p
2
◦ State management at HA for 

bindings (e g CBA)
HAHA

Bulk-BU
Src=CoA1 
(BID1)
HAO=HoA

HoA CoA2 (BID2) (Unverified)
HoA CoA3 (BID3) (Unverified)

bindings (e.g. CBA)
◦ Pairing CoA testing (e.g. 

cookie, BRR)
InternetInternet

HAO HoA
BUI
BID2 = CoA2
BID3 = CoA3

Optimization Benefits
◦ Maintain benefits of bulk 

registration

Decrypted
Info from 
CoA3

Encrypted
Info to 
CoA2 + 
Ask to 
response 
from CoA3

R dregistration
◦ With ingress filtering, as 

secure as testing each CoA. MNMN
CoA1

Testing of 
CoA is paired

CoA2

CoA3

Reduce message 
exchange for 
almost same 
guarantee as 

individual test
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Considerations / Next Steps
• Draft also considered the following

– When should HA start to test
• Immediately
• Wait for that CoA to be used• Wait for that CoA to be used.

– Using verified CoA to test unverified CoA path
• When policy restricts unverified CoA path to be used.

• Next Steps
Welcome comments on anything missed– Welcome comments on anything missed

– WG consideration
• Problem implicationp
• Adding text in MCoA draft to advice on how to reduce such 

problem
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