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Home Entertainment ProblemHome Entertainment Problem
 Enable Sharing of Premium Digital Content

 No Open Standard Security Framework

 Vendors are Waiting for Standards

 Publishers are Waiting for Vendors

 Technical vs. Business Solution

 Existing Security Solutions

 Proprietary

 Bundled with Licensing and Behavior Requirements

 Not Modular
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PERM SolutionPERM Solution

 Industry Needs an Open Security Solution

 Not Bound to a Single License Authority

 Not Bound to Specific Device Behavior

 Interfaces with Existing Systems

 Broadcast Media

 Removable Media

 Suitable for IP Networks

 Flexible Protection Model (Zone & User)
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 Choice of Certification Authorities

 Each CA may enable new sharing models

 Each CA may require device certification

 PERM Protocol Standardizes

 Network level compatibility

 Algorithm compatibility

 Policy translation between other systems
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 Media Format & Transport Agnostic

 Device & User Authentication,

Revocable
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 Works with Embedded or Portable Keys

 Revolving ECMs, Session and Zone Keys

 Pass Through Mode Optimization

 Resilient Plug & Play Zone Model

 Zone Management (Merging, Renewal)

 Robust Authentication, Strong
Encryption
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PERM ProtectionPERM Protection
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Profile D: Content RequestProfile D: Content Request

 Device A: CSoD                                        Device B: CSiD

                                     {MsgType(0xA1), Protection_mode,
                                      <Protection_config>, EncAlg(B),
                                       EDM_value, <CACH(B)>, CERT(B)}
                                                         SIGN(Priv_B)
                                     <-------------------------------

 Content Bytestream
 With One or More Device ECMs
 ----------------------------------->

  Device A: Device A: CSoD                                        CSoD                                        Device B: Device B: CSiDCSiD

                                                                          {{MsgTypeMsgType(0xA1), Protection_mode,(0xA1), Protection_mode,
                                      <Protection_                                      <Protection_configconfig>, >, EncAlgEncAlg(B),(B),
                                       EDM_value, <CACH(B)>, CERT(B)}                                       EDM_value, <CACH(B)>, CERT(B)}
                                                         SIGN(                                                         SIGN(PrivPriv_B)_B)
                                                                          <-------------------------------<-------------------------------

 Content  Content BytestreamBytestream
  With One or More Device With One or More Device ECMsECMs
  ----------------------------------->----------------------------------->



Profile U: Content RequestProfile U: Content Request

 Device A: CSoD                                        Device B: CSiD

                                     {MsgType(0xA2), Protection_mode,
                                      <Protection_config>, EncAlg(B),
                                       EDM_value, <CACH(U)>, CERT(U)}
                                                         SIGN(Priv_U)
                                     <-------------------------------

 Content Bytestream
 With One or More User ECMs
 ----------------------------------->

  Device A: Device A: CSoD                                        CSoD                                        Device B: Device B: CSiDCSiD

                                                                          {{MsgTypeMsgType(0xA2), Protection_mode,(0xA2), Protection_mode,
                                      <Protection_                                      <Protection_configconfig>, >, EncAlgEncAlg(B),(B),
                                       EDM_value, <CACH(U)>, CERT(U)}                                       EDM_value, <CACH(U)>, CERT(U)}
                                                                                                             SIGN(     SIGN(PrivPriv_U)_U)
                                     <-------------------------------                                     <-------------------------------

 Content  Content BytestreamBytestream
  With One or More User With One or More User ECMsECMs
  ----------------------------------->----------------------------------->



Profile Z: DiscoveryProfile Z: Discovery

 Device A: CSiD                                   Device B: CSoD (ZM)

 {MsgType(0x01),
 <CRP(A)>, <CACH(A)>,
 CERT(A)}SIGN(Priv_A)
 ---------------------------------->

                                           {MsgType(0x02), EncAlg(B),
                                               Zone_Limit, Zone_Size,
                                                UID (zone), <CRP(B)>,
                                      <CACH(B)>, CERT(B)}SIGN(Priv_B)
                                    <--------------------------------

  Device A: Device A: CSiD                                   CSiD                                   Device B: Device B: CSoD CSoD (ZM)(ZM)

 { {MsgTypeMsgType(0x01),(0x01),
 <CRP(A)>, <CACH(A)>, <CRP(A)>, <CACH(A)>,
 CERT(A)}SIGN( CERT(A)}SIGN(PrivPriv_A)_A)
 ----------------------------------> ---------------------------------->

                                                                                     { {MsgTypeMsgType(0x02), (0x02), EncAlgEncAlg(B),(B),
                                               Zone_Limit, Zone_Size,                                               Zone_Limit, Zone_Size,
                                                UID (zone), <CRP(B)>,                                                UID (zone), <CRP(B)>,
                                      <CACH(B)>, CERT(B)}SIGN(                                      <CACH(B)>, CERT(B)}SIGN(PrivPriv_B)_B)
                                    <--------------------------------                                    <--------------------------------



Profile Z: Join ZoneProfile Z: Join Zone

 Device A: CSoD/CSiD                              Device B: CSoD (ZM)

 {MsgType (0x03),
 UID (zone), device_role,
 <CACH(A)>, Cert (A)} SIGN(Priv_A)
 --------------------------------->

                                          {MsgType (0x04), UID(zone),
                                        E[KZ, Pub_D], TLT, <CACH(B)>,
                                                Cert (B)}SIGN(Priv_B)
                                   <---------------------------------

{MsgType(0x08), StatCode,
<CACH(B)>, CERT(B)}
SIGN(Priv_B)
---------------------------------->

  Device A: Device A: CSoDCSoD//CSiD                              CSiD                              Device B: Device B: CSoD CSoD (ZM)(ZM)

 { {MsgType MsgType (0x03),(0x03),
 UID (zone), device_role, UID (zone), device_role,
 <CACH(A)>, Cert (A)} SIGN( <CACH(A)>, Cert (A)} SIGN(PrivPriv_A)_A)
 ---------------------------------> --------------------------------->

                                                                                    {{MsgType MsgType (0x04), UID(zone),(0x04), UID(zone),
                                        E[KZ, Pub_D], TLT, <CACH(B)>,                                        E[KZ, Pub_D], TLT, <CACH(B)>,
                                                Cert (B)}SIGN(                                                Cert (B)}SIGN(PrivPriv_B)_B)
                                   <---------------------------------                                   <---------------------------------

{{MsgTypeMsgType(0x08), (0x08), StatCodeStatCode,,
<CACH(B)>, CERT(B)}<CACH(B)>, CERT(B)}
SIGN(SIGN(PrivPriv_B)_B)
---------------------------------->---------------------------------->



Profile Z: Content RequestProfile Z: Content Request

 Device A: CSoD                                        Device B: CSiD

                                     {MsgType(0x09), Protection_Mode,
                           <Protection_config>, EncAlg(B), UID(zone),
                                       EDM_value, <CACH(B)>, CERT(B)}
                                                             HMAC(KZ)
                               <-------------------------------------

 Content Bytestream
 With One or More User ECMs
 ----------------------------------->

  Device A: Device A: CSoD                                        CSoD                                        Device B: Device B: CSiDCSiD

                                                                          {{MsgTypeMsgType(0x09), Protection_Mode,(0x09), Protection_Mode,
                           <Protection_                           <Protection_configconfig>, >, EncAlgEncAlg(B), UID(zone),(B), UID(zone),
                                       EDM_value, <CACH(B)>, CERT(B)}                                       EDM_value, <CACH(B)>, CERT(B)}
                                                             HMAC(KZ)                                                             HMAC(KZ)
                               <-------------------------------------                               <-------------------------------------

 Content  Content BytestreamBytestream
  With One or More User With One or More User ECMsECMs
  ----------------------------------->----------------------------------->



ECM: StructureECM: Structure

   0              1              2              3              4
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                           Header                          |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                        Content Key                        |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                            CURs                           |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                           <CACH>                          |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                           CERT()                          |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                        HMAC or SIGN                       |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Short

Long



ECM: HeaderECM: Header

   0              1              2              3              4
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |     Scope    |  Reserved    |   Version    |    Scheme    |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |  Length (including Header)  |    EncALg    |   Reserved   |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                      Sequence Number                      |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                            IV                             |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+



CURs: Policy PayloadCURs: Policy Payload

   0              1              2              3              4
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                     cur_expire_offset                     |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                         cur_region                        |
   |                            ...                            |
   |                            ...                            |
   |                                                           |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                         cur_action                        |
   |                                                           |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                       action_params                       |
   |                            ...                            |
   |                            ...                            |
   |                            ...                            |
   |                                                           |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+



 CRMs Defined

 HTTP GET (extension-header)

 RTSP DESCRIBE (extension-header)

 EDMs Defined

 HTTP (multipart/perm)

 RTP (perm-ecm payload)
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Example EDM: HTTPExample EDM: HTTP

 Content-Type: multipart/perm; primary-type=video/mpeg;
                    boundary="34lkekho3404u0e34kjt"

 PERM-Version: 1.0

 Subcontent-Type: video/mpeg; unit-length=176; label=aa

 Subcontent-Type: application/perm-ecm; scheme=long;
                       unit-length=132; label=bb

 Content-Type: multipart/perm; primary-type=video/mpeg;
                    boundary="34lkekho3404u0e34kjt"

 PERM-Version: 1.0

 Subcontent-Type: video/mpeg; unit-length=176; label=aa

 Subcontent-Type: application/perm-ecm; scheme=long;
                       unit-length=132; label=bb



Example EDM: HTTPExample EDM: HTTP
 < beginning of bytestream >

      < anything before the first boundary is ignored >

      --34lkekho3404u0e34kjt                          <--  ( 1st Boundary )
      0000bb                                          <--  ( Label )
      34kl5lk34j3jhkj34lj6234524k5h3k5j3kj53648w8eh   <--  ( Long ECM )
      090d9g8w0r9t0v9et09g0aerg8a938rk2jhhr8sdd7gdf   <--  ( ... )
      097t9ry2ijfhk34th98yw9v832r2ekfjwhe9i3i33se74   <--  ( ... )
      --34lkekho3404u0e34kjt                          <--  ( 2nd Boundary )
      0001aa                                          <--  ( Label )
      097t9ry2ijfhk34th98yw9v832riekfjwh98f8s74h3th   <--  ( Video Data )
      djr837xh0r9t0v9et09g0aerg8ga98rkhrtikw38d7gdf   <--  ( ... )
      42y7gsfbv837234th98yw9v832ri2ewheii3rui33se74   <--  ( ... )
      lkj4liw09f8wyuoti2h3lrjwepf9g34okfhgd98ryt983   <--  ( ... )
      --34lkekho3404u0e34kjt                          <--  ( 3rd Boundary )
      0002cc                                          <--  ( Label )
      34kl5lk34j3jhkj34lj62345235h3kj3kf09sd093a0e0   <--  ( Short ECM )
      090d9g8w0r9t0v9et09g0aerga938ry894wudv90fjs8u   <--  ( ... )
      --34lkekho3404u0e34kjt                          <--  ( 4th Boundary )
      0003aa                                          <--  ( Label )
      jwepf9ueg834okfhwlgidh83kj53648wef09sd0934ede   <--  ( Video Data )
      090d9g8w0r9t0v9et09gerg8gatikwyf2eij38vhb8w72   <--  ( ... )
      097t9ry2ijfhk34th9w9v832ri2ey98sdfi3rui33see4   <--  ( ... )
      378hf83h9f8wyuoth3lrjwepf9ueg834okf478wfy738r   <--  ( ... )

 < beginning of bytestream >

      < anything before the first boundary is ignored >

      --34lkekho3404u0e34kjt                          <--  ( 1st Boundary )
      0000bb                                          <--  ( Label )
      34kl5lk34j3jhkj34lj6234524k5h3k5j3kj53648w8eh   <--  ( Long ECM )
      090d9g8w0r9t0v9et09g0aerg8a938rk2jhhr8sdd7gdf   <--  ( ... )
      097t9ry2ijfhk34th98yw9v832r2ekfjwhe9i3i33se74   <--  ( ... )
      --34lkekho3404u0e34kjt                          <--  ( 2nd Boundary )
      0001aa                                          <--  ( Label )
      097t9ry2ijfhk34th98yw9v832riekfjwh98f8s74h3th   <--  ( Video Data )
      djr837xh0r9t0v9et09g0aerg8ga98rkhrtikw38d7gdf   <--  ( ... )
      42y7gsfbv837234th98yw9v832ri2ewheii3rui33se74   <--  ( ... )
      lkj4liw09f8wyuoti2h3lrjwepf9g34okfhgd98ryt983   <--  ( ... )
      --34lkekho3404u0e34kjt                          <--  ( 3rd Boundary )
      0002cc                                          <--  ( Label )
      34kl5lk34j3jhkj34lj62345235h3kj3kf09sd093a0e0   <--  ( Short ECM )
      090d9g8w0r9t0v9et09g0aerga938ry894wudv90fjs8u   <--  ( ... )
      --34lkekho3404u0e34kjt                          <--  ( 4th Boundary )
      0003aa                                          <--  ( Label )
      jwepf9ueg834okfhwlgidh83kj53648wef09sd0934ede   <--  ( Video Data )
      090d9g8w0r9t0v9et09gerg8gatikwyf2eij38vhb8w72   <--  ( ... )
      097t9ry2ijfhk34th9w9v832ri2ey98sdfi3rui33see4   <--  ( ... )
      378hf83h9f8wyuoth3lrjwepf9ueg834okf478wfy738r   <--  ( ... )



 I-D: draft-gildred-perm-01 (02
submitted)

 List of Changes Planned for Next
Version
 Allow DH Key Exchange, ECC

 Future Work List
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