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Overview

= Current Problem

» Background

= Solution: 2 Parts

 PERM System & Features
= Status



Home Entertainment Problem

= Enable Sharing of Premium Digital Content

= No Open Standard Security Framework
= Vendors are Waiting for Standards
= Publishers are Waiting for Vendors
= Technical vs. Business Solution

= Existing Security Solutions
= Proprietary
= Bundied with Licensing and Behavior Requirements
= Not Modular



Background

DENi Consortium
= CE: Kenwood, Onkyo, Pioneer, RCA, Sharp
= Broadcast: Echostar
= Network IC: BridgeCo

Chartered to Develop Open Standards
Submit to the IETF, Broader Review

2 Years Under Development
External Review by @Stake
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PERM in the Home
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Share the Good Stuff
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PERM Solution

Industry Needs an Open Security Solution
= Not Bound to a Single License Authority

= Not Bound to Specific Device Behavior

Interfaces with Existing Systems

= Broadcast Media

= Removable Media
Suitable for IP Networks

Flexible Protection Model (Zone & User)



PERM Solution

= Choice of Certification Authorities

= Each CA may enable new sharing models

= Each CA may require device certification

= PERM Protocol Standardizes

* Network level compatibility
= Algorithm compatibility

= Policy translation between other systems



PERM Features

Media Format & Transport Agnostic

Device & User Authentication,
Revocable

Supports Protection ‘Zones’,
Revocable

Robust Policy Language



PERM Features (Cont.)

Works with Embedded or Portable Keys
Revolving ECMs, Session and Zone Keys
Pass Through Mode Optimization
Resilient Plug & Play Zone Model

Zone Management (Merging, Renewal)

Robust Authentication, Strong
Encryption



PERM Protection
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Profile D: Content Request

Device A: CSoD Device B: CSiD

{MsgType(OxAl), Protection_mode,
<Protection_config>, EncAlg(B),
EDM_value, <CACH(B)>, CERT(B)}
SIGN(CPriv_B)

Content Bytestream
With One or More Device ECMs




Profile U: Content Request

Device A: CSoD Device B: CSiD

{MsgType(OxA2), Protection_mode,
<Protection_config>, EncAlg(B),
EDM_value, <CACHCU)>, CERTCU)}
SIGN(Priv_U)

Content Bytestream
Wiith One or More User ECMs




Profile Z: Discovery

Device A: CSiD Device B: CSoD (ZM)

{MsgType(0x01),
<CRPCA)>, <CACHCA)>,
CERTCA)}SIGN(Priv_A)

{MsgType(0x02), EncAlg(B),
Zone_Limit, Zone_Size,

UID (zone), <CRP(B)>,
<CACH(B)>, CERT(B)}SIGN(Priv_B)




Profile Z: Join Zone

Device A: CSoD/CSiD Device B: CSoD (ZM)

{MsgType (0x03),
UID (zone), device_role,
<CACHCA)>, Cert (A)} SIGN(Priv_A)

{MsgType (0x04), UID(zone),
E[KZ, Pub_D], TLT, <CACH(B)>,
Cert (B)}SIGNCPriv_B)

{MsgType(0x08), StatCode,
<CACH(B)>, CERT(B)}
SIGN(Priv_B)




Profile Z: Content Request

Device A: CSoD Device B: CSiD

{MsgType(0x@9), Protection_Mode,
<Protection_config>, EncAlg(B), UID(Czone),
EDM_value, <CACH(B)>, CERT(B)}

HMAC(KZ)

Content Bytestream
Wiith One or More User ECMs
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ECM: Structure
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ECM: Header
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CURs: Policy Payload
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Content Request Methods

= CRMs Defined
 HTTP GET (extension-header)
» RTSP DESCRIBE (extension-header)

= EDMs Defined
* HTTP (multipart/perm)
* RTP (perm-ecm payload)



Example EDM: HTTP

Content-Type: multipart/perm; primary-type=video/mpeg;
boundary="341kekho3404u@e34kjt"

PERM-Version: 1.0

Subcontent-Type: video/mpeg; unit-length=176; label=aa

Subcontent-Type: application/perm-ecm; scheme=long;
unit-length=132; label=bb




Example EDM: HTTP

< beginning of bytestream >

< anything before the first boundary is igmnored >

-=-341kekho3404uQe34kijt

0000bb

34k151k34733jhkij341 36234524k5h3Kk5 33k353648w3eh
090d92g3worotov9et09g0aergda?38ri2jhhr8sdd7gdf
097t9ry21 jfhk34tho8ywIv&32r2ekf jwhedi 31 33se74
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0003aa
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Current Status

* |-D: draft-gildred-perm-01 (02
submitted)
= List of Changes Planned for Next

Version
= Allow DH Key Exchange, ECC
= Future Work List



