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9’ Reputation engines need better
= handles

5+ years Yahoo.com experience with
reputation and categorization

http://antispam.yahoo.com/domainkeys



9_’ Design Goals

Transparent to existing infra-structure

http://antispam.yahoo.com/domainkeys



9_’ Design Goals

Use existing infra-structure

http://antispam.yahoo.com/domainkeys



9_’ Design Goals

Keep it Simple

http://antispam.yahoo.com/domainkeys



9_’ Design Goals

No kings with fees!

http://antispam.yahoo.com/domainkeys



9_’ Public Keys in the DNS

200401. domainkey.example.net

IN TXT

"g=; k=rsa; p=MHww ... IDAQAB”

http://antispam.yahoo.com/domainkeys



9_’ Dedicated namespace

200401 xample.net

IN TXT

"g=; k=rsa; p=MHww ... IDAQAB”

http://antispam.yahoo.com/domainkeys



9_’ Selectors allow multiple keys

200401.) domainkey.example.net

IN TXT

"g=; k=rsa; p=MHww ... IDAQAB”

http://antispam.yahoo.com/domainkeys



9_’ Simple tag=values syntax

200401. domainkey.example.net

IN TXT

"g:; P=MHww ... IDAQAB”

http://antispam.yahoo.com/domainkeys



9_’ Up to 2048 bit keys fit in aresponse

200401. domainkey.example.net

IN TXT

"g=; k=rsa; p:@w ID@

http://antispam.yahoo.com/domainkeys




9_’ Signature Is stored as a header

DomainKey-Signature: a=rsa-shal,

g=dns; c=simple; s=snake; d=yahoo-inc.com;
Date: Tue, 03 Aug 2004 13:23:39 -0700
Message-1D:<4104B.405@yahoo-inc.com>
From: <miles@sunnyvale.yahoo-inc.com>
To: ....

http://antispam.yahoo.com/domainkeys



9_’ Selector and Domain form the query

DomainKey-Signature: a=rsa-shal,
g=dns; C=Simple;d:yahoo-inc.@
b=tUO0...QrB;

Date: Tue, 03 Aug 2004 13:23:39 -0700
Message-1D:<4104B.405@yahoo-inc.com>

From: <miles@sunnyvale.yahoo-inc.com>
To: ....

http://antispam.yahoo.com/domainkeys



9_’ Query the DNS for the Public Key

DomainKey-Signature: a=rsa-shal,
c=simple; s=snake; d=yahoo-inc.com,
b=tUO0...QrB;

Date: Tue, 03 Aug 2004 13:23:39 -0700
Message-1D:<4104B.405@yahoo-inc.com>

From: <miles@sunnyvale.yahoo-inc.com>
To: ....

http://antispam.yahoo.com/domainkeys



9’ Signature covers all headers and
= Dbody

DomainKey-Signature: a=rsa-shal,
g=dns; s:snake; d=yahoo-inc.com;
b=tUO0...QrB;

Date: Tue, 03 Aug 2004 13:23:39 -0700
Message-1D:<4104B.405@yahoo-inc.com>

From: <miles@sunnyvale.yahoo-inc.com>
fon

http://antispam.yahoo.com/domainkeys



9_’ Survive folding

DomainKey-Signature: a=rsa-shal,

g=dns; s:snake; d=yahoo-inc.com;

b=tUO...QrB:

Date: Tue, 03 Aug 2004 13:23:39 -0700
Message-1D:<4104B.405@yahoo-inc.com>
From: <miles@sunnyvale.yahoo-inc.com>
e

http://antispam.yahoo.com/domainkeys



9_’ Survive re-ordering and insertion

DomainKey-Signature: a=rsa-shal,
g=dns; c=nofws; s=snake; d=yahoo-inc.com;
b=tUO0...QrB;

<h=Message-ID:To:Date>

Date: Tue, 03 Aug 2004 13:23:39 -0700
Message-1D:<4104B.405@yahoo-inc.com>

From: <miles@sunnyvale.yahoo-inc.com>

1o

http://antispam.yahoo.com/domainkeys



Current Status

*Four independent implementations based on 00 spec
*01 spec due out in the next couple of days

«Sendmail milter available at sendmail.net

*Beta C-library at domainkeys.sourceforge.net

Qmail patch in private trial

*Yahoo.com plans field trials later this year



