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ChangesChanges

nn New ContributorNew Contributor
–– Harney, Harney, MethMeth, , ColegroveColegrove, , SchuettSchuett, , McDaniel, McDaniel, 

Kenny, Kenny, CruikshankCruikshank, , IyengarIyengar, , GrossGross

nn New SectionsNew Sections
nn New MessagesNew Messages
nn More processing detailsMore processing details

–– MessagesMessages
–– PayloadsPayloads



Architecture SectionArchitecture Section

nn Trust Model Trust Model –– roles and responsibilitiesroles and responsibilities
nn Security PolicySecurity Policy
nn Distributed OperationDistributed Operation
nn Concept of OperationConcept of Operation
nn GSAKMP and NATGSAKMP and NAT

–– Largely Largely IPsecIPsec--centriccentric



DepartureDeparture

nn Discussions on leaving a groupDiscussions on leaving a group
–– EvictionEviction

nn RekeyRekey eventevent

–– Voluntary Departure without NoticeVoluntary Departure without Notice
nn Member deletes local copies of keyMember deletes local copies of key

–– DeDe--RegistrationRegistration
nn New optional exchangeNew optional exchange
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Optional Error MessagesOptional Error Messages
Group EstablishmentGroup Establishment
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Optional Error MessagesOptional Error Messages
DepartureDeparture

M
em

be
r

G
roup C

ontroller

Request to Depart

Departure Response

Departure ACK

Lack of Acknowledgement



““Generic” MSEC TokenGeneric” MSEC Token

PolicyTokenPolicyToken ---- {TBD}{TBD}

DEFINITIONS IMPLICIT TAGS ::=   DEFINITIONS IMPLICIT TAGS ::=   

BEGINBEGIN

Token ::= SEQUENCE {Token ::= SEQUENCE {
tokenInfotokenInfo TokenIDTokenID,,
registration  registration  RegistrationRegistration,,
rekeyrekey RekeyRekey,,
datadata SEQUENCE OF SEQUENCE OF DataSADataSA

}}


