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# (percent totals)

#

# port flows octets packets duration

#

nntp 1.874 15.596 7.204 4.203

FastTrack 16.226 7.545 10.854 11.194

Gnutella 9.685 4.822 9.205 15.187

commplex-link 0.006 2.794 1.167 0.009

Neomodus-Direct 0.285 1.569 0.873 0.972

ftp-data 0.589 1.301 1.675 1.024

5020 0.091 0.898 0.639 0.292

ssh 0.326 0.460 0.373 0.180

ftp 0.616 0.325 0.398 0.292

eDonkey-2000 0.506 0.316 0.393 0.582

0 0.054 0.315 0.147 0.061

http 3.959 0.312 1.652 0.833

Gnutella 0.803 0.238 0.481 0.615
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# src AS dst AS flows octets packets

#

UONET 0 0.124 1.673 0.923

CIT NCSA-AS 0.001 1.214 0.553

SLAC DFN-WIN-AS 0.082 1.197 0.582

SLAC ITALY-AS 0.098 0.897 0.414

GEORGIA-TECH FSU-AS 0.007 0.681 0.307

ITALY-AS UPENN-CIS 0.021 0.607 0.255

CIT ARGONNE-AS 0.001 0.600 0.321

BCNET-AS MIT-GATEWAYS 0.034 0.558 0.283

UCLA UTK 0.020 0.534 0.268

UCLA NSFNETTEST14-AS 0.078 0.507 0.244

MIT-GATEWAYS GEORGIA-TECH 0.013 0.476 0.245

GEORGIA-TECH PENN-STATE 0.014 0.437 0.198

UONET UW-MILWAUKEE-AS1 0.031 0.412 0.178

UONET CONCERT 0.103 0.396 0.315

UONET NSFNETTEST14-AS 0.043 0.391 0.184

COLORADOSTATEUNI SLAC 0.005 0.356 0.147





������	�����������	

� ��
������ 
����� ���
 ����������
 ��&�
 ���
 �
�������
�����
�����
*����
��

� /�����)�&����� �� ������
 ���	� �����
����
����)��
1���
��2
/����
��� 
�

� ���� �� ����&�����
��"��� 
'��  
��'��� ��
 ���'�
� #�

� 3�
�� ���
 ��������������
 ��&� ���
 �
��
$�%������������!�����
������
�



����	��������	���������	�

� ���)��
�����
���
����������

� ����
	 �����
���"	�

���#��"
�������
���
��


	
��	��
��
	�����
���

����
���������	
���

��
����
�����
��

�����

�
%�	��
���$��
����&�

� � �����
���"	
���
��
��������
�!
	�������

������	�
���
�
��
����
��
)��"

�*	
��
�����)�


�����
��
 ��)��
��		�
������+�
������
�������

� ,���! ���
���+��
�������
�����
������	
���

��� 
���
�
��
��-
�$�������

� �
����
������
. ���
�������
�����
��
�/ ���	�



����	��������	���������� 

��������
�����

Router exporting flows.

Collector

Attacker knows router source IP and collector IP and port.

(not obvious to router operator that addressing information is only security)

Forged exports

Valid Exports

Valid Exports

Forged exports
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