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Abstract

This docunment specifies the TCP Echo and TCP Echo Reply options. It
provides a single field a TCP sender can use to store any type of
data that a TCP receiver sinply echo unnodi fied back. In contrast to
the original TCP Echo and TCP Echo Reply options defined in RFC 1072
the options specified in this docunent have slightly different
semantics and support a variable option |ength.
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include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD Li cense.

1. Introduction

Thi s docunment specifies the TCP Echo and TCP Echo Reply options. It
provides a single field a TCP sender can use to store any type of
data that a TCP receiver sinply echo unnodified back. In contrast to
the original TCP Echo and TCP Echo Reply options defined in RFC 1072
[ RFC1072] the options specified in this document have a slightly
different semantics and support a variable option |ength.

2. Term nol ogy

The key words "MJST', "MJST NOT"', "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119]. These
words only have such normative significance when in ALL CAPS, not
when in | ower case

3. The TCP Echo and TCP Echo Reply options

The general structure of TCP options is defined in [RFCO793]. The
TCP Echo option is organized as indicated in Figure 1.
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Figure 1: The TCP Echo option

The codepoi nt value of the TCP Echo 'Kind A is {ToDo: Val ue TBA}.
The value of the '"Length’ field in octets can be any val ue greater
than 1 as long as the TCP Echo option conpletely fits into TCP option
space, which nmay be extended (see [RFC0793], [I-D.ietf-tcpmtcp-edo],
[I-D. briscoe-tcpminner-space]). The optional 'Data’ field is

avail able for the TCP sender to fill with any anmount of any type of
data it wi shes to be send back by the TCP receiver in a subsequent
TCP Echo Reply option (see Figure 2). It is only be constrained in

size to an integer nunber of octets.

The TCP Echo facility is determned in both directions using a single
exchange during the 3-way handshake [RFC0793]. A TCP seeking to use

TCP Echo facility includes the TCP Echo option in the initial SYN or

SYN ACK. If the TCP receiver of that SYN or SYN ACK agrees to

Zi mrer mann, et al. Expi res January 1, 2016 [ Page 2]



I nternet-Draft TCP Echo & Echo Reply Options June 2015

support TCP Echo facility, it MJST respond with TCP Echo Reply option
(see Figure 2) in its correspondi ng segnent.

Both TCP endpoi nts MAY use the TCP Echo facility in any segnent, but
only if the TCP Echo option was received in a segnent with the SYN
bit set (i.e., SYN and SYN ACK) or the TCP Echo Reply option was
received in response to a sent TCP Echo option. In all cases an
endpoi nt MUST NOT include nore than one TCP Echo option per segnent.

A TCP sender MAY send an enpty TCP Echo option with Length=2 on the
SYN, to only indicate that it supports the TCP Echo facility. In
that case, the TCP receiver of that SYN MJUST response with and enpty
TCP Echo Reply option with Length=2 accordingly.

The TCP Echo Reply option is organized as indicated in Figure 2

0 1 2
012345678901234567890123..

e e e o e e e o Fomm e e L mem e +
[ Kind B [ Lengt h [ Dat a
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Figure 2: The TCP Echo Reply Option

A TCP receiver that does not inplenent the TCP Echo facility or
decides to not use the TCP Echo facility for this particular
connection MJUST silently ignore any TCP Echo options it receives for
this connection. |If the TCP receiver has reflected the TCP Echo
option in its SYN ACK during the 3-way handshake, it MJST reply to
any TCP Echo option received during this connection

Once enabl ed on a connection, a TCP receiver that receives a TCP Echo
option MJST return the sane bytes of the Data field in a TCP Echo
Reply option. This TCP Echo Reply option MJST returned in the next
segrment (e.g., an ACK segnent) that is sent. |If due to the del ayed
ACK al gorithm [ RFC1122] nore than one TCP Echo option is received
before a reply segnent is sent, the TCP receiver MJST choose only one
of the options to echo, ignoring the others; specifically, it MJST
choose the nost recently received TCP Echo option to echo back (i.e.
Last In, First Qut - LIFO.

4. | ANA Consi der ati ons

This specification requires IANA to allocate a value fromthe TCP
option kind nane-space agai nst the nane

"Kind A
"Kind B
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Early inplementation before the I ANA all ocation MIJST fol |l ow [ RFC6994]
and use experinental option 254 and respective Experinent |ID

OXECO01 (16 bits) for the TCP Echo option
OxECO02 (16 bits) for the TCP Echo Reply option

The Echo option defined in RFCL072 [ RFC1072] specifies different
semantics, which do not |lend thenselves for reuse. Specifically,
RFC1072 [ RFC1072] specifies to select the TCP Echo option data from
the newest segnent with the ol dest sequence nunber, while herein we
specify to return the TCP Echo option of the nost recently received
segnment, regardl ess of sequence nunbers

{ToDo: Values TBA and register themwith | ANA} then migrate to the
assigned option after allocation.}

5. Security Considerations

An impl enentation should not rely on this facility for critical TCP
mechani sns, before ensuring that the TCP Echo option data field is
refl ected back properly and unnodified. |If the TCP Echo option is
considered critical, a TCP nechani sm should have nmeans to verify the
integrity of the data contained in the TCP Echo Reply option
Additionally, a nmalicious receiver or network device may infer the
utility of the data in a TCP Echo option, and interpret it for its
pur poses. A designer using the TCP Echo facility needs to consider
this, and take appropriate neasures to prevent msuse of the data
sent.

Since TCP options are not delivered reliably, a TCP Echo or TCP Echo
Reply option may be lost or reordered at any tine, a TCP nechanisns
MUST to deal appropriately with this occurrences.

If multiple TCP nechani sns want to make use of the TCP Echo facility,
the inplenenter should accommodate for that, for exanple by encoding
the multiple inputs accordingly into the data field of the TCP Echo
option.

Sone ni ddl eboxes have been known to renove TCP options unknown to
themlike those described in this docunment (see [Hondall]). As the
TCP Echo and TCP Echo Reply option use two different option numnbers,
it is conceivable that only one or the other may get stripped froma
segnment, in one direction, resulting in an unidirectional usability
of the TCP Echo facility.
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Privacy Consi derations

Thi s docunent describes a new nmechanismto tag individual TCP
segnments. However, the TCP options described do not expose

i ndividual user’s data. |In order to better maintain the
confidentiality of data exchanged on the wire, and to address sone
aspects of security, it is NOI RECOWENDED to send easily

deci pherable data in the clear as data in the TCP Echo option

Acknow edgenent s

Al exander Zi mrer mann have received funding fromthe European Union’s
Hori zon 2020 research and innovation program 2014-2018 under grant
agreenent No. 644866 (SSICLOPS). This docunent reflects only the

aut hors’ views and the European Commission is not responsible for any
use that may be nade of the information it contains.

Ref er ences
Nor mat i ve Ref er ences

[ RFCO793] Postel, J., "Transmi ssion Control Protocol", STD 7, RFC
793, Septenber 1981

[ RFC1122] Braden, R, "Requirenents for Internet Hosts -
Conmuni cati on Layers", STD 3, RFC 1122, Cctober 1989.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119, March 1997.

[ RFC6994] Touch, J., "Shared Use of Experinental TCP Options", RFC
6994, August 2013.

I nformati ve References

[ Hondall] Honda, M, Nishida, Y., Raiciu, C, Geenhal gh, A,
Handl ey, M, and H Tokuda, "Is it still possible to
extend TCP?", Proc. of ACM Internet Measurenment Conference
(IM0) " 11, Novenber 2011

[1-D. briscoe-tcpminner-space]
Bri scoe, B., "lnner Space for TCP Options", draft-briscoe-
tcpminner-space-01 (work in progress), Cctober 2014.

[I-D.ietf-tcpmtcp-edo]
Touch, J. and W Eddy, "TCP Extended Data O fset Option",
draft-ietf-tcpmtcp-edo-01 (work in progress), Cctober
2014.

Zi mrer mann, et al. Expi res January 1, 2016 [ Page 5]



I nternet-Draft TCP Echo & Echo Reply Options June 2015

[ RFC1072] Jacobson, V. and R Braden, "TCP extensions for |ong-delay
pat hs", RFC 1072, Cctober 1988.

Aut hors’ Addr esses

Al exander Zi nmer mann
Net App, Inc.
Sonnenal | ee 1

Ki rchhei m 85551

Ger many

Phone: +49 89 900594712
Emai | : al exander. zi mer mann@et app. com

Ri chard Schef f enegger
Net App, Inc.

Am Euro Platz 2
Vienna 1120

Austria

Emai | : rs@et app. com
Bob Bri scoe

Email : ietf @obbriscoe. net
URI : htt p://bobbriscoe. net/

Zi mrer mann, et al. Expi res January 1, 2016 [ Page 6]



