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Abst ract

Thi s docunent anal yzes the comon paraneters that are essential for
deriving incentive mechanisms to pronpte peer cooperation and system
robustness in a P2P system and proposes to incorporate these pro-

i ncentive paraneters in informati on exchanges in the P2P stream ng
protocols to be specified, e.g., in the tracker protocol proposed in
[draft-gu-ppsp-tracker-protocol], and in the future in the peer
protocol to be specified.

Status of this Menp

This Internet-Draft is submtted in full confornance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Decenber 31, 2010.
Copyri ght Notice

Copyright (c) 2010 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega

Provi sions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Components extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of

Zeng Expi res Decenmber 31, 2010 [ Page 1]
I nternet-Draft Pro-incenti ve Paraneters June 2010

the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1

I nt roducti on

Lack of cooperation (free riding) is one of the key problens that
confront today's P2P systens. Wat nmakes this problemparticularly
difficult is the unique set of challenges that P2P systens pose:

| arge popul ations, high turnover, asymretry of interest, coll usion,
zero-cost identities, and traitors [ Robustlncentives].

Many incentive nechani sns have been proposed in the literature to
pronot e cooperati on and system robustness of a P2P system The goa
of this contribution however is not to choose a particular incentive
mechani smto specify in the P2P stream ng protocol, but instead is to
anal yze the comon paraneters that are essential for various

i ncentive nechani sns, and propose to incorporate these pro-incentive
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paranmeters in information exchanges in the P2P streani ng protocols.

2. Docunent Conventions

2.1. Notational Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119]

2.2. Term nol ogy
The draft uses the terns defined in [draft-gu-ppsp-tracker-protocol]
The draft al so uses sone new terns, as defined bel ow
Pi ece: equivalent to Chunk, a basic unit of partitioned stream which
is used by a peer for the purpose of storage, advertisenent and
exchange anmong peers. As the term"Piece" has been widely used in
the literature, Piece and Chunk are used interchangably in this
draft.
Unchoki ng: uploading data to a selected peer in a P2P system
Rarest First: Wen selecting which piece to start downl oadi ng next,
peers general |y downl oad pieces which the fewest of their own peers
have first

Free Ri ding: downl oadi ng data from peers without uploading any data
to peers.

Tit-for-Tat: peers exchange chunks preferentially with other peers
wi th whom t hey have successfully exchanged chunks in the past at high
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bandwi dt h

Di scount Paraneter: the weight of the next nove conpared to the
current one. It neasures the degree to which the payoff of each nove
is discounted relative to the previous nove.

Honest Piece Revel ation: peers truthfully reveal which pieces they
have.

Under - Reporting: peers not revealing sone pieces they have in order
to make profit.

3. Incentives in P2P Systens

Several works have denonstrated the Iimtations of P2P protocols in
the presence of selfish or malicious users [Robustlncentives, Free-
riding]. Rewarding peer contributions has been suggested to overcone
these limtations, e.g., in [ContributionAware, Robustlncentives]. A
wel | known example is the tit-for-tat mechani smused in BitTorrent
[BitTorrent].

3.1. Measurenent of peer contribution
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A typical metric for neasuring peer's contribution is the anmount of
upl oad a peer has contributed. For exanple, BitTorrent uses a

bil ateral nechanismcalled tit-for-tat. The amount of data a peer
woul d upl oad to anot her peer depends on how rmuch it has downl oaded
fromthat peer in the past.

Despite its pro-incentive approach, recent study [prTorrent] has
enpirically shown that BitTorrent is vulnerable to strategic
mani pul ation by its constituent peers in a swarm For example, the
Di scount Paraneter (DP) attack is an incentive threat that exploits
the core of BitTorrent cooperation - the tit-for-tat based unchoking.
The weight (or inportance) of the next nove conpared to the current
is called D scount Paraneter, because it neasures the degree to which
t he payoff of each nove is discounted relative to the previous nove.
If the DP is small, peers m ght defect and not worry about future
consequences. In BitTorrent-like file sharing systens, piece rarity
is a DP. This neans if the pieces available for downl oad to peer B
fromA are not lucrative enough (possibly because B can get them from

somewhere el se at cheaper uploads, i.e. the piece rarity of pieces
that A holds are low), then B has sufficient incentive to defect.
Def ect would nean that B will not upload to Ain the "tat" phase,

denying A one round of legitimte download. Then B will break
connection with A leaving Awth no opportunity to snub him
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Mor eover, Honest Piece Revelation and Free-Riding is beconm ng an

i ncreasing concern. As explained in [BTAuction], Honest Piece
Revel ation is not enforced in BitTorrent and peers have sufficient
incentive to stray fromtruthfulness. The results in [BTAucti on]

i ndicate that selfish BitTorrent clients can benefit from under-
reporting pieces. Under reported pieces keep getting rarer in the
swarm and therefore, the demand of peers hol ding those pieces

i ncreases due to the rarest first piece selection approach. It has
been di scovered in [prTorrent] that if a colluding group of peers are
i nvol ved in under-reporting over a considerable period to inprove
their demand in the swarm it night |ead the whole swarminto
premature starvation in which all peers have all the pieces of a
file, except a few

The findings in [prTorrent] indicate that it is the orthogona
treatment of piece rarity and unchoki ng that has encouraged strategic
mani pul ati on enabling unfair maximnzation of incentives in p2p
systens. Note that BitTorrent uses rarest first approach for piece
sel ection but not for peer selection (unchoking). The prTorrent
protocol [prTorrent] unifies a Piece Rarity factor with the

Bit Torrent Unchoking Algorithm i.e., peer selection for unchoking
not only depends on the upl oadi ng bandwi dth of the candi date peers,
but al so how val uabl e the pi eces they have upl oaded are. It is shown
how strategic formulation of the Piece Rarity parameter can optim ze
incentives in a swarm and help its constituent peers in achieving
the equilibriumfacilitating truly co-operative behavior.

The Piece Rarity factor depends on a nunber of other variabl es
neasured at the piece, peer and swarmlevels, as sumari zed bel ow.

o the global availability (in all swarms of the tracker): the high
availability of a piece outside the swarmmay result in peers
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| eavi ng the swarm

o local availability (in the target swarnm) of a piece: a rarer
downl oaded piece has nore value to the swarm

o nunber of upload slots a candi date peer has: |long termbenefit can
be expected froma peer with nore upl oadi ng potentia

o the conpletion factor (i.e., the ratio of the nunber of pieces of
the file that a peer has to total number of pieces of that file)
of the candidate peer: a peer with high conpletion factor is a
good one to nmaintain a good upl oad/ downl oad rel ation with.

o the contention in the swarm (i.e., the ratio of total nunber of
peers to total number of seeds): high contention inplies nore
strategi c val ue of a piece.
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Several studies (e.g., [Robustlncentives, |Incentives, Peer-assisted])
however have pointed out the limtations of bilateral mechanisns
(e.g., in the case of asymetry of interest), and make the case for
desi gni ng nore gl obal contribution-aware nechanisns. This is
especially an issue in real-tine streaming. Many systens that
distribute content with the hel p of P2P overlays neasure peer
contribution and incentivize participation. Peers who contribute
nore are rewarded with better perfornmance via different mechani snms
such as higher priority in the distribution overlay (e.g.,
[ContributionAware, Collusion]) or priority service through server-
assi sted downl oads (e.g., [CooperativeCD]), or discount coupons

[ CooperativeCD]). Such systens are referred to as contribution aware
peer - assi sted content distribution systens. A typical netric to
neasure peer's contribution to the swarmis again the anount of

upl oad a peer has contributed to the swarm (as opposed to individua
peers).

4. Pro-incentive Protocol Paraneters
The above anal ysis suggests that it is inportant for a p2p streani ng
protocol to support the exchange/report of necessary information
based on which a p2p streaning systemcan optim ze incentives in a
swarmto provide robust and inmproved services. Sonme of the basic
pro-incentive paraneters are |isted bel ow.

0 no_upload_slots: a peer's upload bandwi dth (i.e., number of upload
slots a peer has).

o bytes uploaded: total ampunt of data that a peer has upl oaded

o bytes _downl coaded: total anmpunt of data that has been downl oaded
froma peer

o chunk _nos: total nunber of chunks of a file that a peer has.
0 seed _nos: total nunber of seeds.
0 peer_nos: total nunber of peers.

o chunk _copies_swarm chunk availability, i.e., total nunber of
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copi es of a chunk available in the swarm

Exchanges of these paraneters between tracker and peers SHALL be
supported in the tracker protocol, e.g., through the nethods defined
in [draft-gu-ppsp-tracker-protocol]. A subset, e.g., a peer's
no_upl oad_sl ots and the chunk _nos of a file that a peer has, SHOULD

be supported in the peer protocol. Sone of these paraneters (e.g.,
Zeng Expi res Decenber 31, 2010 [ Page 6]
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no_upl oad_sl ots) may have already been specified in
[draft-gu-ppsp-tracker-protocol] for the purpose of facilitating
optim zation of the system perfornance.
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