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Abstract

Thi s docunent proposes a schenme of security policy translation (i.e.,
Security Policy Translator) in Interface to Network Security
Functions (I2NSF) Framework. Wen | 2NSF User delivers a high-1Ievel
security policy for a security service, Security Policy Translator in
Security Controller translates it into a |lowlevel security policy
for Network Security Functions (NSFs).

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nmay al so distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on January 3, 2019.
Copyright Notice

Copyright (c) 2018 I ETF Trust and the persons identified as the
docurment authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of

Yang, et al. Expi res January 3, 2019 [ Page 1]



I nternet-Draft | 2NSF Security Policy Translation July 2018

the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

Thi s docunent defines a schene of a security policy translation in
Interface to Network Security Functions (12NSF) Framework [RFC8329].

First of all, this docunent explains the necessity of a security
policy translator (shortly called policy translator) in the |I2NSF
f ramewor k.

The policy translator resides in Security Controller in the |I2NSF
framewor k and translates a high-level security policy to a | owl evel
security policy for Network Security Functions (NSFs). A high-1evel
policy is specified by I2NSF User in the |I2NSF framework and is
delivered to Security Controller via Consuner-Facing Interface
[consuner-facing-inf-dnj. A lowlevel policy is translated by Policy
Translator in Security Controller and is delivered to NSFs to execute
the rules corresponding to the I owlevel policy via NSF-Facing
Interface [nsf-facing-inf-dnj.

2. Term nol ogy

Thi s docunent uses the term nol ogy specified in [i2nsf-term nol ogy]
[ RFC8329] .

3. Necessity for Policy Transl ator
Security Controller acts as a coordi nator between | 2NSF User and
NSFs. Also, Security Controller has capability information of NSFs

that are registered via Registration Interface [registration-inf-dm
by Devel oper’s Managenent System [ RFC8329].
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As a coordinator, Security Controller needs to generate a | ow | evel
policy in the formof security rules intended by the high-Ievel
policy, which can be understood by the correspondi ng NSFs.

A high-level security policy is specified by RESTCONF/ YANG

[ RFC8040] [ RFC6020], and a |l ow | evel security policy is specified by
NETCONF/ YANG [ RFC6241] [ RFC6020] . The translation froma high-1evel
security policy to the corresponding | owlevel security policy wll
be able to rapidly elevate I2NSF in real -world deploynent. A rule in
a high-level policy can include a broad target object, such as

enpl oyees in a conpany for a security service (e.g., firewall and web
filter). Such enployees are from human resource (HR) departnent,

sof tware engi neering departnment, and advertisenent departnment. A
keyword of enpl oyee needs to be mapped to these enpl oyees from

vari ous departnments. This mapping needs to be handl ed by a policy
translator in a flexible way whil e understanding the intention of a
policy specification.

Thi s docunent proposes an approach using Automata theory for the
policy tranlation, such as determnistic finite autonmaton (DFA) and
context-free granmar. Note that Automata theory is the foundation of
programm ng | anguates and conpilers. Thus, with this approach, |2NSF
User can easily specify a high-level security policy that will be
enforced into the corresponding NSFs with a conpatible | ow 1 evel
security policy with the help of Policy Translator. Also, for easy
managnent of Policy Translator, a nodul arized translator structure is
pr oposed.

4. Design of Policy Transl ator

Commonly used security policies are created as xm files. A popul ar
way to change the format of an xm file is to use an xslt docunent.
However, the use of xslt makes it difficult to manage the policy
translator and to handle the registration of new capabilities of

NSFs. Wth the nessity for policy translator, this docunent a policy
transl ator based on Automata.

4.1. Overall Structure of Policy Translator

Figure 1 shows the overall design for Policy Translator in Security
Controller. There are three main parts for Policy Transl ator:
Extractor, Capability Converter, and Policy Generator.

Extractor is a DFA-based tool for extracting data froma high-1Ievel
policy which I 2NSF User delivered via Consuner-Facing Interface.
Dat a Converter converts the extracted data to the capabilities of
target NSFs for a lowlevel policy. Policy Generator generates a
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| ow| evel policy which will execute the NSF capabilities from

Converter.
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Figure 1. The Overall Design of Policy Transl ator
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4. 2. DFA- based Data Extractor

Figure 2 shows a design for Data Extractor in the policy translator.
If the high-level policy contains data al ong the hierarchical
structure of the standard YANG data nodel, data can be easily
extracted using the state transition machi ne, DFA.

The extracted data is processed and used by an NSF to understand it.
Extractor can be constructed by designing a DFA with the sane
hi erarchi cal structure as a YANG data nodel

Since the translator is nodularized into a DFA structure, a visua
understanding is feasible. Also, the follow ng structure of
Extractor is easy to manage. |If |2NSF User wants to nodify the data
nodel of a high-level policy, it only needs to change the connection
of the rel evant DFA node.

<tag 1> <tag 2>
S + - R S > e +
| accepter | | | | extractor 1 |
R + <------ | | < mmm - - o e - +
</tag 1> | | </tag 2>

| |

| | <tag 3>

| | ------- > S +

| | | extractor 2 |

| | < mmm - - o e - +

| mddle 1 | </tag 3>

| | :

| |

I I -

| | <tag M

| | ------- > o e - +

| | | extractor N

| | Cmmmmm Fommm e e, +

| | </tag M

e +

Figure 2: The Design of Data Extractor
4.3. Data Converter

Every NSF has its own unique capability. NSF registration is
performed through Registration Interface, and the registration
process is dedicated to Security Controller. Therefore, Security
Controller already has all information about the capabilities of the
NSFs. This neans that Security Controller can find target NSFs with
only the data of the high-level policy. Data Converter selects
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target NSFs and converts the extracted data into the capabilities of
sel ected NSFs. This elimnates the need for |2NSF User to set the
target NSFs one by one.

Context-free G anmar-based Policy Generator

The grammar that makes up the | owlevel security policy is
categorized into two types, Structure G ammar and Content G amar.
Structure G ammar is for grouping other tags into a hierarchy. A
security adm nistrator called manager constructs Structure G anmar in
the formof an expression as the follow ng equati on:

O [structure_grammr] ->
<structure_tag>[policy:1][policy:2]...[policy:n]</structure_tag>

Content Grammar is for injecting data into low | evel policies to be
generated. The manager can construct Content G anmar in the form of
an expression as follow ng equation:

o [content_grammar] -> <content_tag>[content_ data] </content_tag>
o [content _data] -> data:1 | data:2 | ... | data:n

0 [content_grammar] -> [content_granmmar][content_granmmr] (Wen
duplication is allowed)

Features of Policy Transl ator Design

First, by showing the visualized translator structure, the nmanager
can handl e various policy changes. Translator can be shown by

vi sual i zi ng DFA and Context-free G ammar so that the manager can
easi |y understand the structure of Policy Translator.

Second, if 12NSF User only keeps the hierarchy of the data nodel,

| 2NSF User can freely create high-level policies. In the case of
DFA, data extraction can be perfornmed in the same way even if the
order of input is changed. The design of the policy translator is
nore flexible than the existing nmethod that works by keeping the tag
"s position and order exactly.

Third, the structure of Policy Translator can be updated even while
Policy Translator is operating. Because Policy Translator is
nodul ari zed, the translator can adapt to changes in the NSF
capability while the I2NSF framework is running. The function of
changing the translator’s structure can be provided through

Regi stration Interface.
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