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Abstract

Xu,

This nmeno presents an extension to the Miultipath Transm ssion Contro

Protocol (MPTCP) that allows MPTCP endpoints in which case both
sender side and receiver side support this function to provide
partially reliable data transm ssion service to the upper |ayer

applications. In order to achieve the above goal, this nenp extents
MPTCP by addi ng two new subtypes which are expressed as "PR _CAPABLE"
and "ACK_NOTI FY" and the correspondi ng processes are al so i ntroduced.
The extension can provide the backward-conpatibility with MPTCP if

the new features are not avail abl e.
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1. Introduction

PR- MPTCP i s the extension of MPTCP which can provide partially
reliable services when both sender side and receiver side support
this function. It can nmeet the requirenents of real tinme transport
servi ces, such as stream ng nedi a.

1.1. Motivation

As an extension of traditional TCP for nultipath operation with
mul ti pl e addresses, Multipath Transm ssion Control Protocol (MPTCP)
provides a reliable and in-order delivery service to the upper |ayer
applications. However, with the devel opnent of internet, nore and
nore applications seek for the nechani snms which can transport data
with different reliability level in different ways. This nmeno
intends to fill the gap with the extension of MPTCP.

1.2. Overview of PR-MPTCP

This denp mainly describes the follow ng two changes to MPTCP to
provide the partial reliable function:

1. The negotiation of partial reliability function in the
initialization phase.

2. The mai ntai ning of partial reliable processing, including
sender side and receiver side cooperation.

2. Conventions
The key words "MJST", "MJUST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. New Options
Simlar with the manner MPTCP enhances TCP functionality, PR-MPTCP
extends MPTCP by utilizing the TCP Options field and by defining new

options. Two new subtype MPTCP options are introduced, naned
"PR_CAPABLE" and "ACK NOTI FY", which are described next.
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3. 1.

Xu,

PR_CAPABLE Opti on

Before transmtting any data, the communicating endpoi nts exchange
information to negotiate supported functions, including the parti al
reliability function. This function can be used only if both
communi cating sides are partial reliability capable. In order to
negoti ate the availability of the partially reliable nmechani sm
during connection establishnment, we define a new subtype of MPTCP
option nanmed PR _CAPABLE. This subtype extends the MP_CAPABLE option
fields described in MPTCP by appendi ng partial reliability
paraneters setting information to the end of the MP_CAPABLE option
dat a.

The detailed format of PR _CAPABLE option is as foll ows:

1 2 3
01234567890123456789012345678901
R e e a - IS S R R +
| Ki nd | Length | Subt ype| Version| Al B|C| D E|F|GH
e e e e o S Fom e - - Fom e e o +

| Option Sender's Key (64 bits) |

| Option Receiver's Key (64 bits) |
| (if option Length == 24) |
Fo o e e o m e e e +

The new fields include two flags P and T and Threshold, which w Il
be described next. Naturally the value in the Length field of the
PR- MPTCP header will also be larger with 4 than that in the simlar
MPTCP header.

P. 1 bit

This flag bit indicates whether the sender wi shes to use the
packet - based partial reliability transm ssion or not. By setting P
to 1, the sender requests the receiver to enabl e packet-based
partial reliability transmission. If P equals 0, the receiver
performs no action and classic MPTCP transm ssion takes place by
defaul t.

T: 1 bit

et al Expi res Cctober 3, 2015 [ Page 4]



| nt

ernet-Draft MPTCP Partial Reliability Extension April 2015

This flag bit indicates whether the sender wi shes to use the tine-
based partial reliability transm ssion. By setting T to 1, the
sender requests the receiver to enable tine-based partia
reliability transm ssion. If T equals 0, classic MPTCP transni ssion
t akes place by default.

Threshol d: 16 bits

The neaning of the value in this field depends on the value of flag
Pand T. If Pflag is set to 1, the value in this field is used as
t he maxi mum nunber of transm ssion attenpts for each packet. If T
flag is set to 1, the value in this field is used as the naxi mum
del ay of transm ssion for each packet, expressed in mlliseconds.

3.2. ACK_NOTI FY Option

Xu,

The detailed format of ACK _NOTIFY option is as follows:

1 2 3
01234567890123456789012345678901
o e e e e oo o o m e e e e e e o - e SRS, o m e e e e oo +
| Ki nd | Length | Subt ype| | Num of Subf | ows|
SRS e e e oo - S Fomm o - - - SRS +
| Subfl ow 1 Advanced ACK |
o +
| Subfl ow 2 Advanced ACK |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmemaa +
\ . /
/ . \
T +

| Subfl ow N Advanced ACK

SR e e e e ok e e e ok e e oo +
| Subflow 1 ID | Subflow 2 ID | | Subflow N ID |
o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eme e +

When t he sender identifies a packet exceeding its maxi mum nunber of
retransm ssion attenpts or its delay limt as set by the Threshol d,
the packet is not transmtted anynore. The sender has to informthe
receiver of the not-transnmitted packet's sequence nunber, so it wll
not wait for its arrival anynore. This is perfornmed by sending a
forced acknow edgenent with the next data packet with a new option
ACK_NOTIFY in it. Upon receiving this information, the receiver
updates its | ocal ACK point and then sends a new ACK as response.
When receiving this ACK packet indicating the new ACK point by
passing the not-transmtted packet, the sender rel eases this packet
fromthe sender buffer just Iike when it is received successfully.
Thi s process can involve nore than one packet on nultiple subflows.
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4.

Num of Subflows: 8 bits

This field indicates that how nany subfl ows need to send advanced
ACK notifications.

Subfl ow # Advanced ACK: 32 bits

This field indicates the sequence nunber of the packet to be
forced acknow edged in subflow #. If nore than one data packets need
to be forced acknow edged in the same subflow, only the |argest
sequence nunber will be indicated in this field.

Subflow # ID: 8 bits

The address I D of the destination to which the notification should
be sent.

If a single option can't contain all forward ACK i nformation for al
subfl ows due to the Iimtation of the TCP option size, you SHOULD
wait for another chance to send these forward information.

PR- MPTCP Wor kf | ow

4.1. Connection Initialization

Xu,

The PR-MPTCP communi cation initiator sends PR _CAPABLE option instead
of sending the MP_CAPABLE option, as in the classic MPTCP connection
initialization case. If the other side is not partial reliability
capabl e, but supports MPTCP, the connection initialization wll
follow the regul ar MPTCP connection establishment process. If the

ot her side is not MPTCP capabl e, TCP connection establishnment wll
be perforned instead.

At the beginning, the initiator SHOULD add the PR _CAPABLE option
into the SYN request packet to declare that it is PR-MPTCP capabl e.

Upon recei pt of a SYN that contai ns PR _CAPABLE option, the receiver
SHOULD send a SYN ACK cont ai ning PR_CAPABLE, if it is PR-MPTCP

capabl e; or ignore the PR CAPABLE option in the SYN and continue to
act as MPTCP does, if it is not PR MPTCP capabl e but MPTCP capabl e.

If a connection initiator which is PR-MPTCP capabl e recei ved a

SYN ACK cont ai ni ng PR_CAPABLE option, the transm ssion will adopt
the partially reliable approach. Gherwise, if the received SYN ACK
does not contain PR _CAPABLE option (maybe the other side is not PR-
MPTCP capabl e or the PR _CAPABLE option is stripped off by the mddle
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box) but a MP_CAPABLE option contained, the connection will fall
back to MPTCP connection, or TCP connection will be used.

The ot her process such as exchange of address information are the
same wWith the operation nentioned in [ RFC6824].

4.2. Process of Forced Acknow edged Packets

In the inplenmentation of partially reliable transm ssion, the sender
gives up the retransmi ssion of over-limted packets to ensure the
requi rements of sonme upper |ayer applications.

4.2.1. Sender Side |Inplenentation

Apart fromthe standard processing in MPTCP, in order to achieve the
partial reliability goal, the follow ng extra actions MJST be taken:

1) The sender nmintains a mandatory acknow edgnent points
(Advanced ACK Point) for each subflow and MJST update it when
the judgnment sub-processes determne to advance the cumnul ative
ACK point, this nmeans that all data with sequence nunbers |ess
than the Cunul ative ACK Point is regarded as having been ACKed;

2) Wien receiving a SACK, the sender side firstly processes the
SACK as MPTCP does, nanely updates the Cunul ati ve ACK Poi nt;

3) Then the judgnment sub-processes SHOULD conpare the cunul ative
ACK wi th Advanced ACK Point. |If Advanced ACK Point is |ess than
the curul ative ACK, then update Advanced ACK Point to be equa
to the cunul ative ACK

4) After processing SACK, the sender SHOULD try to advance the
Advanced ACK Point for each subflow, if Advanced ACK Point is
greater than the cunul ati ve ACK, the judgnent sub-processes
SHOULD i nformthe receiver of updating its |local cunulative ACK
Poi nt by sending a packet wi th ACK NOTIFY option;

5) After sending a packet with ACK NOTIFY option, the sender MJST
be sure that at least a RTX tinmer is running, if the tinmer
ti meout occurs, the packet with the ACK NOTIFY option will be
retransmtted

The default policy to send ACK NOTIFY option in this docunent is

bundling the notification of each subflow in one TCP option space as
|l ong as the total size of the option would not exceed the limtation
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of the TCP option size, in addition, the total size of the packet
SHOULD NOT exceed the MIU.

4.2.2. Receiver Side Inplenentation

Xu,

When receiving a packet with an ACK NOTI FY option, the receiver
conpares the local Cunulative ACK Point with the notified ACK
contained in ACK NOTIFY option for the correspondi ng subfl ow, and
rel eases the forced acknow edged packets fromthe receiver buffer.

When t he forced acknow edged packets arrive at the receiver side,
t hese packets SHOULD be treated as duplicate packets, and the
recei ver processes then as MPTCP does, (i.e. drop).

| npact on Congestion Control Al gorithm

When a packet is forcedly acknow edged, it SHOULD be treated as |oss
and trigger the congestion control algorithnms. |If nore than one
packets are forcedly acknow edged, the congestion w ndow adj ust ment
SHOULD be triggered only once in a short specified duration, such as
a RTT.

Security Considerations

Thi s nmeno devel ops no new security scheme for MPTCP. PR-MPTCP share
the same security issues discussed in [ RFC6824] with MPTCP.

| ANA Consi der ati ons

------- T
Val ue | Synbol | Nane | Ref er ence |
------- T T T L TS pppp
Oxa | PR_CAPABLE | Mul ti path Parti al | Thi s |

| | Reliability Capable | docunent ,
| | | Section 3.1 |
Oxb | ACK NOTIFY | Acknow edgenent | Thi s |
| | Noti fication | docunent , |
| | | Section 3.2 |
------- T T T I Tyt

Table 1: MPTCP Option Subtypes

The 4-bit MPTCP subtype sub-registry ("MPTCP Option Subtypes" under
the "Transm ssion Control Protocol (TCP) Parameters" registry) was
defined in [RFC6824]. This docunent defines two additional subtype
(PR_MPCABLE and ACK _NOTIFY). The updates are listed in the above
tabl e.
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