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Abstract

Thi s docunent specifies the use of identity as a raw public key in
Transport Layer Security (TLS) and Datagram Transport Layer Security
(DTLS). The TLS protocol procedures are kept unchanged, but
signature algorithnms are extended to support Identity-based signature
(IBS). A few ldentity-based signature algorithnms fromdifferent
standard organi zations are supported in the current version.
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1. | nt roducti on

DI SCLAIMER This is a personal draft and a limted security analysis
IS provided.

Traditionally, TLS client and server exchange public keys endorsed by
PKIX [PKIX] certificates. It is considered conplicated and may cause
security weaknesses with the use of PKIX certificates
[Defeating-SSL]. To sinplify certificates exchange, using RAW public
key with TLS/ DTLS has been specified in [RFC 7250] and has been
included in the TLS 1.3 [RFC 8446]. Instead of transmtting a ful
certificate or a certificate chain in the TLS nessages, only public
keys are exchanged between client and server. However, using RAW
public key requires out-of-band nechanisns to verify the purported
public key to the clained entity.

Recently, 3GPP has adopted the EAP authentication framework for 5G
and EAP-TLS is considered as one of the candi date authentication

nmet hods for private networks, especially for networks with a | arge
nunber of |oT devices [TS33.501]. For 10T networks, EAP-TLS with RAW
public key is particularly attractive, but binding identities with
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public keys m ght be challenging. The cost to maintain a |large table
for identity and public key mapping at server side incurs additional
cost, e.g. devices have to pre-register to the server.

To sinplify the binding between the public key and the entity, a
better way could be using ldentity-Based Cryptography(l1BC), such as
ECCSI public key specified in [ RFC 6507], for authentication.
Different fromX 509 certificates and exi sting raw public keys, a
public key in IBC takes the formof the entity's identity. This
elimnates the necessity of binding between a public key and the
entity presenting the public key.

The concept of IBC was first proposed by Adi Shamr in 1984. As a
speci al class of public key cryptography, IBC uses a user’s identity
as public key, avoiding the hassle of public key certification in
public key cryptosystens. |BC broadly includes IBE (Identity-based
Encryption) and IBS (ldentity-based Signature). For an |IBC systemto
work, there exists a trusted third party, private key generator

(PKG, which is responsible for issuing private keys to the users. A
PKG has in possession a pair of Master Public Key and Master Secret
Key; a private key is generated based on the user’s identity by using
the Master Secret key, while the Master Public key is used together
wWth the user’s identities for encryption (in case of |BE) and
signature verification (in case of IBS). Another nane of PKG is Key
Managenent System (KMS), which is also used in sonme IBC system In
this docunment, the terns of PKG and KMS are interchangeabl e.

A nunber of IBE and |IBS al gorithns have been standardi zed by

di fferent standardization bodies, such as |ETF, I|EEE, 1SO etc. For
exanpl e, |1 ETF has specified several RFCs such as [RFC 5091], [RFC
6507] and [ RFC6508] for both IBE and IBS algorithns. |SO and | EEE
al so have a few standards on IBC al gorithms, such as IBS1, |BS2, and
Chi nesel BS [1 SO_| EC- I BS] .

RFC 7250 has specified the use of raw public key with TLS/ DTLS
handshake. However, supporting of IBS algorithns has not been
included therein. Since IBS algorithns elimnate the binding between
public keys and identities, this further sinplifies the using of raw
public key with TLS. Therefore, in this docunent, an anmendnent is
added for supporting IBS algorithnms when using raw public key.

Wth IBS algorithns, a PKG generates private keys for entities based
on identities fromrequestors. d obal paraneters such as PKG s
Master Public Key (MPK) are provisioned to both client and server.
These paraneters are not user specific, but PKG specific.

For a client, PKG specific paraneters can be provisioned at the tine
PKG provisions the private key to the client. For the server, howto
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get the PKG specific paraneters provisioned is out of the scope of
this docunent, and it is deploynent dependent.

The docunent is organized as follows: Section 3 defines the data
structure required when identity is used as raw public key.

Section 4 defines the cipher suites required to support IBS algorithm
over TLS/ DTLS. Section 5 explains how client and server authenticate
each other when using identity as raw public key. Section 6 gives
exanples for using identity as raw public key over TLS/ DTLS handshake
procedure. Section 7 discusses the security considerations.

2. Terns

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTI ONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB8174] when, and only when, they appear in al
capitals.

3. Extension of RAWPublic Key to |IBC based Public Key

To support the negotiation of using raw public between client and
server, a new certificate structure is defined in RFC 7250. It is
used by the client and server in the hello nessages to indicate the
types of certificates supported by each side.

When RawPubl i cKey type is selected for authentication, a data
structure, subjectPublicKeylnfo, is used to carry the raw public key
and its cryptographic algorithm Wthin the subjectPublicKeylnfo
structure, two fields, algorithm and subjectPublicKey, are defined.
The algorithmis a data structure that specifies the cryptographic

al gorithmused with raw public key, which is represented by an object
Identifiers (OD); and the paraneters field provides necessary
paraneters associated with the algorithm The subjectPublicKey field
within the subjectPublicKeylnfo carries the raw public itself.

subj ect Publ i cKeylnfo ::= SEQUENCE {
al gorithm Al gorithm dentifier,
subj ect Publ i cKey BI T STRI NG
}
Al gorithm dentifier ©:= SEQUENCE {
al gorithm OBJECT | DENTI FI ER
par anet ers ANY DEFI NED BY al gorit hm OPTI ONAL
}

Figure 1. SubjectPublicKeylnfo ASN.1 Structure
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Wth IBS algorithm identity is used as the raw public key, which can
be converted to an BIT string and put into the subjectPublicKey
field. The algorithmfield in Algorithm dentifier structure is the
object identifier of the IBS algorithmused. Specifically, for the
ECCSI signature algorithmsupported in this draft, the OBJECT

| DENTI FIER is described with follow ng data structure:

sa- eccsi Wt hSHA256 SI GNATURE- ALGORI THM : : = {
| DENTI FI ER i d- al g- eccsi -w t h-sha256
VALUE ECCSI - Si g- Val ue PARAMS TYPE NULL ARE absent
HASHES { nda- sha256 }
SM ME- CAPS { | DENTI FI ED BY i d-al g-eccsi-w th-sha256 }

Figure 2: ECCSI Signature Algorithm ANSI.1 Structure

Beside OD, it is necessary to tell the peer the set of gl oba
paraneters used by the signer. The information can be carried in the
payl oad of the paraneters field in Algorithmdentifier. On the other
hand, when IBS algorithmis used for authentication, normally the

gl obal paranmeters in use are known to client and server, hence,
instead of transmtting a full set of PKG public paraneters, a hash
value of themis transmtted, which is put in the paraneters field of
Al gorithm dentifier data structure.

The data structure used to carry the hash val ue of public paraneters
is defined as foll ows:

| BSPubl i cPar anet er sHash :

= SEQUENCE {
HASHES { nda- sha256 }
}

Figure 3. I1BS dobal Paranmeters Hash ANSI.1 Structure
The hash val ue of the gl obal paraneters is generated by taking in the
DER encoded PKG public paraneters of each individual |BS algorithns
as input. The data structure for each IBS algorithnms supported in
this draft are defined in the foll ow ng.

For the ECCSI IBS signature algorithns, its PKG public paraneters is
specified in followng Figure :
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ECCSI Publ i cParaneters ::= SEQUENCE {
version I NTECER { v2(2) },
curve OBJECT | DENTI FI ER,

hashf cn OBJECT | DENTI FI ER,
poi nt P FpPO NT,
poi nt Ppub FpPO NT

}

FpPoi nt ::= SEQUENCE ({
X | NTEGER,
y | NTEGER

}

Figure 4: ECCSI d obal Paranmeters ANSI.1 Structure

The structure to carry the 1SO1BS1/1SO |1 BS2 PKG public paraneters
are the sane and is specified in followi ng Figure :

| SO BSPubl i cParaneters ::= SEQUENCE {
ver si on | NTEGER { v3(3) },
curve OBJECT | DENTI FI ER,

hashf cn OBJECT | DENTI FI ER,
pai ring PAI RI NG OPTI ONAL,
p | NTEGER OPTI ONAL,
q | NTEGER OPTI ONAL,
poi nt P FpPoi nt,

poi nt Ppub FpPoi nt

}
PAI RI NG : : = ENUMERATED{
weil (1) --Weil pairing
tate (2) --Tate pairing
optimal Ate (3) --Optimal Ate pairing
}

Figure 5. 1SO1BS1/1BS2 d obal Paraneters ANSI.1 Structure

The structure to carry the 1 SO SWMO PKG public paraneters is specified
in follow ng Figure :

Wang, et al. Expires April 12, 2021 [ Page 6]



| nt er net - Draf t

TLS- RAW Publ i c- Key- | BC

Cct ober 2020

SMBPubl i cParaneters ::= SEQUENCE {
version I NTECER { v3(3) },
curve OBJECT | DENTI FI ER,
hashf cn OBJECT | DENTI FI ER,
pairing PAI RI NG OPTI ONAL,
p | NTEGER OPTI ONAL,
q | NTEGER OPTI ONAL,
poi nt P2 FpxPoi nt,
poi nt P2pub FpxPoi nt,

\Y FpxEl enment

}

FpxPoi nt ::= CHO CE{

f pPoi nt FpPoi nt,
fp2Point [2] EXPLICIT Fp2Poi nt,

}

Fp2Poi nt :: = SEQUENCE{

X Fp2El enent,
y Fp2El enent

}

Fp2El enent ::= SEQUENCE{
a | NTEGER,

b | NTEGER

}

FpxEl enent ::= CHO CE{
fp2El emt  Fp2El enent,

f pl2El ent Fpl2El enent,

}

Fpl2El ement ::= SEQUENCE{
a Fp6El enment,

b Fp6El enent
}
Fp6El ement :: = SEQUENCE{
a Fp2El enment,
b Fp2El enent,
c Fp2El enent

}

Figure 6: |1SO Chi nesel BS d obal

For ECCSI Publ i cParaneters data structure,

6507 and poi nt Ppub shall be KPAK in
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| SO BSPubl i cParaneters data structure, pointP and pointPpub shall be
the sane as defined in RFC 5091, and the pairing field shall be weil
(1) or tate (2). The pairing field in SVMBPublicParaneters shoul d be
optimal Ate (3) and the choice of v should be determ ned by the curve
identifier. For exanple, for supersingular curves [RFC 5901], v
shall be of type Fp2El enent and for BN curves or BLS12-curves

[ FST10], v shall be of type Fpl2El enent.

To support |IBS al gorithmover TLS protocol, a data structure for
si gnature val ue need to be defi ned.

Data structure for ECCSI is defined as foll ows(based RFC 6507):

ECCSI - Si g- Val ue :: = SEQUENCE ({
r | NTEGER,
s | NTEGER,

PVT OCTET STRI NG

Figure 7. ECCSI Signature Value ANSI.1 Structure

where PVT (as defined in RFC 6507) is encoded as 0x04 || x-coordinate
of [v]G || y-coordinate of [V]G

Data structure for SO 1BS1 is defined as foll ows:
| SO | BS1- Si g- Val ue :: = SEQUENCE ({
r | NTEGER,
s ECPoi nt
Figure 8 1SOIBS1 Signature Value ANSI.1 Structure
Data structure for SO 1BS2 is defined as follows:
| SO | BS2- Si g- Val ue :: = SEQUENCE ({
r | NTEGER,
s ECPoi nt
Figure 9: 1SO1BS2 Signature Value ANSI.1 Structure

Data structure for |ISO ChineselBS (SMB) is defined as foll ows:
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SMB- Si g- Val ue :: = SEQUENCE ({
r | NTEGER,
s ECPoi nt

}

Fi gure 10: | SO Chinesel BS Signature Value ANSI.1 Structure
The definition of ECPoint can be found in section 2.2 of RFC 5480.

To use a signature algorithmwith TLS, O D for the signature

al gorithm need be provided. For ECCSI algorithm an O D has been
assigned by 1ANA recently. The follow ng table shows the basic

i nformati on needed for the ECCSI signature algorithmto be used for
TLS.

o o e e m o +
| Key Type | Docunent | ab |
T Ry . +
| 1SOIEC 14888-3 IBS-1 | | SO'| EC | 1.0.14888.3.0.7 |
| | 14888-3: IBS-1 | |
| | mechani sm | |
o o e e m o +
| 1SOIEC 14888-3 I BS-2 | | SO'| EC | 1.0.14888.3.0.8 |
| | 14888-3: 1BS-2 | |
| | mechani sm | |
oo e S oo +
| | SO | EC 14888-3 | I SO'| EC | 1.2.156.10197.1.302.1 |
| Chi nesel BS( SMD) | 14888- 3: | |
| | Chi nesel BS | |
| | mechani sm | |
U U S O U +
Elliptic Curve-Based Section 5.2 in | 1.3.6.1.5.5.7.6.29

Identitiy-based

| | |
| Si gnat ur el ess For | RFC 6507 | |
| | |
| Encryption (ECCSI) | |

Table 1: Algorithm Cbject Identifiers
4. New Signature Algorithnms for |IBS

To using identity as raw public key, new signature algorithns
corresponding to the IBS need to be defined. Wth TLS 1.3, the val ue
for signature algorithmis defined in the SignatureSchene. This
docunent specifies how to support IBS algorithm As a result, the

Si ghat ur eSchene data structure has to be anmended by including the
presented | BS al gorithns.
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enum {

/* 1 BS ECCSI signature algorithm*/
eccsi _sha256 (0x0704),

i so_ibsl (0x0705),

i so_i bs2 (0x0706),

i so_chi nese_i bs (0x0707),

/* Reserved Code Points */
private use (OxFEO0O..OxFFFF),
( OXFFFF)

} Signat ureSchene;

Figure 11: Include IBS in KeyExchangeAl gorithm
Note: The signature algorithm of eccsi_sha256 is defined in RFC6507.
Note: Other |IBS signature algorithnms can be added in the future.
5. ldentity Format and Key Revocati on

Wth the raw public schene proposed in TLS 1.3 [RFC 8446], the server
mai ntains a whitelist to bind raw public key and identity. Wen a
raw public key is revoked, then the server renoves the binding record
fromthe whitelist. On the other hand, when using IBS algorithns, it
is not necessary to naintain a whitelist at the server’s side.
Instead, the server can sinply maintain a blacklist, which is nuch
shorter than the whitelist. However, if we sinply use the identifier
as a raw public key, the revocation |ist may keep on increasing with
the tinme going on. Hence, to prevent the revocation list from

i ncreasing continuously, it is recommended to include a tinestanp for

the automatic expiration of key material. Wth the tinestanp
included in the identifier, i.e. the raw public key, server can
renove the revoked raw public key fromthe revocation list when it is
expi red.

Based on the above analysis, it is necessary to include an expiration
time in the identifiers for the purpose of public key nanagenent.
Therefore, in this draft, we recommend both client and server take
followng format for the identifiers used for TLS session setup:

Wang, et al. Expires April 12, 2021 [ Page 10]



I nternet-Draft TLS- RAW Publ i c- Key- | BC Cct ober 2020

Identifier ::= SEQUENCE {
version | NTEGER {v1 (1)},
identity String,
expi ration UTCTi ne

Figure 12: ldentifier Format ANSI.1 Structure

Both the client and server should check the validity of the
expiration field of the raw public key before verify the signature.
If the expiration tinme is invalid, the client or the server should
abort the handshake procedure.

The identities of client or server shall be unique within the domain
managed by one PKG There are nmany different identities domai ns such
as emai| address, tel ephone nunmber, Network Access ldentifier (NAl),

I nternational Mobile Subscriber Identity (IMSI) etc. It is upto
network operators’ choice to determ ne which nane domain the device
and server take.

6. TLS dient and Server Handshake Behavi or

When RAW public is used with IBS for TLS, signature and hash
al gorithns are negotiated during the handshake.

The handshake between the TLS client and server follows the
procedures defined in [ RFC 8446], but with the support of the new
signature algorithns specific to the IBS algorithns. The high-Ievel
nmessage exchange in the followi ng figure shows the TLS handshake
using raw public keys, where the client _certificate_type and
server_certificate_type extensions added to the client and server
hel | o messages (see Section 4 of [RFC 7250]).
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client_hello,

+key_share

+si gnature_al gorithns

client _certificate_type,
server _certificate_type ->

<- server_hello,
+ key_share
{ Encr ypt yedExt ensi ons}
{client _certificate_ type}
{server _certificate_type}
{Certificate}
{CertificateVerify}
{CertificateRequest}
{ Fi ni shed}
[ Appl i caiton Dat a]
{Certificate}
{CertificateVerify}
{Finished} = -------- >
[Application Data} <------- > [Application Data]

Figure 13: Basic Raw Public Key TLS Exchange

The client hello nessage tells the server the types of certificate or
raw public key supported by the client, and also the certificate
types that the client expects to receive fromthe server. Wen raw
public with IBS algorithmfromthe server is supported by the client,
the client includes desired IBS signature algorithmin the client
hel | o nessage based on the order of client preference.

After receiving the client hello nessage, the server determnes the
client and server certificate types for handshakes. Wen the
selected certificate type is RAWpublic key and IBS is the chosen
signhature algorithm the server uses the SubjectPublicKeylnfo
structure to carry the raw public key, OD for IBS al gorithm and
public paraneters or the hash value of public paraneters. Assum ng
that ECCSI is selected, the ECCSI PublicParaneters data structure is
used to carry global public paranmeters. Wth this information, the
client knows the signature algorithmand the public paraneters that
shoul d be used to verify the signature. The signature value is in
the CertificateVerify nessage and the format of signature value is
specified by the selected IBS algorithm The data structures for PKG
public paraneters and signature val ues have been specified in the
previ ous section of this docunent.

When the sever specifies that RAWpublic key should be used by the

client to authenticate with the server, the client _certificate type
in the server hello is set to RawPublicKey. Besides that, the server
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al so sends Certificate Request, indicating that client should use
sonme specific signature and hash algorithns. Wen IBS is chosen as
signature algorithm the server need to indicate the required IBS
signature algorithns in the signature_al gorithmextension within the
CertificateRequest.

After receiving the server hello, the client checks the
CertificateRequest for signature algorithns. |If the client wants to
use an IBS algorithmfor signature, then the signature algorithmit
intended to use nust be in the |ist of supported signature algorithns
specified by the server. Assune the IBS algorithm supported by the
client isin the list, then the client responds with the |IBS
signature al gorithmand PKG i nformati on wi th Subject PublicKeylnfo
structure in the certificate structure and provide signatures in the
certificate verify nmessage. The format of signature in the
CertificateVerify nessage should be specified by each individual
signature al gorithm

The server verifies the signature based on the chosen IBS al gorithm
and the rel evant PKG paraneters specified by the client.

7. Exanpl es

In the foll ow ng, exanpl es of handshake exchange using IBS al gorithm
under RawPublicKey are illustrated.

7.1. TLS dient and Server Use IBS algorithm

In this exanple, both the TLS client and server use ECCSI for

aut hentication, and they are restricted in that they can only process
ECCSI signature algorithm As a result, the TLS client sets both the
server_certificate_type and the client _certificate type extensions to
be raw public key; in addition, the client sets the signature
algorithmin the client hello nmessage to be eccsi _sha256.

When the TLS server receives the client hello, it processes the
message. Since it has an ECCSI raw public key fromthe PKG it
indicates in (2) that it agrees to use ECCSI and provi des an ECCSI
key by placing the SubjectPublicKeylnfo structure into the
Certificate payload back to the client (3), including the OD, the
identity of the server, ServerlD, which is the public key of the
server al so, and the hash val ue of PKG public paraneters. The
client _certificate_type in (4) indicates that the TLS server accepts
raw public key. The TLS server demands client authentication, and
therefore includes a certificate_request(5), which requires the
client to use eccsi_sha256 for signature. A signature val ue based on
the eccsi _sha256 algorithmis carried in the CertificateVerify (6).
The client, which has an ECCSI key, returns its ECCSI public key in
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the Certificate payload to the server (7), which includes an QD for
t he ECCSI signature algorithm the PK@nfo for KMS paraneters, and
identity of the client, CientlD which is the public key of client
al so. The client also includes a signature val ue, ECCSI-Si g-Val ue,
inthe CertificateVerify (8) nessage.

When client/server receives PKG public paraneters from peer, it
shoul d deci de whet her these paraneters are acceptable or not. An
exanpl e way to make decision is that a whitelist of acceptable PKG
public paraneters are stored locally at client/server. They can
sinply nmake a deci sion based on the white list stored |locally.

client_hello,
+key_share /1(1)
signature_al gorithm = (eccsi_sha256) /1(1)
client _certificate_type=(RawPublicKey) //(1)
server _certificate_type=(RawPublicKey) //(1)
->
<- server_hell o,
+ key_share
{ server_certificate_type = RawPublicKey} //(2)
{certificate=((1.3.6.1.5.5.7.6.29, hash
val ue of ECCSI Publ i cParaneters),
serverl D)} [1(3)
{client _certificate_type = RawPubl i cKey 11(4)
{certificate_request = (eccsi_sha256)} /1(5)
{CertificateVerify = {ECCSI-Si g- Val ue} /1(6)
{ Fi ni shaed}

{Certificate=(
(1.3.6.1.5.5.7.6. 29,
hash val ue of ECCSI Publ i cParaneters),

CientlD)} 11(7)
{CertificatVerify = (ECCSI-Si g-Value)} //(8)
{Fi ni shed }

[Applicateion Data] ---->

[Application Data] <---> [ Application Dat a]
Figure 14: Basic Raw Public Key TLS Exchange
7.2. Conbined Usage of Raw Public Keys and X 509 Certificates
Thi s exanpl e conbi nes the uses of an ECCSI key and an X 509
certificate. The TLS client uses an ECCSI key for client

aut henti cation, and the TLS server provides an X 509 certificate for
server authentication.
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The exchange starts with the client indicating its ability to process
a raw public key, or an X. 509 certificate, if provided by the server.
It prefers a raw public key with ECCSI signature al gorithm since
eccsi _sha256 precedes the ecdsa_secp256r1l sha256. Furthernore, the
client indicates that it has a ECCSI - based raw public key for client-
side authentication. The client also indicates that it supports the
server using either ECCSI or ecdsa_secp256rl sha256 for the
certificate signature. This further indicates that the server can
use ecdsa_secp256rl1l sha256 to sign the message.

Wth the received client_hello, the server chooses to provide its

X. 509 certificate in (3) and indicates that choice in (2). For
client authentication, the server indicates in (4) that it has
selected the raw public key format and requests an ECCSI certificate
fromthe client in (4) and (5). The TLS client provides an ECSSI
certificate in (6) and signature value after receiving and processi ng
the TLS server hell o nessage.

client_hello,

+key_share

signature_al gorithnms =(eccsi_sha256,
ecdsa_secp256r1 _sha256) /1(1)

signature_algorithms_cert = (

eccsi _sha256, ecdsa_secp256r1l sha256) //(1)

{client _certificate_type=

( RawPubl i cKey) } /1(1)

{server _certificate_type=

(RawPubl i cKey, X. 509) /1(1)
->

<- server_hello,
+key_share
{server _certificate_type=X 509} 11(2)
{Certificate = (x.509 certificate)} /1(3)
{client _certificate type = (RawPublicKey)}//(4)
{CertificateRequest} = (eccsi_sha256)} [1(5)
{CertificateVerify}
{ Fi ni shed}
certificate=(
(1.3.6.1.5.5.7.6. 29,
ECCSI Publ i cPar anet ers),
ClientlD), 11(6)
{CertificatVerify =
( ECCSI - Si g- Val ue) } 11(7)
{ Finished }
[Applicateion Data] ---->
[ Application Data] <---> [Application Data]

Fi gure 15: Basic Raw Public Key TLS Exchange
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Handshake for other IBS algorithnms can be conpleted simlarly by
including different data structures for public paraneters and
signature val ues respectively.

8. Security Considerations

Usi ng | BS-based raw public key in TLS/ DTLS does not change the
nmessage flows of TLS, hence, for the nost part, the security

consi derations involved in using the Transport Layer Security
protocol with raw public key also apply here. The additional
security of the resulting protocol rests on the security of the used
I BS al gorithmns.

I BS signature al gorithm has been standardi zed for ten years and has
been adopted in real applications. However, we would like to point
out the differences between |IBS signature algorithmand the existing
raw public key based algorithnms: the private key of |BS used for
signature generation is generated by the PKG centre, while the
private key for the existing raw public key algorithnms can be
generated locally. Therefore, |IBS nmechanismmay face a security risk
of private key disclosure due to inproper managenent of KMS system
The entity using IBS with TLS protocol shall be aware the above risk
and an enforced key managenent system shall be adopted by the

or gani zati on.

When using I BS algorithm key escrow is an concern as the private key
of user or devices normally is generated by PKG PKGin the system
whi ch coul d generate each device's private key. However, when IBS is
used in TLS1. 3, passive attacks to recover the session key is not
possi ble. Actively man-in-the-m ddle attack by repl aci ng exchanged
DH t okens and signatures would certainly | eave traces even
transiently. Simlarly, a PKG could inpersonate an entity to conduct
a TLS session, just as the KM5 in the symetric key sol ution, but

forensic traces could be also collected in this situation. It would
be hugely risky for a PKG which would usually be a trusted party, to
| aunch such attacks. |[If such an attack is caught in red-handed, no

one would trust the PKG s service anynore.

Anot her worry of using IBS is about the conmprom sing of PKG The PKG
coul d becone operationally conprom sed and an attacker may obtain
mast er secrets of a PKG  However, this security risk can be sol ved
by protect the PKGwth HSM which is often used by CAto protect the
root signing key.

Private key conpromising is one security risk that need to be

consi dered when using public key technology. Wen using raw public
key with IBS algorithm as we have suggested in this docunent, a
revocation list shall be maintained at the server side. At the sanme
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time, a tinmestanp shall be included in the public key to prevent the
revocation list fromkeeping on increasing. Wth the revocation
list, the server can prevent follow ng attacks:

1) when a device use a revoked identifier for authentication, which
has not expired yet, then the server can reject the TLS session by
checking the revocation |list maintained at the server-side. As it is
on the list, then the server aborts the TLS handshake.

2) When a device using a identifier which has been expired, the
server can sinply verify the tinmestanp contained in the identifier
and abort the handshake procedure i medi ately.

3) If the attacker changes the tinmestanp within the identifier, then
it will cause signature verification error when the server verify the
signhature contained in the signature verify fromclient.

9. | ANA Consi derations
| ANA has assigned 4 code points fromthe TLS SignatureSchene registry

for the four IBS algorithnms used in this docunent. The code points
are listed as foll ows:

eccsi _sha256

i so_ibsl

i so_ibs2
- iso_chinese_ibs

For all of these entries the Recommended field should be N, and the
Ref erence field should be this docunent.
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