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Abstract

Thi s docunent specifies the use of identity as a raw public key in
Transport Layer Security (TLS) and Datagram Transport Layer Security
(DTLS). The TLS protocol procedures are kept unchanged, but
signature algorithnms are extended to support ldentity-based signature
(IBS). A typical Identity-based signature algorithm the ECCSI
signature algorithmdefined in RFC 6507, is supported in the current
versi on.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on July 20, 2019.
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Copyright (c) 2019 I ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.
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1. I nt roducti on

DI SCLAIMER: This is a personal draft and has not yet seen significant
security anal ysis.

Traditionally, TLS client and server exchange public keys endorsed by
PKIX [PKIX] certificates. It is considered conplicated and may cause
security weaknesses with the use of PKIX certificates Defeating-SSL
[Defeating-SSL]. To sinplify certificates exchange, using RAW public
key with TLS/ DTLS has been spcified in [RFC 7250] and has been
included in the TLS 1. 3[RFC 8446]. Wth RAWpublic key, instead of
transmtting a full certificate or a certificate chain in the TLS
messages, only public keys are exchanged between client and server.
However, using RAW public key requires out-of-band nechanisns to bind
the public key to the entity presenting the key.

Recently, 3GPP has adopted the EAP authentication framework for 5G
and EAP-TLS is considered as one of the candi date authentication

met hods for private networks, especially for networks with a | arge
nunber of 10T devices. For 10T networks, TLS/ DTLS with RAW public
key is particularly attractive, but binding identities with public
keys m ght be challenging. The cost to naintain a |arge table for
identity and public key mapping at server side incurs additional

mai nt enance cost. e.g. devices have to pre-register to the server.
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To sinplify the binding between the public key and the entity
presenting the public key, a better way could be using Identity-Based
Crypt ography(1BC), such as ECCSI public key specified in [ RFC 6507],
for authentication. Different from X 509 certificates and raw public
keys, a public key in IBC takes the formof the entity's identity.
This elimnates the necessity of binding between a public key and the
entity presenting the public key.

The concept of IBC was first proposed by Adi Shamir in 1984. As a
speci al class of public key cryptography, IBC uses a user’s identity
as public key, avoiding the hassle of public key certification in
public key cryptosystens. |BC broadly includes IBE (ldentity-based
Encryption) and IBS (ldentity-based Signature). For an IBC systemto
work, there exists a trusted third party, PKG (private key generator)
responsi bl e for issuing private keys to the users. |In particular,
the PKG has in possession a pair of Master Public Key and Master
Secret Key; a private key is generated based on the user’s identity
by using the Master Secret key, while the Master Public key is used
together with the user’s identities for encryption (in case of |BE)
and signature verification ( in case of |IBS).

A nunber of IBE and |IBS al gorithns have been standardi zed by

di fferent standardization bodies, such as |ETF, IEEE, |1SQOIEC, etc.
For exanple, |IETF has spcified several RFCs such as [RFC 5091], [RFC
6507] and [ RFC6508] for both IBE and IBS algorithns. [|SOJTC and

| EEE al so have a few standards on | BC al gorithns.

RFC 7250 has specified the use of raw public key with TLS/ DTLS
handshake. However, supporting of |IBS algorithns has not been
included therein. Since IBS algorithns are efficient in public key
transm ssion and also elimnate the binding between public keys and
identities, in this docunent, an anmendnent to RFC 7250 is added for
supporting I BS al gorithns.

I BS al gorithm exenpts client and server frompublic key certification
and identity binding by checking an entity’'s signatures and its
identity against the master public key of its PKG Wth an IBS

al gorithm a PKG generates private keys for entities based on their
identities. G obal paraneters such as PKG s Master Public Key (MPK)
need be provisioned to both client and server. These paraneters are
not user specific, but PKG specific.

For a client, PKG specific paraneters can be provisioned at the tine
PKG provisions the private key to the client. For the server, how to
get the PKG specific paraneters provisioned is out of the scope of
this docunent, and it is deploynment dependent.
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The docunent is organized as follows: Section 3 defines the data
structure required when identity is used as raw public key.

Section 4 defines the cipher suites required to support IBS algorithm
over TLS/ DTLS. Section 5 explains how client and server authenticate
each other when using identity as raw public key. Section 6 gives
exanples for using identity as raw public key over TLS/ DTLS handshake
procedure. Section 7 discusses the security considerations.

2. Ter ns

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Extension of RAWPublic Key to | BC based Public Key

To support the negotiation of using raw public between client and
server, a new Certificate structure is defined in RFC 7250. It is
used by the client and server in the hello nessages to indicate the
types of certificates supported by each side.

When RawPubl i cKey type is selected for authentication, a data
structure, subjectPublicKeylnfo, is used to carry the raw public key
and its cryptographic algorithm Wthin the subjectPublicKeylnfo
structure, two fields, algorithmand subjectPublicKey, are defined.
The algorithmis a data structure specifies the cryptographic

al gorithmused with raw public key, which is represented by an object
Identifiers (OD); and the paraneters field provides necessary
paraneters associated with the algorithm The subjectPublicKey field
wi thin the subjectPublicKeylnfo carry the raw public itself.

subj ect Publ i cKeylnfo ::= SEQUENCE {
al gorithm Al gorithmdentifier,
subj ect Publ i cKey BI T STRI NG
}
Al gorithm dentifier i1 = SEQUENCE ({
al gorithm OBJECT | DENTI FI ER,
par anet ers ANY DEFI NED BY al gorithm OPTI ONAL
}

Figure 1: Subj ect ECCSI PublicKeylnfo ASN.1 Structure

When using an IBS algorithm an identity is used as the raw public
key, which can be converted to an BIT string and put into the

subj ect PublicKey field. The algorithmfield in AlgorithmIldentifier
structure is the object identifier of the IBS algorithmused. Beside
that, it is necessary to tell the peer the set of global paraneters
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used by the signer. The information can be carried in the payl oad of
the paraneters field in Algorithm dentifier. 1In the followng, a
data structure for carrying ECCSI - based paraneters are defined. For
other IBS algorithm It can be defined in the future.

The structure to carry the PK@nfo is specified in Figure 2:

ECCSI Publ i cParaneters ::= SEQUENCE {
version |INTEGER { v2(2) },
curve OBJECT | DENTI FI ER,
hashf cn OBJECT | DENTI FI ER,
poi nt P PO NT,
poi nt Ppub PO NT

Figure 2. PK@nfo ANSI.1 Structure
point P shall be Gin RFC 6507 and poi nt Ppub shall be KPAK in RFC

6507. The PO NT structure specifies a point on an elleptic curve.
The PO NT strcture is defined as foll ows:

PO NT ::= SEQUENCE {
x | NTEGER,
y | NTEGER

}

Figure 3: PO NT Structure

When using an IBS algorithm an identity is used as raw public key,
whi ch can be converted to an OCTET string. Therefore, the
Certificate and subjectPublicKey structure can be reused w t hout
changes.

To support IBS algorithmover TLS protocol, a data structure for
signature value need to be defined. A data structure for ECCSI is
defined as foll ows(based RFC 6507):

ECCSI - Si g- Val ue :: = SEQUENCE {
r | NTEGER,
s | NTEGER,

PVT OCTET STRI NG
Figure 4. ECCSI Signature Value Structure

where PVT (as defined in RFC 6507) is encoded as 0x04 || x-coordinate
of [v]G || y-coordinate of [Vv]G
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To use a signature algorithmw th TLS, O D for the signature need to
be provided. However, no OD for for the IBS algorithmspecified in
RFC 6507 has been given. Thus, O D should be allocated to the ECCS
al gorithmspecified in [ RFC 6507] before it can be used for TLS. The
follow ng table shows the basic information needed for the ECCSI
signature algorithmto be used for TLS.

T Fomm e e m e m oo o Fom e e e m oo oo +
| Key Type | Docunent | ab |
o m e e e e e e e e e e e e e e e e e o e e e o - o e e e +
| Elliptic Curve-Based | Section 5.2 | 1.3.6.1.5.x |
| Signatureless For Identitiy-based | in RFC 6507 | (need to |
| Encrypti on ( ECCSI) | | apply) |
T Fomm e e m e m oo o Fom e e e m oo oo +

Table 1: Algorithm Object Identifiers
4. New Signature Algorithns for |IBS
To support using identity as raw public key, new signature al gorithns
corresponding to the IBS need to be defined. Wth TLS 1.3, the val ue
for signature algorithmis defined in the SignatureSchenme. This
docunent proposes to support the IBS algorithm ECCSI, defined in
[ RFC 6507]. As a reult, the SignatureSchene data structure is
anmended by add in the support for ECCSI al gorithm
enum {
/* 1 BS ECCSI signature algorithm?*/
eccsi _sha256 (TBD),
/* Reserved Code Points */
private_use (OxFEO0O..OxFFFF),
( OXFFFF)
} Si gnat ureSchene;
Figure 5. Include ecdhe_eccsi in KeyExchangeAl gorithm
Not e: The signature al gorithm of eccsi_sha256 is defined in RFC6507.
Note: Other IBS signature algorithns can be added in the future.
5. TLS dient and Server Handshake Behavi or

When IBS is used as RAW public for TLS, signature and hash al gorithmns
are negotiated during the handshake.
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The handshake between the TLS client and server follows the
procedures defined in [ RFC 8446], but with the support of the new
signature algorithnms specific to the IBS algorithns. The high-1|evel
nessage exchange in the followi ng figure shows TLS handshake usi ng
raw public keys, where the client _certificate_type and
server_certificate_type extensions added to the client and server
hel | o messages (see Section 4 of [RFC 7250]).

client _hell o,

+ key_share

+ signature_al gorithns
client_certificate_type,
server_certificate_type ->

<- server_hello,
+ key_share
{ Encr ypt yedExt ensi ons}
{client_certificate_type}
{server _certificate_type}
{Certificate}
{CertificateVerify}
{CertificateRequest}
{ Fi ni shed}
[ Appl i caiton Dat a]
{Certificate}
{CertificateVerify}
{Finished} = -------- >
[Application Data} <------- > [Application Data]

Figure 6: Basic Raw Public Key TLS Exchange

The client hello nessages tells the server the types of certificate
or raw public key supported by the client, and also the certificate
types that client expects to receive fromserver. Wen raw public
with IBS algorithmfromserver is supported by the client, the client
i ncludes desired |IBS cipher suites in the client hello nessage based
on the order of client preference.

After receiving the client hello nessage, server determ nes the
client and server certificate types for handshakes. Wen the

sel ected certificate type is RAWpublic key and IBS is the chosen
signature algorithm server uses the SubjectPublicKeylnfo structure
to carry the raw public key, O D for IBS algorithm and

ECCSI Publ i cParaneters for global public paraneters. Wth these
information, the client knows the signature algorithmand the public
paraneters that should be used to verify the signature. The
signature value is in the CertificateVerify nessage and the format of
signature val ue should be specified by each IBS algorithm In this

Wang, et al. Expires July 20, 2019 [ Page 7]



I nternet-Draft TLS- RAW Publ i c- Key- | BC January 2019

6.

6.

docunent, an ECCSI - Si g-Val ue data strcuture for ECCSI signature
algorithmis defined based on the specification of RFC 6507

When sever specifies that RAWpublic key should be used by client to
authenticate with server, the client _certificate type in the server
hello is set to RawPublicKey. Besides that, the server al so sends
Certificate Request, indicating that client should use sonme specific
signature and hash algorithns. Wen IBS is chosen as signature
algorithm the server need to indicate the required IBS signature
algorithnms in the signature_al gorithmextension within the
CertificateRequest.

To support nore |IBS signature algorithnms, additional values can be
added to the SignatureAl gorithmdata structure in the future

If raw public key is selected by server for client authentication,
the client checks the CertificateRequest received for signature
algorithns. |If client wants to use an |IBS algorithmfor signature,
then the signature algorithmit intended to use nust be in the |ist
of supported signature algorithns by the server. Assune the |IBS

al gorithm supported by the client is in the list, then the client
specifies the IBS signature algorithmand PKG i nformation with

Subj ect Publ i cKeyl nfo structure in the certificate structure and
provide signatures in the certificate verify nessage. The format of
signature in the CertificateVerify nmessage should be sepcified by
each individual signature algorithm |In this docunent, an ECCSI-Si g-
Val ue data strcuture for ECCSI signature algorithmis defined based
on the specification of RFC 6507.

The server verifies the signature based on the algorithmand PKG
paraneters specified by the nessages fromclient.

Exanpl es

In the follow ng, exanples of handshake exchange using |IBS al gorithm
under RawPublicKey are illustrated.

1. TLS dient and Server Use IBS al gorithm

In this exanple, both the TLS client and server use ECCSI for

aut hentication, and they are restricted in that they can only process
ECCSI keys. As a result, the TLS client sets both the
server_certificate_type extension and the client_certificate_type
extension to be raw public key; in addition, the client sets the
signature algorithmin the client hello nmessage to be eccsi _sha256.

When the TLS server receives the client hello, it processes the
message. Since it has an ECCSI raw public key fromthe PKG it
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indicates in (2) that it agrees to use ECCSI and provided an ECCSI
key by placing the SubjectPublicKeylnfo structure into the
Certificate payload back to the client (3), including the OD, the
identity of server, ServerlD, which is the public key of server also,
and PKG public paraneters (ECCSI PublicParanmeters). The

client _certificate_type in (4) indicates that the TLS server accepts
raw public key. The TLS server demands client authentication, and
therefore includes a certificate_request(5), which requires the
client to use eccsi_sha256 for signature. A signature value based on
the eccsi _sha256 algorithmis carried in the CertificateVerify (6).
The ECCSI-Sig-Value is defined in this docunent according to the
specification in the RFC 6507. The client, which has an ECCSI key,
returns its ECCSI certificate in the Certificate payload to the
server (7), which includes an O D for the ECCSI signature algorithm
the PK@ nfo for KMS paraneters, and identity of client, CientlD,
which is the public key of client also. The client also includes a
signature value, ECCSI-Sig-Value, in the CertificateVerify (8)
nmessage,

When client/server receive PKG public paranmeters frompeer, it should
deci de whet her these paraneters are acceptable or not. An exmaple
way to make decision is that a whitelist of acceptable PKG public
paraneters are stored locally at client/server. They can sinply nmake
a deci sion based on the white list stored locally.
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client_hello,
+ key_share // (1)
signature_al gorithm = (eccsi_sha256) Il (1)
client _certificate_type=(RawPublicKey) // (1)
server _certificate_type=(RawPublicKey) // (1)
->
<- server_hell o,
+ key_share
{ server_certificate_ type = RawPublicKey} // (2)
{certificate=((1.3.6.1.5.Xx,
ECCSI Publ i cParaneters), serverlD)} //(3)
{client_certificate_type = RawPublicKey // (4)
{certificate_request = (eccsi_sha256)} //(5)
{CertificateVerify = {ECCSI-Sig-Value} // (6)
{ Fi ni shaed}

{Certificate=(
(1.3.6.1.5.x,

ECCSI Publ i cPar aneters),

CientID} /1 (7)
{CertificatVerify = (ECCSI-Si g-Value)} //(8)
{Fi ni shed }

[Applicateion Data] ---->
[Application Data] <---> [ Application Dat a]

Figure 7. Basic Raw Public Key TLS Exchange
6.2. Conbined Usage of Raw Public Keys and X. 509 Certificates

Thi s exanpl e conbi nes the uses of an ECCSI key and an X 509
certificate. The TLS client uses an ECCSI key for client

aut henti cation, and the TLS server provides an X 509 certificate for
server authentication.

The exchange starts with the client indicating its ability to process
a raw public key, or an X. 509 certificate, if provided by the server.
It prefers a raw public key, since eccsi_sha256 proceeds
ecdsa_secp256r1_sha256 in the signature_al gorithm payl oad, and the
RawPubl i cKey val ue precedes the other value in the
server_certificate_type payload. Furthernore, the client indicates
that it has a raw public key for client-side authentication.

The server chooses to provide its X 509 certificate in (3) and

i ndicates that choice in (2). For client authentication, the server
indicates in (4) that it has selected the raw public key format and
requests an ECCSI certificate fromthe client in (4) and (5). The
TLS client provides an ECSSI certificate in (6) and signature val ue
after receiving and processing the TLS server hell o nessage.
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client_hello,

+

key_share

signature_al gorithnms =(eccsi_sha256,
ecdsa_sepc256r1 sha256)} 11 (1)

{client _certificate_type=

( RawPubl i cKey) } Il (1)

{server _certificate_type=

( RawPubl i cKey, X. 509) Il (1)
->

<- server_hello
+key share
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{server _certificate_type=X. 509} // (2)
= (x.509 certificate)} // (3)

{Certificate

{client _certificate_type

= (RawPubl i cKey)} // (4)

{CertificateRequest} = (eccsi_sha256)} // (5)
{CertificateVerify}

{ Fi ni shed}

certificate=(
(1.3.6.1.5.x,

ECCSI Publ i cPar aneters),
ClientlD), // (6)

{CertificatVerify =

{

(ECCSI - Sig-Value)} //(8)
Fi ni shed }

[Applicateion Data] ---->
[Application Data] <---> [Application

7.

Dat a]

Figure 8. Basic Raw Public Key TLS Exchange

Security Considerations

Usi ng | BS-enabl ed raw public key in TLS/DTLS will not change the
information flows of TLS, so the security of the resulting protocol
rests on the security of the used IBS algorithnms. The exanple |IBS
st andardi zed and open, and thus
the security of these algorithns is supposed to have gone through

al gorithns nentioned above are al
wi de scrutinization.

| ANA Consi derati ons

Exi sting | ANA references have not been updated yet to point to this

docunent .

Wth TLS protocol, an ODis required to identify the signature

For exanple, the RSA signature
algorithmused in the TLS is identified by 1.2.840.113549.1.1 (Page 5
of RFC 7250). However, the ECCSI signature algorithmspecified in

t he RFC 6507 and used in this docunent has not

al gorithmused by client or server.
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yet. Therefore, an O D should be assigned to the ECCSI signature
al gorithm

The followi ng TLS registries shall be updated al so:

- Signature Schene Registry: signature algorithmfor ECCSI are
required to be addded. Future values are allocated via Standards
Action [ RFC8216]
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