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Abstract

Lowresource devices in a Low power and Lossy Network (LLN) can
operate in a nmesh network using the I Pv6 over Low power Personal Area
Net wor ks (6LOWPAN) and | EEE 802. 15.4 |ink-|ayer standards.

Provi sioning these devices in a secure manner with keys (often called
security bootstrapping) used to encrypt and authenticate nessages is
t he subj ect of Bootstrapping of Renpte Secure Key Infrastructures
(BRSKI) [I-D.ietf-ani ma-bootstrappi ng-keyinfra]. Enrollnment over
Secure Transport (EST) [ RFC7030], based on TLS and HTTP, is used for
BRSKI. This docunent defines how | owresource devices are expected
to use EST over DTLS and CoAP. 6LOWPAN fragnentati on managenment and
m nor extensions to CoAP are needed to enable EST over DTLS-secured
CoAP ( EST- coaps) .

Not e

Many of the concepts in this docunent are taken over from [ RFC7030].
Consequently, nmuch text is directly traceable to [RFC7030]. The sane
docunent structure is followed to point out the differences and
commonal ities between EST and EST-coaps.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on May 2, 2017.
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1. I nt roducti on

| Pv6 over Low power Wreless Personal Area Networks (6LOWPANS)

[ RFC4944] on | EEE 802.15.4 [ieee802.15.4] wireless networks is
becom ng conmon in many professional application domains such as
lighting controls. However comm ssioning of such networks suffers
froma | ack of standardi zed secure bootstrappi ng nechani snms for these
net wor ks.

Al t hough | EEE 802. 15. 4 defines how security can be enabl ed between
nodes within a single nesh network, it does not specify the
provi si oni ng and managenent of the keys. Therefore securing a
6LOWPAN network with devices fromnultiple manufacturers wth
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different provisioning techniques is often tedious and tine
consum ng.

Boot strappi ng of Renpte Secure Infrastructures (BRSKI)

[I-D.ietf-ani ma-bootstrappi ng-keyinfra] addresses the issue of
boot st rappi ng networ ked devices in the context of Autonomc
Net wor ki ng | nt egrated Model and Approach (ANIMA). However, BRSKI has
not been devel oped specifically for | owresource devices in
constrai ned networks. These networks use DTLS [ RFC6347], CoAP

[ RFC7252], and UDP instead of TLS [RFC5246], HTTP [ RFC7230] and TCP.
BRSKI relies on Enroll nment over Secure Transport (EST) [RFC7030] for
the provisioning of the operational domain certificates. Replacing
the EST invocations of TLS and HTTP by DTLS and CoAP invocati ons
enabl es appl yi ng BRSKI on CoAP-based | owresource devi ces.

The Figure 1 bel ow shows the EST-coaps architecture.

| CoAP for message transfer and signaling |

Figure 1. EST-coaps protocol |ayers

Al t hough EST-coaps paves the way for the utilization of BRSKI for
constrai ned devices on constrai ned networks, sonme devices will not
have enough resources to handle the | arge payl oads that cone with
EST-coaps. It is up to the network designer to decide which devices
execute the BRSKI protocol and which not.

EST-coaps is designed for use in professional control networks such

as lighting. The autonom c bootstrapping is interesting because it
reduces the manual intervention during the conmm ssioning of the
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network. Typing in passwords is contrary to this wsh. Therefore,
t he password authentication of EST is not supported in EST-coaps.

In the constrained devices context it is very unlikely that full PK
request nessages will be used. For that reason, full PKI nessages
are not supported in EST-coaps.

Because the relatively | arge nessages involved in EST cannot be
readily transported over constrained (6LOWPAN, LLN) wi reless

networ ks, this docunent defines the use of CoAP Bl ock-Wse Transfer
("Bl ock") [RFC7959] conbined with DILS to fragnent EST nessages at
the application | ayer.

1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

Al'l the term nology from EST [ RFC7030] is included in this docunent
by reference.

2. Qperational Scenarios Overview
Only the differences to EST with respect to operational scenarios are
described in this section. EST-coaps server authentication differs
from EST as foll ows:

0 Replacenent of TLS by DTLS and HTTP by CoAP, resulting in:

* DTLS-secured CoAP sessions between EST-coaps client and EST-
coaps server

o0 Only certificate-based client authentication is supported, with as
result:

* The EST-coaps client does not support manual authentication (as
described in Section 4.4.1 of [RFC7030])

* The EST-coaps client does not support authentication at the
application |ayer.

0 EST-coaps does not support full PKI request nessages [ RFC5272].

The foll ow ng EST-coaps protocol parts are supported as described for
t he equi val ent EST parts:
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1. Request of client certificates by submtting a enroll nent request
to EST-coaps server.

2. Renewal of existing client certificates by submtting a re-
enrol | mrent request to EST-coaps server.

3. Request of certificate with key pair generated by EST-coaps
server.

4. The EST-coaps client can request the attributes needed for
enrol Il mrent before the enroll nent request is issued”

3. Protocol Design and Layering
The EST-coaps protocol design follows closely the EST design,
excl udi ng sone aspects that are not relevant for automatic
boot strappi ng of constrained devices within a professional context.
The parts supported by EST-coaps are:
Message types:
* Sinmple PKI nessages.
* CA certificate retrieval
* CSR Attributes Request.
* Server-generated key request.

CoAP with Bl ock-Wse Transfer:

* CoAP Bl ock-Wse Transfer header Options for control of the
transfer of |arger EST nessages.

DTLS for transport security:
* Authentication of the EST-coaps server.
* Aut hentication of the EST-coaps client.
* Conmmuni cation integrity and confidentiality.

* Channel -binding information for |inking proof-of-identity wth
nmessage- based proof - of - possessi on (OPTI ONAL) .

G ven that CoAP and DTLS can provi de proof of identity for EST-coaps

clients and server, sinple PKI nessages can be used conformant to
section 3.1 of [RFC5272]. EST-coaps supports the certificate types
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and Trust Anchors (TA) that are specified for EST in section 3 of
[ RFC7030] .

The EST-coaps server URI is identical to the EST URI (except for
repl aci ng the schene https by coaps):

coaps:// ww. exanpl e. com’ . wel | - known/ est
coaps: // ww. exanpl e. com’ . wel | - known/ est/arbi trarylLabel 1

See Figure 5 in section 3.2.2 of [RFC7030] for the path-suffixes
(operations) that are supported by EST.

EST- coaps uses CoAP to transfer EST nessages, aided by Bl ock-Wse
Transfer [RFC7959] to transport CoAP nessages in blocks thus avoiding
(excessi ve) 6LOWPAN fragnmentation of UDP datagranms. The use of

"Bl ock" is specified in Section 3.2.

The content-format (nedia type equival ent) of the CoAP nessage

det erm nes whi ch EST nessage is transported in the CoAP payl oad. The
nmedi a types specified in the HITP Content-Type header(see section
3.2.2 of [RFC7030]) are in EST-coaps specified by the Content-Format
Option (12) of CoAP. The conbination of URI path-suffix and content-
format used MUST map to an all owed conbi nati on of path-suffix and
nmedi a type as defined for EST.

EST-coaps is designed for use between | owresource devices using CoAP
and hence does not need to send base64-encoded data. Sinple binary
coding is nore efficient (30% 1| ess payl oad conpared to base64) and
wel | supported by CoAP. Therefore, the content formats specification
in Section 5 requires the use of binary encoding for all EST-coaps
CoAP payl oads.

The functions of TLS specified for EST are in EST-coaps napped to the
equi val ent DTLS functions. However, DILS sessions SHOULD renai n open
for persistent EST-coaps connections to reduce storage |oad. For
exanpl e, a cacerts request followed by an enroll nments request SHOULD
use the same DILS session

The mandatory cipher suite for DILS is

TLS ECDHE _ECDSA W TH_AES 128 CCM 8 defined in [RFC7251] which is the
mandat ory-to-i npl enent ci pher suite in CoAP. Additionally the curve
secp256r1l MJUST be supported [ RFC4492]; this curve is equivalent to
the NI ST P-256 curve. The hash algorithmis SHA-256. DITLS

i npl enent ati ons MUST use the Supported Elliptic Curves and Supported
Poi nt Formats Extensions [RFC4492]; the unconpressed point format
MUST be supported; [RFC6090] can be used as an inplenentation nethod.
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3.1. CoAP response codes

Section 5.9 of [RFC7252] specifies the mapping of HTTP response codes
to CoAP response codes. Every time the HTTP response code 200 is
specified in [RFC7030] in response to a GET request, in EST-coaps the
equi val ent CoAP response code 2.05 MJST be used. Response code HTTP
202 in EST is mapped as indicated below, while other HTTP 2xx
response codes are not used by EST. For the follow ng HITP 4xx error
codes that may occur: 400, 401, 403, 404, 405, 406, 412, 413, 415 ;

t he equi val ent CoAP response code for EST-coaps is 4.xx. For the
HTTP 5xx error codes: 500, 501, 502, 503, 504 the equival ent CoAP
response code is 5. xx.

HTTP response code 202 needs a different treatnent fromthe one
descri bed for [ RFC7030]. A new CoAP response code 2.06 is needed.
When the EST over CoAP request cannot be treated i nmediately, a CoAP
response code 2.06 Delayed is returned with Content-Fornmat:
application/link-format described in [RFC6690]. The payl oad of the
response contains a link to receive the del ayed response.
ALTERNATI VE (to discuss) : a 2.06 Del ayed response w thout payl oad
and the link to receive the del ayed response indicated using the
Location-Path and Location-Query Options.

The waiting client may send CGET requests to the returned |link. Wen
the response is not avail able, the server returns response code 2. 06
with again the link for the client to query. Wen the response is
avai |l abl e, the server returns the response code 2.05 Content with a
payl oad contai ning the requested response in the appropriate content
format.

3.2. Message fragnentation using Bl ock

DTLS defines fragnentation only for the handshake part and not for
secure data exchange (DTLS records). [RFC6347] states "Each DTLS
record MUST fit within a single datagranf. |In order to avoid using
I P fragnentation, which is not supported by 6LoWPAN, invokers of the
DTLS record | ayer MJUST size DTLS records so that they fit within any
Path MIU estimates obtained fromthe record layer. In addition,

i nvokers residing on a 6LOWPAN over | EEE 802.15.4 network SHOULD
attenpt to size CoAP nessages such that each DILS record will fit
within one or two | EEE 802.15.4 frames only by choosing the
appropriate bl ock sizes.

Certificates can vary greatly in size dependent on signature

al gorithnms and key sizes. For a 256-bit curve, commobn ECDSA si zes
fluctuate between 500 bytes and 1 KB. Sone EST nessages may be
several kilobytes in size. @G ven non-existence of |P fragnentation
in 6LOVWPAN networks and its 1280 bytes MIU, EST-coaps needs to be
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able to fragnent EST nessages into multiple DTLS datagrans with each
DTLS dat agram cont ai ni ng a bl ock of CoAP payl oad data. Further
considering the small payl oad size available to a CoAP nessage, which
can be as |low as 68 bytes in case the nessage needs to fit into a
single | EEE 802. 15.4 franme, fine-grained fragnentation of EST
nmessages i s essential.

For CoAP, [RFC7959] specifies the "Bl ockl" option for fragnmentation
of the request payload and the "Bl ock2" option for fragmentation of
the return payload. The CoAP client MAY specify the Blockl size and
MAY al so specify the Block2 size. The CoAP server MAY specify the
Bl ock2 size, but not the Blockl size.

Exanpl es of fragnmented nessages are shown in Appendi x A
3.3. CoAP nessage headers

EST- coaps uses CoAP payl oad bl ocks that each fit in a single DILS
record i.e. UDP datagram w thout causing |IP fragnentation. The
returned CoAP response codes are specified in Section 3.1. The CoAP
Token value is not specified by EST-coaps and may be chosen by the
CoAP client according to [ RFC7252].

An exanpl e HTTP request nessage cacerts in EST wll |ook |ike:

REQ
GET /.wel |l -known/ est/cacerts HITP/ 1.1
Host: 192.0.2.1:8085
Accept: */*

RES:
HTTP/ 1.1 200 OK
Status: 200 &K
Cont ent - Type: application/pkcs7-m ne
Cont ent - Transf er- Encodi ng : base64
Content -Lengt h: 4246
payl oad

The correspondi ng EST-coaps request | ooks |iKke:

REQ.
CET coaps://[192.0.2.1:8085]/.well-known/est/cacerts

RES:
2.05 Content (Content-Fornmat: application/pkcs7-m ne)

{ payl oad}
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4.

Prot ocol Exchange Details

The EST-coaps client MJST be configured with an inplicit TA database
or an explicit TA database. The authentication of the EST-coaps
server by the EST-coaps client is based on Certificate authentication
in the DILS handshake.

The authentication of the EST-coaps client is based on client
certificate in the DILS handshake. This can either be

o DILS with a previously issued client certificate (e.g., an
existing certificate issued by the EST CA)

o DTLS with a previously installed certificate (e.g., manufacturer-
installed certificate or a certificate issued by sone other

party);

The details on checking the validity of the certificates are
i dentical to EST.

The ot her protocol aspects such as sinple enrollnent (re-enrollnent),
certificate attributes and CA certificate request are simlar to EST
wWth the exception that these are perfornmed on coaps (CoAP+DTLS) as
the transport. The required content-formats for these request and
response nessages are defined in Section 5. The CoAP response codes
are defined in Section 3.1.

EST- coaps does not support full PKI Requests. Consequently, the
fullcnc request of section 4.3 of [RFC7030] and response MJUST NOT be
supported by EST-coaps.
| ANA Consi derati ons

Additions to the sub-registry "CoAP Content-Formats", within the
"CoRE Paraneters" registry are needed for the bel ow nedia types.
These can be registered either in the Expert Review range (0-255) or
| ETF Revi ew range (256-9999).
1

* application/pkcs7-m ne

*  Type nane: application

*  Subtype nane: pkcs7-m ne

* smnme-type: certs-only
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* | D TBD1

* Required paraneters: None

*  Optional paraneters: None

* Encodi ng consi derations: Binary

* Security considerations: As defined in this specification
* Published specification: [RFC5751]

* Applications that use this nedia type: AN MA Bootstrap (BRSKI)

and EST
2.
* application/pkcs8
*  Type nane: application
*  Subtype name: pkcs8
* ID TBD2
* Required paranmeters: None
*  (Optional paranmeters: None
* Encodi ng consi derations: Binary
* Security considerations: As defined in this specification
* Published specification: [RFC5958]
* Applications that use this nedia type: AN MA Bootstrap (BRSKI)
and EST
3.

* application/csrattrs
*  Type nane: application
*  Subtype nane: csrattrs

* 1D TBD3
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Requi red paraneters: None

Optional paraneters: None

Encodi ng consi derations: Binary

Security considerations: As defined in this specification
Publ i shed specification: [RFC7030]

Applications that use this nedia type: AN MA Bootstrap (BRSKI)
and EST

appl i cati on/ pkcs10

Type nane: application

Subt ype nane: pkcsl0

| D. TBD4

Requi red paraneters: None

Optional paraneters: None

Encodi ng consi derations: binary

Security considerations: As defined in this specification
Publ i shed specification: [RFC5967]

Applications that use this nmedia type: AN MA bootstrap (BRSKI)
and EST

Additions to the sub-registry "CoAP Response Code", within the "CoRE
Paranmeters" registry are needed for the foll ow ng response codes:

0]

0]

2.06

Descri ption: Del ayed

Ref erence: this docunent
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6.

9.

Security Consi derations

The security considerations nentioned in EST applies also to EST-
coaps.
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Appendi x A.  Operational Scenario Exanpl e Messages

Thi s appendi x provi des detail ed exanpl es of the nessages using DILS
and BLOCK option Block2. The mninmumPMIU is 1280 bytes, which is
t he exanpl e val ue assuned for the DILS datagram size. The exanple
bl ock length is taken as 64 which gives an SZX val ue of 2.

The following is an exanple of a valid /cacerts exchange.

During the initial DTLS handshake, the client can ignore the optional
server-generated "certificate request” and can instead proceed with

t he CoAP CET request. The content length of the cacerts response in
appendi x A. 1 of [RFC7030] is 4246 bytes using base64. This leads to
a length of 3185 bytes in binary. The CoAP nessage adds around 10
bytes, the DILS record 29 bytes.

To avoid I P fragnmentation, the CoAP bl ock option is used and an MIU
of 127 is assuned to stay within one | EEE 802. 15. 4 packet. To stay
bel ow the MIU of 127, the payload is split in 50 packets with a
payl oad of 64 bytes each. Fifty tinmes the client sends an | Pv6
packet containing the UDP datagramwi th the DILS record that
encapsul ates the CoAP Request. The server returns an | Pv6 packet
containing the UDP datagramw th the DTLS record that encapsul ates
t he CoAP response.

The CoAP request-response exchange with bl ock option is shown bel ow
Bl ock option is shown in a deconposed way indicating the kind of

Bl ock option (2 in this case because used in the response) followed
by a colon, and then the bl ock nunber (NUM, the nore bit (M= 0
nmeans | ast bl ock), and bl ock size exponent (2**(SZX+4)) separated by
sl ashes. The Length 64 is used with SZX= 2 to avoid IP
fragnent ati on.
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The CoAP Request is sent with confirmable (CON) option and the
content format of the Response is /application/cacerts.

CET [192.0.2.1:8085]/.well -known/est/cacerts -->
<-- (2:0/1/64) 2.05 Content
GET URI (2:1/1/64) -->
<-- (2:1/1/64) 2.05 Content
I
|
GET URI (2:49/1/64) -->
<- - (2:49/0/64) 2.05 Content

Aut hor s’ Addresses

Sandeep S. Kunar

Phi I i ps Lighting Research
H gh Tech Canpus 7

Ei ndhoven 5656 AE

NL

Emai | . i etf @andeep. de

Pet er van der Stok
Consul t ant

Emai | : consul t ancy@ander st ok. org

2016

Kumar & van der Stok Expires May 2, 2017 [ Page 15]



