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Lowresource devices in a Low power and Lossy Network (LLN) can

operate in a nmesh network using the I Pv6 over Low power Wreless
Personal Area Networks (6LoWPAN) and | EEE 802. 15.4 |ink-1ayer
standards. Provisioning these devices in a secure nmanner with keys
(often called secure bootstrapping) used to encrypt and authenticate
messages i s the subject of Bootstrapping of Renpte Secure Key
Infrastructures (BRSKI) [I-D.ietf-ani ma-bootstrappi ng-keyinfra] and
6tisch Secure Join [I-D.ietf-6tisch-dtsecurity-secure-join].
Enrol | ment over Secure Transport (EST) [RFC7030], based on TLS and
HTTP, is used in BRSKI. Lowresource devices often use the

I i ght wei ght Constrai ned Application Protocol (CoAP) [RFC7252] for
nmessage exchanges. This docunent defines how | owresource devices
are expected to use EST over secure CoAP (EST-coaps) for secure
boot strapping and certificate enrollnment. 6LOWPAN fragnentation

managenent and m nor extensions to CoAP are needed to enabl e EST-
coaps.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a nmaxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
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time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber

Copyright Notice

10, 2017.

Copyright (c) 2017 I ETF Trust and the persons identified as the

docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the I ETF Trust’s Legal

Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info)

in effect on the date of

publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent rmnust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wthout warranty as

described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction

1.1. Term nol ogy . e
2. EST operational differences . . .
3. Conformance to RFC7925 profiles .
4. Protocol Design and Layeri ng

4.1. Discovery and UR

4.2 Payl oad f or mat

4.3 Message Bindings . .

4.4. CoAP response codes .

4.5 Message fragnentation
5. Transport Protocol

5.1. DILsS . . . .

5.2. 6tisch approach

6 Pr oxyi ng
7. Paraneters . . .
8. | ANA ConS|derat|ons .
9. Security Considerations .
10. Acknow edgenents
11. Change Log
12. References . .
12.1. Normative References .
12.2. Informative References . . .
Appendi x A. EST nessages to EST- coaps
A 1. cacerts . . e .
A.2. enroll [/ reenrol
A. 3. csrattr

Oooowoo~NOoOOTh bW

Kumar, et al. Expi res Septenber 10, 2017 [ Page 2]



I nternet-Draft EST- coaps March 2017

A.4. enrollstatus . . . . . . . . . . . . . . . ... ... 22
A. 5. voucher _status . . . . . . . . . . . . . . . . ... .. 22
A. 6. requestvoucher . . . . . . . . . . . . . . ... .. .. 22
A.7. requestlog . . . . . . . . . . . . . . . . ... 22
Appendi x B. EST-coaps Bl ock nessage exanples . . . . . . . . . . 22
Authors’ Addresses . . . . . . . . . . . . . . . . . . . . ... 25

1. Introduction

| Pv6 over Low power Wrel ess Personal Area Networks (6L0OWPANS)

[ RFC4944] on | EEE 802.15.4 [ieee802.15.4] wireless networks is
becom ng common in many industry application domains such as |lighting
controls. However, comm ssioning of such networks suffers froma

| ack of standardi zed secure bootstrappi ng nechani sns for these
net wor ks.

Al t hough | EEE 802. 15. 4 defines how security can be enabl ed between
nodes wthin a single nmesh network, it does not specify the
provi si oni ng and managenent of the keys. Therefore, securing a
6LOWPAN network with devices fromnultiple manufacturers with

di fferent provisioning techniques is often tedious and tine
consuni ng.

Boot strappi ng of Renote Secure Infrastructures (BRSKI)
[1-D.ietf-ani ma-boot strappi ng-keyinfra] addresses the issue of
boot st rappi ng networked devices in the context of Autonomc
Net wor ki ng I ntegrated Mdel and Approach (AN MA).
[I-D.ietf-6tisch-mniml-security] and
[I-D.ietf-6tisch-dtsecurity-secure-join] also address secure

boot strapping in the 6tisch context targeted to | owresource devices.
BRSKI has not been devel oped specifically for |owresource devices in
constrai ned networks. Constrained networks use DTLS [ RFC6347], CoAP
[ RFC7252], and UDP instead of TLS [RFC5246], HITP [ RFC7230] and TCP.
BRSKI relies on Enroll nent over Secure Transport (EST) [ RFC7030] for
the provisioning of the operational domain certificates.

EST- coaps provides a subset of EST functionality and extends EST with
BRSKI functions. EST-coaps replaces the invocations of TLS and HITP
by DTLS and CoAP invocations thus enabling EST and BRSKI for CoAP-
based | owresource devi ces.

Al t hough EST-coaps paves the way for the utilization of EST for
constrai ned devices on constrai ned networks, sonme devices will not
have enough resources to handl e the | arge payl oads that cone with
EST-coaps. The specification of EST-coaps is intended to ensure that
boot st rappi ng works for | ess constrained devices that choose to |imt
their conmuni cations stack to UDP/CoAP. It is up to the network
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desi gner to decide which devices execute the EST protocol and which
not .

EST-coaps is designed for use in professional control networks such
as Building Control. The autonom c bootstrapping is interesting
because it reduces the manual intervention during the comm ssioning
of the network. Typing in passwords is contrary to this w sh.
Therefore, the HTTP Basic authentication of EST is not supported in
EST- coaps.

In the constrai ned devices context it is very unlikely that full PK
request nessages wll be used. For that reason, full PKI nessages
are not supported in EST-coaps.

Because the relatively |arge EST nessages cannot be readily
transported over constrained (6LoWPAN, LLN) wireless networks, this
docunent specifies the use of CoAP Bl ock-Wse Transfer ("Bl ock")

[ RFC7959] to fragnment EST nessages at the application | ayer.

Support for Observe CoAP options [RFC7641] with BRSKI is not
supported in the current BRSKI/EST nmessage flows and is thus out-of-
scope for this discussion. Cbserve options could be used by the
server to notify clients about a change in the cacerts or csr
attributes (resources) and m ght be an area of future work.

1.1. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

Many of the concepts in this docunent are taken over from [ RFC7030].
Consequently, nmuch text is directly traceable to [RFC7030]. The sane
docurent structure is followed to point out the differences and
comonal iti es between EST and EST-coaps.

The followng terns are defined in the BRSKI protocol
[1-D.ietf-ani ma-bootstrappi ng-keyinfra]: pledge, Join proxy, Join
Regi strar, and Manufacturer Authorized Signing Authorities (MASA).

2. EST operational differences
Only the differences to EST with respect to operational scenarios are
described in this section. EST-coaps server differs from EST server
as foll ows:

0 Replacenent of TLS by DTLS and HTTP by CoAP, resulting in:
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3.

* DTLS-secured CoAP sessions between EST-coaps client and EST-
coaps server

o0 Only certificate-based client authentication is supported, which
results in:

* The EST-coaps client does not support HITP Basic authentication
(as described in Section 3.2.3 of [RFC7030])

* The EST-coaps client does not support authentication at the
application layer (as described in Section 3.2.3 of [RFC7030]).

o EST-coaps does not support full PKI request nessages[ RFC5272].

o EST-coaps specifies the BRSKI extensions over CoAP as specified in
section 5 of [I-D.ietf-anim-bootstrappi ng-keyinfra].

Conf ormance to RFC7925 profiles

This section shows how EST-coaps fits into the profiles of |ow
resource devices as described in [RFC7925]. Wthin the bootstrap
context a Public Key Infrastructure (PKlI) is used, where the client
is called "pledge", the Registration Authority (RA) is called Join
Regi strar, which acts at the front-end for the Certificate Authority
(CA) and receives voucher feedback from as many Manufact urer

Aut hori zed Signing Authorities (MASA) as there are manufacturers. A
Join-Proxy is placed between client and RA to receive join requests
over a 1-hop unsecured channel and transmtted over the secure
network to the EST-server. The EST-server of EST-coaps is placed
bet ween proxy and RA or is part of RA

EST-coaps transports Public keys and certificates. Private keys can
be transported as response to a request to a server-side key
generation as described in section 4.4 of [RFC7030]. 1In the

boot strappi ng context, EST-coaps transport is |imted to the EST
certificate transport conformant to section 4.4 of [RFC7925]. For
BRSKI, outside the profiles of [RFC7925], EST-coaps transports
vouchers, which are YANG files specified in [I-D.ietf-ani ma-voucher].

The mandatory cipher suite for DILS is

TLS ECDHE ECDSA W TH_AES 128 CCM 8 defined in [RFC7251] which is the
mandat ory-to-i npl enent ci pher suite in CoAP. Additionally the curve
secp256r1 MJST be supported [ RFC4492]; this curve is equivalent to
the NI ST P-256 curve. The hash algorithmis SHA-256. DITLS

i npl enent ati ons MUST use the Supported Elliptic Curves and Supported
Poi nt Formats Extensions [RFC4492]; the unconpressed point format
MJST be supported; [RFC6090] can be used as an inplenentation nethod.
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The EST-coaps client MJUST be configured with an explicit TA database
or at least an inplicit TA database fromits manufacturer. The

aut henti cati on of the EST-coaps server by the EST-coaps client is
based on Certificate authentication in the DILS handshake.

The authentication of the EST-coaps client is based on client
certificate in the DILS handshake. This can either be

o DILSwith a previously issued client certificate (e.g., an
existing certificate issued by the EST CA); this could be a conmopn
case for sinple re-enrollnent of clients;

o DTLS with a previously installed certificate (e.g., manufacturer-
installed certificate or a certificate issued by sone other

party);

4. Protocol Design and Layering

EST- coaps uses CoAP to transfer EST nmessages, aided by Bl ock-Wse
Transfer [RFC7959] to transport CoAP nessages in blocks thus avoiding
(excessi ve) 6LOWPAN fragnmentati on of UDP datagrams. The use of

"Bl ock" for the transfer of larger EST nmessages is specified in
Section 4.5. The Figure 1 below shows the | ayered EST-coaps

archi tecture.

| EST request/response messages \
| GoAP for message transfer and signaiing |
DTS for transport security )
U for tramsport T \
o m e e e e e e e e e e o +

Figure 1. EST-coaps protocol |ayers
The EST-coaps protocol design follows closely the EST design,
excl udi ng sone aspects that are not relevant for automatic

boot st rappi ng of constrai ned devices within a professional context.
The parts supported by EST-coaps are identified by their nessage

t ypes:
o Sinple enroll and reenroll.
o CAcertificate retrieval

0 CSR Attributes request nessages.

Kumar, et al. Expi res Septenber 10, 2017 [ Page 6]



I nternet-Draft EST- coaps March 2017

o Server-side key generation nessages.
4.1. Discovery and UR

EST-coaps is targeted to | owresource networks wth small packets.
Savi ng header space is inportant and the EST-coaps URI is shorter
than the EST UR

The presence and | ocation of (path to) the nanagenent data are

di scovered by sending a GET request to "/.well-known/core" including
a resource type (RT) paraneter with the value "core.est" [RFC6690].
Upon success, the return payload will contain the root resource of
the EST resources. It is up to the inplenentation to choose its root
resource, but it is recommended that the value "/est" is used, where
possi bl e. The exanpl e bel ow shows the di scovery of the presence and
| ocati on of managenent dat a.

REQ GCET /.well-known/core?rt=core. est

RES:. 2.05 Content </est>; rt="core.est"
The EST-coaps server URIs differ fromthe EST URI by replacing the
schene https by coaps and by specifying shorter resource path nanes:
coaps: // www. exanpl e. cont est/ short - nane
Figure 5 in section 3.2.2 of [RFC7030] enunerates the operations and

correspondi ng paths which are supported by EST. Table 1 provides the
mappi ng fromthe EST and BRSKI URlI path to the EST-coaps URl path.

o e e e e e - o e e e e e - R +
| BRSKI | EST | EST-coaps
S S TR +

/ cacerts /crts

/ si nmpl eenrol | / sen

/ si nmpl ereenrol | / sren

I I I
I I I
I I I
| /csrattrs | /att |
I I I
I I I
I I I
I I I

/ serverkeygen / skg
/ request voucher [rv
/ voucher st at us /vs
/ enrol | status / es
Fom e e e e e oo oo Fom e e e e e oo oo Fomm e +

Table 1
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/ requestvoucher and /enrollstatus are needed between pl edge and
Regi strar.

4.2. Payl oad format

The content-format (nedia type equival ent) of the CoAP nessage

det erm nes which EST nessage is transported in the CoAP payl oad. The
nmedi a types specified in the HITP Content-Type header(see section
3.2.2 of [RFC7030]) are in EST-coaps specified by the Content-Format
Option (12) of CoAP. The conbination of URI path-suffix and content-
format used for coap MUST nmap to an all owed conbi nati on of path-
suffix and nedia type as defined for EST. The required content-
formats for these request and response nessages are defined in
Section 8. The CoAP response codes are defined in Section 4.4.

EST-coaps is designed for use between | owresource devices using CoAP
and hence does not need to send base64-encoded data. Sinple CBOR
byte string is nore efficient (30% | ess payl oad conpared to base64)
and wel |l supported by CoAP. Therefore, the content formats
specification in Section 8 requires the use of CBOR byte string

(h’ xxxx’ in Diagnostic JSON) for all EST-coaps CoAP payl oads.

4. 3. Message Bindi ngs
This section describes BRSKI to CoAP nessage nmappi ngs.

Al /crts, /sen, /sren, [att, /skg, /rv, /vs, and /es EST-coaps
nessages expect a response, so they are all CoAP CON nessages.

The Ver, TKL, Token, and Message |ID val ues of the CoAP header are not
i nfluenced by EST.

CoAP options are used to convey Uri-Host, Uri-Path, Uri-Port,
Content-Format and nore in CoAP. The CoAP Options are used to
communi cate the HTTP fields specified in the BRSKI REST nessages.

BRSKI URLs are HITPS based (https:// ), in CoAP these wll be assuned
to be transfornmed to coaps (coaps://)

Appendi x A includes sone practical exanples of EST nessages
transl ated to CoAP.

4.4. CoAP response codes
Section 5.9 of [RFC7252] specifies the mapping of HTTP response codes
to CoAP response codes. Every time the HTTP response code 200 is

specified in [RFC7030] in response to a GET request, in EST-coaps the
equi val ent CoAP response code 2.05 MJST be used. Response code HTTP
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202 in EST is mapped to CoAP 2.06 as specified in

[1-D. hartke-core-pending]. Al other HITP 2xx response codes are not
used by EST. For the followi ng HTTP 4xx error codes that may occur:
400, 401, 403, 404, 405, 406, 412, 413, 415 ; the equival ent CoAP
response code for EST-coaps is 4.xx. For the HITP 5xx error codes:
500, 501, 502, 503, 504 the equival ent CoAP response code is 5. xx.

Appendi x A includes sone practical exanples of HITP response codes
from EST transl ated to CoAP.

4.5. Message fragnentation

DTLS defines fragnentation only for the handshake part and not for
secure data exchange (DTLS records). [RFC6347] states "Each DILS
record MUST fit within a single datagrami. 1In order to avoid using
I P fragnentation, which is not supported by 6LoWPAN, invokers of the
DTLS record | ayer MJST size DTLS records so that they fit within any
Path MIU estimates obtained fromthe record layer. |In addition,

i nvokers residing on a 6LoWPAN over | EEE 802. 15. 4 networ k SHOULD
attenpt to size CoAP nessages such that each DILS record will fit
within one or two | EEE 802. 15.4 franes.

That is not always possible. Even though ECC certificates are snal
in size, they can vary greatly based on signature algorithns, key
sizes, and OD fields used. For 256-bit curves, common ECDSA cert

si zes are 500- 1000 bytes which could fluctuate further based on the
algorithms, O Ds, SANs and cert fields. For 384-bit curves, ECDSA
certs increase in size and can sonetimes reach 1.5KB. Additionally,
there are tinmes when the EST cacerts response fromthe server can
include nmultiple certs that anmount to | arge payl oads. CoAP

[ RFC7252]'s section 4.6 describes the possible payload sizes: "if

not hing i s known about the size of the headers, good upper bounds are
1152 bytes for the message size and 1024 bytes for the payl oad size".
Also "If |IPv4 support on unusual networks is a consideration,

i npl ementations may want to limt thenselves to nore conservative

| Pv4 datagram si zes such as 576 bytes; per [RFC0791], the absolute

m ni nrum val ue of the IP MU for IPv4 is as |ow as 68 bytes, which
woul d | eave only 40 bytes m nus security overhead for a UDP payl oad".
Thus, even with ECC certs, EST-coaps nessages can still exceed sizes
in MU of 1280 for |IPv6 or 60-80 bytes for 6LOWPAN [ RFC4919] as
explained in section 2 of [RFC7959]. EST-coaps needs to be able to
fragnment EST nessages into multiple DTLS datagrans wth each DILS
datagram Fine-grained fragnentation of EST nessages is essential.

To performfragnentation in CoAP, [RFC7959] specifies the "Bl ockl"

option for fragmentation of the request payload and the "Bl ock2"
option for fragnentation of the return payl oad of a CoAP fl ow.

Kumar, et al. Expi res Septenber 10, 2017 [ Page 9]



I nternet-Draft EST- coaps March 2017

5.

5.

The BLOCK draft defines SZX in the Bl ockl and bl ock2 option fields.
These are used to convey the size of the blocks in the requests or
responses.

The CoAP client MAY specify the Blockl size and MAY al so specify the
Bl ock2 size. The CoAP server MAY specify the Bl ock2 size, but not
the Bl ockl size. As explained in Section 1 of [RFC7959]), bl ockw se
transfers SHOULD be used in Confirnable CoAP nessages to avoid the
exacer bation of |ost bl ocks.

The Sizel response MAY be parsed by the client as a size indication
of the Block2 resource in the server response or by the server as a
request for a size estimate by the client. Simlarly, Size2 option
defined in BLOCK shoul d be parsed by the server as an indication of
the size of the resource carried in Blockl options and by the client
as a maxi mum si ze expected in the 4.13 (Request Entity Too Large)
response to a request.

Exanpl es of fragnmented nessages are shown in Appendi x B.

Transport Protocol

EST- coaps depends on a secure transport nechani smover UDP that can
secure (confidentiality, authenticity) the CoAP nessages exchanged.
1. DILS

DTLS i s one such secure protocol. Wthin BRSKI and EST when "TLS" is
referred to, it is understood that in EST-coaps, security is provided
using DTLS instead. No other changes are necessary (all provisional
nodes etc are the sanme as for TLS).

CoAP was designed to avoid fragnmentation. DILS is used to secure
CoAP nessages. However, fragnmentation is still possible at the DTLS
| ayer during the DILS handshake when using ECC ci phersuites. |If
fragnentation is necessary, "DTLS provides a nechani smfor
fragnmenti ng a handshake nessage over a nunber of records, each of

whi ch can be transmitted separately, thus avoiding IP fragnmentation”
[ RFC6347] .

EST- coaps does not support full PKI Requests. Consequently, the
fullcnt request of section 4.3 of [RFC7030] and response MJUST NOT be
supported by EST-coaps.

Channel - bi nding information for |inking proof-of-identity with
nmessage- based proof - of - possession is optional for EST-coaps. G ven
t hat CoAP and DTLS can provide proof of identity for EST-coaps
clients and server, sinple PKI nessages can be used conformant to
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section 3.1 of [RFC5272]. EST-coaps supports the certificate types
and Trust Anchors (TA) that are specified for EST in section 3 of
[ RFC7030] .

When proof - of - possession is desired, a set of actions are required
regardi ng the use of tls-connect, described in section 3.5 in

[ RFC7030] -- Linking ldentity and POP Information. The tls-unique
information translates to the contents of the first "Finished"
nmessage in the TLS handshake between server and client. The client
is then supposed to add this "Finished" nessage as a

Chal | engePassword to the PKCS#10 to prove that the client is indeed
in control of the private key at the tinme of the TLS session when
performng a /sinpleenroll, for exanple. 1In the case of EST-coaps,
t he sane operations can be perfornmed during the DTLS handshake.

In a constrai ned CoAP environnment, endpoints can't afford to
establish a DTLS connection for every EST transaction.

Aut henticating and negoti ati ng DILS keys requires resources on | ow
end endpoi nts and consunes val uabl e bandw dth. The DTLS connecti on
SHOULD remai n open for persistent EST connections. For exanple, an
EST cacerts request that is followed by a sinpleenroll request can
use the same authenticated DILS connection. Gven that after a
successful enrollnent, it is nore likely that a new EST transacti on
will take place after a significant anount of tine, the DTLS
connections SHOULD only be kept alive for EST nmessages that are
relatively close to each other.

5.2. 6tisch approach

The 6tisch bootstrapping is targeted to the "inprinting" of the
"pledge” with |layer 2 keys. The content formats for the transport
are being defined and may be expressed in a YANG nodul e.

I nstead of using transport security, the 6tisch approach relies on
application security provided by OSCOAP
[I-D.ietf-core-object-security].

It is suggested that the EST-coaps conmuni cati on between pl edge and
registrar, specified in this docunent, can be freely exchanged with
t he sanme comuni cation specified in
[I-D.ietf-6tisch-dtsecurity-secure-join] and
[I-D.ietf-6tisch-mninmal-security].

[ EDNOTE: The evol ution of this section depends on the directions

taken by 6tisch and aninma and the possible commonality that will be
provi ded. ]
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6.

Pr oxyi ng
[ EDNOTE: This section to be populated. It will address how proxying
can take place by an entity that resides at the edge of the CoAP
network, such as the Registrar, and can reach the BRSKI server
residing in a traditional "TCP setting”". It nmakes sense to nention
the properties that the proxy has to fulfill.]
Par anet er s
[ EDNOTE: This section to be populated. It will address transm ssion
paraneters for BRSKI described in sections 4.7 and 4.8 of the CoAP
draft. BRSKI does not inpose any uni que paraneters that affect the
CoAP paraneters in Table 2 and 3 in the CoAP draft but the ones in
CoAP coul d be affecting BRSKI. For exanple the processing del ay of
CAs could be less then 2s, but in this case they should send a CoAP
ACK every 2s while processing.]
| ANA Consi derati ons
Additions to the sub-registry "CoAP Content-Formats", within the
"CoRE Paraneters" registry are needed for the bel ow nedia types.
These can be registered either in the Expert Review range (0-255) or
| ETF Revi ew range (256-9999).
1
* application/pkcs7-m ne
*  Type nane: application
*  Subtype nane: pkcs7-m ne
* smnme-type: certs-only
* | D TBD1
* Required paranmeters: None
*  (Optional paranmeters: None
* Encodi ng considerations: CBOR byte string
* Security considerations: As defined in this specification

* Published specification: [RFC5751]
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*

Applications that use this nedia type: AN MA Bootstrap (BRSKI)
and EST

appl i cation/ pkcs8

Type nane: application

Subt ype nane: pkcs8

I D. TBD2

Requi red paraneters: None

Optional paraneters: None

Encodi ng consi derations: CBOR byte string

Security considerations: As defined in this specification
Publ i shed specification: [RFC5958]

Applications that use this nedia type: AN MA Bootstrap (BRSKI)
and EST

application/csrattrs

Type nane: application

Subtype nane: csrattrs

| D. TBD3

Requi red paraneters: None

Optional paraneters: None

Encodi ng consi derations: CBOR byte string

Security considerations: As defined in this specification
Publ i shed specification: [RFC7030]

Applications that use this nedia type: AN MA Bootstrap (BRSKI)
and EST
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appl i cati on/ pkcs10

Type nane: application

Subt ype nane: pkcsl0

I D TBD4

Requi red paraneters: None

Optional paraneters: None

Encodi ng consi derations: CBOR byte string

Security considerations: As defined in this specification
Publ i shed specification: [RFC5967]

Applications that use this nmedia type: AN MA bootstrap (BRSKI)
and EST

+ application/pkcsl2

+ Type nane: application

+ Subtype nane: pkcsl2

+ | D TBD5

+ Required paraneters: None

+ Optional paraneters: None

+ Encodi ng considerations: CBOR byte string

+ Security considerations: As defined in this specification
+ Published specification: |IETF

+ Applications that use this nedia type: AN MA bootstrap
(BRSKI) and EST
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+ application/auditnonce

+ Type nane: application

+ Subtype nane: auditnonce

+ | D TBD6

+ Required paraneters: None

+ Optional paraneters: None

+ Encodi ng considerations: CBOR byte string

+ Security considerations: As defined in this specification
+ Published specification: BRSKI??

+ Applications that use this nedia type: AN MA bootstrap
( BRSKI )

+ application/authorizationvoucher

+ Type nane: application

+ Subtype name: authorizati onvoucher

+ | D TBD7

+ Required paraneters: None

+ Optional paraneters: None

+ Encoding considerations: CBOR byte string

+ Security considerations: As defined in this specification
+ Published specification: BRSKI??

+ Applications that use this nedia type: AN MA bootstrap
( BRSKI )

Additions to the sub-registry "CoAP Resource Type", within the "CoRE
Paraneters” registry are needed for a new resource type.

0O rt="core.est" needs registration with | ANA
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9.

10.

11.

12.

12.

[ EDNOTE: This section will be expanded to include types needed that
do not exist in CoAP.]

Security Consi derations

[ EDNOTE: This section to be populated. This docunent describes an
exi sting protocol noved to CoAP and there should not be additional
security concerns added beyond the protocol’s or CoAP' s specifics
security considerations. The security considerations nentioned in
EST applies also to EST-coaps. Specifically for server-side key
generation, it introduces inplications for the endpoints and their
private keys, which will be covered here. |
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Appendi x A. EST nessages to EST-coaps

[ EDNOTE: This section to be expanded to ensure it covers all BRSK
edge conditions. ]
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A 1. cacerts
In EST, an HITPS cacerts nmessage can be

CET /.well-known/est/cacerts HITP/ 1.1
User-Agent: curl/7.22.0 (i686-pc-Ilinux-gnu) libcurl/7.22.0
QpenSSL/1.0.1 zlib/1.2.3.4 libidn/1.23 librtnp/2.3
Host: 192.0. 2. 1: 8085
Accept: */*

The correspondi ng secure CoAP request is
GET coaps://[192.0.2.1:8085]/est/crts
with CoAP fields
Ver =1
(

T =0 (CON)
Code = 0x01 (0.01 is GET)

Opti ons
Optionl (Uri-Host)

Option Delta = 0x3 (option nr = 3)
Option Length = 0x9
Option Value = 192.0.2.1
Option2 (Uri-Port)
Option Delta = 0x4 (option nr = 4+3=7)

Option Length = 0x4
Option Val ue = 8085
Option3 (Uri-Path)
Option Delta = 0x4 (option nr = 7+4= 11)
Option Length = 0x9
Option Value = /est/crts
Payl oad = [ Enpty]

A 200 OK response with a cert in EST will then be
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200 &K

Status: 200 K

Cont ent - Type: application/pkcs7-m ne

Cont ent - Tr ansf er - Encodi ng: base64

Content-Length: 4246 [EDNOTE: this exanple overflows and would
need fragnentation. Choose a better exanple.
Regardl ess we m ght need an CoAP option for
the content-length ie the CoAP payl oad?)

M | MOQYJKoZIl hveNAQeCol | MKj CCDCYCAQEXADAL Bgkghki GOWOBBWGyggwivM | C
+z CCAe OgAW BAgl JAJpY3nUZO3qc MAOGCSYGS! b3 DOEBBQUANBS X GTAXBg NVBAMT

The correspondi ng CoAP response is

2.05 Content (Content-Fornmat: application/pkcs7-m ne)
{ payl oad}
with CoAP fields
ve =1
= 2 (ACK)
dee = 0x45 (2.05 Content)
Opt i ons
Optionl (Content-Format)
Option Delta = OxC (option nr = 12)
Option Length = 0x2
Option Value = TBD1 (defined in this note)

Payl oad = h’ 123456789ABCDEF. . .

A.2. enroll / reenrol
[ EDNOTE: usernamne/ password aut hentication can be descri bed here but
is not a primary focus for BRSKI. It is inportant for generic EST
exchanges but woul d an endpoint device with sufficient user interface
to all ow usernane/ password i nput froman end user be required to use
CoAP instead of a full HITPS exchange?]
[ EDNOTE: We might need a new Option for the Retry-After response
nmessage. We mght need a new OQption for the WWV Aut henticate
response. |

[ EDNOTE: I nclude CoAP nessage exanples. ]
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csrattr

[ EDNOTE: I nclude CoAP nessage exanples. ]
enrol | status

[ EDNOTE: I nclude CoAP nessage exanples. ]
voucher st at us

[ EDNOTE: | ncl ude CoAP nessage exanples. ]
request voucher

[ EDNOTE: I nclude CoAP nessage exanples. ]
request| og

[ EDNOTE: | nclude CoAP nessage exanples. ]

[ EDNOTE: More exanpl es can be added, for server-side key generation
in CM5 envel opes. ]

Appendi x B. EST-coaps Bl ock nessage exanpl es

This section provides a detail ed exanpl e of the nessages using DILS
and BLOCK option Block2. The mninmum PMIU is 1280 bytes, which is
t he exanpl e val ue assunmed for the DILS datagram size. The exanple
bl ock Iength is taken as 64 which gives an SZX val ue of 2.

The followng is an exanple of a valid /cacerts exchange over DTLS.
The content |length of the cacerts response in appendix A 1 of

[ RFC7030] is 4246 bytes using base64. This leads to a length of 3185
bytes in binary. The CoAP nessage adds around 10 bytes, the DTLS
record 29 bytes. To avoid IP fragnentation, the CoAP bl ock option is
used and an MIU of 127 is assunmed to stay within one | EEE 802. 15.4
packet. To stay below the MIU of 127, the payload is split in 50
packets with a payl oad of 64 bytes each. The client sends an | Pv6
packet containing the UDP datagramw th the DTLS record that

encapsul ates the CoAP Request 50 times. The server returns an | Pv6
packet containing the UDP datagramwi th the DILS record that

encapsul ates the CoAP response. The CoAP request-response exchange
with bl ock option is shown below Block option is shown in a
deconposed way indicating the kind of Block option (2 in this case
because used in the response) followed by a colon, and then the bl ock
nunber (NUM, the nore bit (M= 0 neans |ast bl ock), and bl ock size
exponent (2**(SZX+4)) separated by slashes. The Length 64 is used
wth SZX= 2 to avoid IP fragnentation. The CoAP Request is sent with
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confirmable (CON) option and the content format of the Response is
[ appl i cation/ cacerts.

GET [192.0.2.1:8085]/est/crts -->
<-- (2:0/1/64) 2.05 Content
GET URl (2:1/1/64) -->
<-- (2:1/1/64) 2.05 Content
I
|
GET URI (2:49/1/64) -->
<-- (2:49/0/64) 2.05 Content

For further detailing the CoAP headers of the first two bl ocks are
witten out.

The header of the first GET | ooks |ike:

Ver
T =
Code = 0x01 (0.1 CET)
Opt i ons
Optionl (Uri-Host)
Option Delta = 0x3 (option nr = 3)
Option Length = 0x9
Option Value = 192.0.2.1
Option2 (Uri-Port)
Option Delta = 0x4 (option nr = 3+4=7)
Option Length = 0x4
Option Val ue = 8085
Option3 (Ui - Path)
Option Delta = 0x4 (option nr = 7+4=11)
Option Length = 0x9
Option Value = /est/crts
Payl oad = [ Enpty]

1

(@N]|

The header of the first response |ooks |ike:

[ EDNOTE: The contents of the payload do not need to be witten as
they are encoded with DTLS into sonethi ng unreadabl e. ]
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Ver =
T = 2 (ACK)
Code = 0x45 (2.05 Content.)
Opti ons
Opti onl (Content-Format)
Option Delta = OxC (option 12)
Option Length = 0x2
Option Val ue = TBD1
Option2 (Bl ock2)
Option Delta = OxB (option 23 = 12 + 11)
Option Length = 0Ox1
Option Val ue = Ox0A (bl ock nunmber = 0, M=1l, SZX=2)
Payl oad = h’ 123456789ABCDEF. ..’ (512 bytes)

1
(

The second Bl ock2:
Vér =1
= 2 (nmeans ACK)
dee = 0x45 (2.05 Content.)
Opti ons
Optionl (Content-Format)
Option Delta = OxC  (option 12)
Option Length = 0x2
Option Val ue = TBD1
Option2 (Bl ock2)
Option Delta = OxB (option 23 = 12 + 11)
Option Length = 0Ox1
Option Value = 0x1D (bl ock number = 1, M1, SZX=2)
Payl oad = = h’ 123456789ABCDEF. ..’ (512 bytes)
The 49th and final Bl ock2:
Vér =1
= 2 (nmeans ACK)
dee = 0x21
Opt i ons
Optionl (Content-Format)
Option Delta = OxC  (option 12)
Option Length = 0x2
Option Val ue = TBD1
Option2 (Bl ock2)
Option Delta = OxB (option 23 = 12 + 11)
Option Length = 0x2
Option Value = 0x312 (bl ock nunber = 49, M0, SZX=2)
Payl oad = = h’ 123456789ABCDEF. . ." (512 bytes)
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