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Abstract

RFC5070- bi s provi des XM.-based data representati on on incident
information, but the use of the | ODEF data nodel is not limted to
XM.. JSON representation is sonetinmes preferred since it is easy to
handl e from certain programm ng environnments. This draft represents
the | ODEF data nodel in JSON. Note that this 00 version draft is
prepared for the purpose of encouraging discussion on the need for
JSON representation
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1. Introduction

RFC5070- bi s defines an data nodel for sharing incident information.

It facilitates automated exchange of information anong parties over
networks. The data nodel can be inplenented in a formof XM, but it
is not always suitable for inplenmentation. JSON based representation
is often useful.

Therefore, in this docunent, we provide a nmeans to represent | ODEF
data nodel in JSON
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1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. The I ODEF Informati on Model in JSON

The data nodel of 1 ODEF is defined in RFC5070-bis, and this section
represent the elenments of the data nodel in JSON

2. 1. | ODEF- Docunent C ass

The | ODEF- Docunment class is the top level class in the | ODEF data
nodel . Al | ODEF docunents are an instance of this class. This

cl ass provi des seven paraneters: version, lang, format-id, private-
enum nane, private-enumid, Incident, and Additional Dat a.

The exanpl e bel ow represents how to describe this class in JSON.
" | ODEF- Docunent ": {
"version": "1.0",
"lang": "en",
“format-id": "RFC5070",

“Incident": [
<< omtted >>>
]

}
Figure 1: | ODEF-Docunent Cl ass in JSON
2.2. Incident d ass

The I ncident class describes commonly exchanged i nformati on when
reporting or sharing derived analysis fromsecurity incidents.

The exanpl e bel ow represents how to describe this class in JSON.
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“I'ncident": {

"purpose": "reporting",
n I a.ngll : n enII ,
"restriction": "green",

"Incident| D': {<<< omitted >>>},

"Rel atedActivity": [<<< omitted >>>],

"CGenerationTinme": "2015-10-02T11: 18: 00- 05: 00",

"Description": ["Incident class description field"],

"Assessnment": [<<< omtted >>>],

"Met hods": [<<< omitted >>>],

"Contact": [<<< omtted >>>]

"EventData": [<<< omtted >>>],

“IndicatorList": [<<< omitted >>>] # check whether it can exist once or no
re

"History": {<<< omtted >>>},

"Additional Data": [<<< omtted >>>],

}
Figure 2: Incident Cass in JSON

2.3. Comon Attri butes

There are a nunber of recurring attributes used in the information
nodel . They are docunented in this section.

2.3.1. restriction Attribute

RFC5070-bis defines the restriction Attri bute as one of conmpn

attributes. It is defined as bel ow
"restriction":{"enun': ["public", "partner", "need-to-know'
"private", "default", "white", "green", "anber", "red", "ext-value"]}

2.3.2. oObservable-id Attribute
RFC5070- bi s defines the observable-id attribute as one of common
attributes. The value of this attribute is a unique identifier in
the scope of the docunent.It is defined as bel ow
"observabl e-id": {"type": "string"},
Figure 3: observable-id in JSON
2.4. IncidentlD O ass

The exanpl e bel ow represents how to describe this class in JSON
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"IncidentI D': {
"id": "nict20150518-0001",
"nanme": "N CT_cert",
"instance": "cyberl ab"

}
Figure 4: IncidentlID Cass in JSON
2.5. Alternativel D A ass
The exanpl e bel ow represents how to describe this class in JSON
"Altervativel D': {

"restriction": "private",
"IncidentI D': [<<<om tted>>>]

}

Figure 5. AlternativelD Cass in JSON
2.6. RelatedActivity d ass
The exanpl e bel ow represents how to describe this class in JSON
"RelatedActivity": {
"restriction": "private",

"Threat Actor": |

"Threat Actorl D': "TA-12- AGGRESSI VE- BUTTERFLY",
"Description": "Aggressive Butterfly"

}
1,
" Canpai gn": |
{
" Canpai gnl D': "G 2015-59405",
"Description": "Orange Graffe"
}

]
}

Figure 6: RelatedActivity Class in JSON
2.7. ThreatActor C ass

The exanpl e bel ow represents how to describe this class in JSON.
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"Threat Actor": {
"Threat ActorI D': "TA-12- AGGRESSI VE- BUTTERFLY",
"Description": "Aggressive Butterfly"

}

Figure 7: Threat Actor Cass in JSON
2.8. Canpaign d ass
The exanpl e bel ow represents how to describe this class in JSON
"Canpai gn": {
"Canpai gnl D': "C 2015-59405",

"Description": "Orange Graffe"
}

Figure 8: Canpaign Cass in JSON
2.9. Contact d ass

The exanpl e bel ow represents how to describe this class in JSON

"Contact": {
"type": "organi zation",
"role": "creator",
"Contact Nane": "CSIRT for exanple.cont,
"emai | " {
"emai | To": "contact @sirt.exanple. conf
}
}

Figure 9: Contact Class in JSON
2.9.1. RegistryHandl e d ass
The exanpl e bel ow represents how to describe this class in JSON.
"Regi stryHandl e": {
"Regi stryHandl eNane": "MWAPN C',

"registry": "apnic",

}
Figure 10: RegistryHandle Cass in JSON
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2.9.2. Postal Address C ass
The exanpl e bel ow represents how to describe this class in JSON.
"Post al Address": {
"type": "mailing",
" PAddr ess": "184-8795",
"Description”: "4-2-1 Nukui-Kitamachi Koganei Tokyo, Japan®
1
Figure 11: Postal Address Cass in JSON
2.9.3. Email dass
The exanpl e bel ow represents how to describe this class in JSON.
"Emai l " {
"emai | To": "contact @sirt.exanple. conf
1
Figure 12: Email Class in JSON
2.9.4. Tel ephone d ass
The exanpl e bel ow represents how to describe this class in JSON.
"Tel ephone”: {
"Tel ephoneNunber™: "+81423275862"
b
Fi gure 13: Tel ephone C ass in JSON
2.10. Discovery O ass
The exanpl e bel ow represents how to describe this class in JSON.
"Di scovery": {
"DetectionPattern”: {

"Application": {
"Description": "Mcrosoft Wn"
}

}
}

Figure 14: Discovery Cass in JSON
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2.10.1. DetectionPattern O ass
The exanpl e bel ow represents how to describe this class in JSON.
"DetectionPattern": {
"Application": {
"Description": "Mcrosoft Wn"

}
}

Figure 15: DetectionPattern Cass in JSON
2.11. Method O ass
The exanpl e bel ow represents how to describe this class in JSON.
"Met hod": {
"Vul nerability": {}
}
Figure 16: Method Cass in JSON
2.11.1. Reference C ass
The exanpl e bel ow represents how to describe this class in JSON.
"Ref erence": {

"URL":"http://ww. nict.go.jp"
}

Figure 17: Reference Cass in JSON
2.12. Assessnent C ass
The exanpl e bel ow represents how to describe this class in JSON.
"Assessnent": {
"Busi nessl npact": {

"type": "breach-proprietary”
}

}
Fi gure 18: Assessnment Class in JSON
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2.12.1. System npact C ass

The exanpl e bel ow represents how to describe this class in JSON.

"System npact " : {
"severity":"l ow',
"type": " unknown"

Figure 19: System npact Cass in JSON
2.12.2. Businesslnpact d ass
The exanpl e bel ow represents how to describe this class in JSON.
"Busi nessl npact": {

"type": "breach-proprietary"”
}

Fi gure 20: Businesslnpact Cass in JSON
2.12.3. Tinelnpact C ass
The exanpl e bel ow represents how to describe this class in JSON.
"Ti mel npact ": {

"val ue":"5 hours",
"metric":"el apsed”

}
Figure 21: Tinmelnpact Cass in JSON

2.12. 4. Monetaryl npact d ass
The exanpl e bel ow represents how to describe this class in JSON.
"Monet aryl npact " : {}
Figure 22: Mnetarylnpact Cass in JSON
2.12.5. Confidence C ass

The exanpl e bel ow represents how to describe this class in JSON.
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" Confidence": {
"rating": "mediunf
}
Fi gure 23: Confidence Cass in JSON
2.13. History O ass
The exanpl e bel ow represents how to describe this class in JSON
"History": {
"Hi storyltenm': {

"Dat eTi me": "2015-10-15T11:18: 00- 05: 00",
"action": "investigate"

}
b,

Figure 24: History Cass in JSON
2.13.1. Historyltem d ass
The exanpl e bel ow represents how to describe this class in JSON
"Hi storyltenm': {

"Dat eTi me": "2015-10-15T11:18: 00- 05: 00",
"action": "investigate"

}
Figure 25: Historyltem d ass in JSON

2.14. Event Data C ass

The exanpl e bel ow represents how to describe this class in JSON
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"EventData": {
"ReportTime": "2016-06-01 18: 05: 33",

"System': {
"category": "source",
“Node": {
"Address": {
"category": "ipv4-addr",

"Addr essVal ue": "192.228.139.118"

}
"Location": "Ogl D=7"

}

'ervice": {
"ip-protocol": 6,
"Port": 49183

}
b,

Figure 26: EventData Class in JSON
2.15. Expectation d ass
The exanpl e bel ow represents how to describe this class in JSON
"Expectation": {

"action": "investigate"

}s
Figure 27: Expectation Cass in JSON

2.16. System d ass

The exanpl e bel ow represents how to describe this class in JSON.

"System': {
"category": "source",
"Node": {
"Address": {
"category": "ipv4-addr",

" Addr essVal ue": "192.228.139. 118"

},
"Location": "Ogl D=7"

1

"Service": {
"ip-protocol": 6,
"Port": 49183

}

Figure 28: System Class in JSON
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2.17. Node d ass
The exanpl e bel ow represents how to describe this class in JSON.
"Node": {
"Address": {
"category": "ipv4-addr",
" Addr essVal ue": "192.228.139. 118"
}
Figure 29: Node Cass in JSON
2.17.1. Address d ass
The exanpl e bel ow represents how to describe this class in JSON.
"Address": {
"category": "ipv4-addr",
" AddressVal ue": "192.228.139. 118"
}s
Figure 30: Address Class in JSON
2.17.2. NodeRole d ass
The exanpl e bel ow represents how to describe this class in JSON.
"NodeRol e": {
"category": "client"
Fi gure 31: NodeRole Cass in JSON
2.17.3. Counter d ass
The exanpl e bel ow represents how to describe this class in JSON.
"Counter": {
"val ue": "3",
"type": "count",
"unit": "packet"
}
Figure 32: Counter Cass in JSON
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2.18. Domai nData C ass
The exanpl e bel ow represents how to describe this class in JSON.
"Domai nData": {
"system status": "innocent-hacked",
"domai n-status": "assi gnedAndl nacti ve",
"Nanme": "tenpl.nict.go.jp"
}
Figure 33: Domai nData C ass in JSON
2.18.1. Nameserver C ass

The exanpl e bel ow represents how to describe this class in JSON.

"NanmeServers": {

"Server": "vgw. nict.go.jp",
"Address": {
" Addr essVal ue": "133.243.18.5",
"category": "ipv4-addr"”
}

}
Fi gure 34: Nanmeserver Cass in JSON

2.18.2. Domai nContacts C ass
The exanpl e bel ow represents how to describe this class in JSON

"Domai nCont acts": {

"Contact": {
"role": "user",
"type": "organi zation"

}
}

Fi gure 35: Dommi nContacts Class in JSON
2.19. Service dass

The exanpl e bel ow represents how to describe this class in JSON.
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"Service": {
"Servi ceNane": {
"Description": "It seens to be a scan froman infected machi

ne.

|
"ip-protocol": 6,
"Port": 49183

}

Figure 36: Service Class in JSON
2.19.1. ServiceNane C ass
The exanpl e bel ow represents how to describe this class in JSON.
"ServiceNane": {

"Description": "It seens to be a scan froman infected nachi
ne."

}
Figure 37: ServiceNane C ass in JSON
2.19.2. ApplicationHeader d ass
The exanpl e bel ow represents how to describe this class in JSON.
"Appl i cati onHeader": {}
Figure 38: ApplicationHeader O ass in JSON
2.20. Emuil Data O ass
The exanpl e bel ow represents how to describe this class in JSON
"Emai | Dat a": {}
Figure 39: Email Data C ass in JSON
2.21. Record d ass

The exanpl e bel ow represents how to describe this class in JSON
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"Record": {
"RecordPattern”: {
Iltypell: Ilregexll’
"value": "[0-9][A-Z]"

I
"Recordltent: {}

}
Figure 40: Record Cass in JSON
2.21.1. RecordPattern C ass
The exanpl e bel ow represents how to describe this class in JSON.

"RecordPattern”: {
"type": "regex",
"value": "[0-9][A-Z]"

1

Figure 41: RecordPattern Class in JSON
2.22. WndowsRegi stryKeyshMdified O ass
The exanpl e bel ow represents how to describe this class in JSON.

"W ndowsRegi st ryKeysModi fied": {
n Keyll : {
"KeyVal ue": "XXXXXXXXXXXXXXXXXXXXXXX",
"KeyNane": " HKEY_ LOCAL_MACHI NEXXXXXXX",

}
}

Figure 42: W ndowsRegi stryKeysModi fied Class in JSON
2.22.1. Key d ass
The exanpl e bel ow represents how to describe this class in JSON.
"Key": {

"KeyVal ue": " XXXXXXXXXXXXXXXXXXXXXXX",
"KeyNane": " HKEY_ LOCAL_MACHI NEXXXXXXX",

}
Figure 43: Key Class in JSON
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2.23. CertificateData C ass
The exanpl e bel ow represents how to describe this class in JSON.

"CertificateData": {
"Certificate": {
" X509Dat a": {
"X509I ssuer Serial ": {
" X509] ssuer Nane": "CN=TAMURA Kent, OU=TRL, O=I BM L=Yanma
t o-shi, ST=Kanagawa, C=JP",
" X509Seri al Nunber": "12345678"

! ’X509SKI " "31d97bd7"

}
}
}

Figure 44: CertificateData C ass in JSON
2.23.1. Certificate O ass
The exanpl e bel ow represents how to describe this class in JSON

"Certificate": {
" X509Dat a": {
" X5091 ssuer Serial ": {
" X5091 ssuer Nane": "CN=TAMURA Kent, OU=TRL, O=I BM L=Yama
t o-shi, ST=Kanagawa, C=JP",
" X509Seri al Nunber": "12345678"

! ’X509SKI " "31d97bd7"

}
}

Figure 45: Certificate Cass in JSON
2.24. FileData C ass
The exanpl e bel ow represents how to describe this class in JSON
"FileData": {
"File": {

"Fi | eName": "dumy. exe"

}
}

Figure 46: FileData Cass in JSON
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2.24.1. File dass
The exanpl e bel ow represents how to describe this class in JSON.
"File": {

"Fil eNane": "dummy. exe"
}

Figure 47: File Cass in JSON
2.25. HashData d ass

The exanpl e bel ow represents how to describe this class in JSON.

"HashDat a": {
"scope": "file-contents",
"Hash": {

"Di gest Met hod": "http://ww. w3. org/ 2000/ 09/ xm dsi g#shal"

"Di gestVal ue": " XXXXXXXXXXX"

}
}

Figure 48: HashData C ass in JSON
2.25.1. Hash d ass
The exanpl e bel ow represents how to describe this class in JSON

"Hash": {
"Di gest Met hod": "http://ww. w3. org/ 2000/ 09/ xm dsi g#shal”

"Di gestVal ue": "XXXXXXXXXXX"

}
Figure 49: Hash Cass in JSON
2.25.2. FuzzyHash O ass
The exanpl e bel ow represents how to describe this class in JSON
"FuzzyHash": {

"FuzzyHashVal ue": {}
}

Fi gure 50: FuzzyHash C ass in JSON
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2.26. SignatureData O ass
The exanpl e bel ow represents how to describe this class in JSON.
"SignaturebData": {
"Sighature": "XXXXXXXX"
}
Figure 51: SignatureData Class in JSON
2.27. Indicator C ass
The exanpl e bel ow represents how to describe this class in JSON.
"Indicator”: {

“Indicatorl D": {
"id": "(@0823490",

"nanme": "csirt.exanple.cont,
"version": "1"

}

"Description": "C2 domai ns",

“StartTinme": "2014-12-02T11: 18: 00- 05: 00",
"Qobservabl e": {
"Bul kObservabl e": {
"type": "fqdn"

}

"Bul kObservabl eList": [
"Kkj 290023j 09r 34. exanpl e. cont',
"09i ] k23j f] Ok8. exanpl e. net ",
"kl knj wfjiow efr923. exanpl e. org",
"oi mrei k79nmsd. exanpl e. or g"

]
}
}

Figure 52: Indicator Class in JSON
2.27.1. IndicatorlD C ass
The exanpl e bel ow represents how to describe this class in JSON
"Indicatorl D": {
"id": "(90823490",

"nanme": "csirt.exanpl e.coni,
"version": "1"

}
Figure 53: IndicatorID Cass in JSON
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2.27.2. AternativelndicatorlD C ass
The exanpl e bel ow represents how to describe this class in JSON.

"AlternativelndicatorlD": {
"I ndi cat or Ref erence": {
"uid-ref": "xxxxx"

}
}

Figure 54: AlternativelndicatorlD Cass in JSON
2.27.3. (Qvbservable d ass
The exanpl e bel ow represents how to describe this class in JSON.

"Qobservabl e": {
"Bul kObservabl e": {

"type": "fqgdn"

}

"Bul kObservabl eList": [
"kj 290023j 09r 34. exanpl e. cont',
"09i ] k23j f] Ok8. exanpl e. net ",

"kl knj wfjiow efr923. exanpl e. org",
"oi mrei k79nsd. exanpl e. or g"

]
}

Fi gure 55: Qbservable Cass in JSON
2.27.4. IndicatorExpression C ass
The exanpl e bel ow represents how to describe this class in JSON
"I ndi cat or Expression": {}
Fi gure 56: |ndicatorExpression Class in JSON
2.27.5. (Observabl eReference O ass
The exanpl e bel ow represents how to describe this class in JSON

" Cbservabl eRef erence": {
"uid-ref": "xxxxx"

1
Fi gure 57: Qbservabl eReference Cass in JSON
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2.27.6. IndicatorReference C ass
The exanpl e bel ow represents how to describe this class in JSON.
"I ndi cat or Ref erence": {
"uid-ref": "xxxxx"
}
Figure 58: IndicatorReference Class in JSON
2.27.7. AttackPhase O ass
The exanpl e bel ow represents how to describe this class in JSON.
"AttackPhase": {

"Description": "Currently, the infected host is scanning arbit
rary hosts to find next targets.”

}
Figure 59: AttackPhase Class in JSON

3. Notable differences from RFC5070-bis (to be del eted)

o Flowclass is deleted, and EventData cl ass now has the i nstance of
System cl ass.

0 Record class is deleted, and the link to the Record class are
directly connected to RecordData class, which is then renaned to
Record cl ass.

4. Exanpl es

This section provides exanpl e of | ODEF docunents. These exanpl es do

not represent the full capabilities of the data nodel or the the only

way to encode particul ar information.
4.1. Mniml Exanple

A docunent containing only the mandatory el enents and attri butes.
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{ _
“version": "2.0",
“lang": "en",
"Incident": |
{
"purpose": "reporting",
"restriction": "private",
“IncidentI D': {
"id": 492382,
"nane": "csirt.exanple. cont
b
"CGenerationTinme": "2015-07-18T09: 00: 00- 05: 00",
"Contact": [
{
"type": "organization",
“role": "creator",
"emai l " {
"emai | To": "contact @sirt.exanple. conf
}
}
]
}
]
}
Figure 60: JSON representation exanple 1
4.2. Indicators froma Canpaign
An exanple of C2 domamins froma given canpaign
{ .
“version": "2.0",
"lang": "en",
"I ncidents": [
{
"purpose": "watch",
"restriction": "green",
"IncidentI D': {
"id": "897923",
"nane": "csirt.exanpl e.conf
1,
"Rel at edActivity": |
"Threat Actor": |
"Threat Actorl D': "TA-12- AGGRESSI VE- BUTTERFLY"
"Description": "Aggressive Butterfly"
Takahashi Expi res Decenber 10, 2016
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}
1.
"Canpai gn": |
{
"Canpai gnl D': "C-2015-59405",
"Description": "Orange Graffe"
}
]

| }
" Gener ati onTi me": "2015-10-02T11: 18: 00- 05: 00",
"Description": [
"Summari zes the Indicators of Conprom se for the O ange
aign of the Aggressive Butterfly crinme gang."

"Assessnent": |

{
"Busi nessl npact": {
"type": "breach-proprietary”
}
}
1,
"Contacts": |
{ o
"type": "organization",
"role": "creator",
"Cont act Nane": "CSIRT for exanple.coni,
"Email " {
"emai | To": "contact @sirt.exanple.cont
}
}
]

’ndicatorList": [

“IndicatorI D': {
"1d": "@0823490",

"nanme": "csirt.exanpl e.coni,
"version": "1"

}

"Description": "C2 domai ns",

"StartTime": "2014-12-02T11:18: 00- 05: 00",
"Qbservabl e": {
"Bul kQbservabl e": {
"type": "fqdn"

}

"Bul kObservabl eList": [
"kj 290023j 09r 34. exanpl e. cont',
"09i ] k23j f] Ok8. exanpl e. net ",
"kl knjwfjiow efr923. exanpl e.org",
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"oi mrei k79nmsd. exanpl e. or g"

Figure 61: JSON representation exanple 2

5. The | CDEF Data Model (JSON Schenm)
E
"$schemn": "http://json-schema. org/draft-04/ schema#",
"definitions": {
"lang": {
"enunt': |
n .enll’
IIJ pII
]

estriction": {

"enunt': |
"public",
"partner",
"need-t o- know'
“private",
"defaul t",
"white",
"green",
"anber",
"red",
"ext -val ue"

}

]
}
"URLtype": {
"type": "string"
}
"IDtype": { _
"type": "string"
}
"Ext ensi onType": {
"type": "object”,
"properties": {
"name": {
"type": "string"
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}
"dtype”: {
"enum': |

"bool ean",
"byte",
"bytes",
"character",
"date-tinme",
"nt pstanp”,
"integer",
"portlist",
"real ",
"string",
"“file",
"pat h",
"frame",
"packet ",
"1 pv4- packet ",
"1 pv6- packet ",
“url™,
"csv",
"W nreg",
"xm
"ext -val ue"

]

’xt-dtype": {
"type": "string"

}

"ﬁeaning": {
"type": "string"

"for matid": {
"type": "string"

},

"restriction": {

"$ref": "#/definitions/restriction"

}

xt-restriction": {
"type": "string"
}

’bservable-id": {
"$ref": "#/ definitions/IDtype"
}

}

}

" Sof t war eType": {
"type": "object",
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"properties": {
" Sof t war eRef erence”: {

"$ref": "#/ definitions/SoftwareReference"
},
"URL": {

"$ref": "#/ definitions/URLtype"
}

"tEscription": {
"type": "string"

}

’equired": [1,
"addi tional Properties": false

}

of t war eRef erence”: {
"type": "object",
"properties": {

"val ue": {

"type": "string"

}

"spec-nane": {
"type": "string"
}

'xt-spec-nane": {
"type": "string"

"atype": {
"type": "string"

"éxt-dtype": {
"type": "string"

}

"’equired": [
"spec- nane"
]

"addi tional Properties": false

}

"Incident": {
“title": "lIncident",
"“description": "JSON schema for Incident class",
"type": "object",
"properties": {
"purpose": {
"enum': |

"traceback",

"mtigation",

"reporting",
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n \I\at Chll ,
"ot her",
"ext -val ue"

]

’xt-purpose": {
"type": "string"

}

"status": {
"enum': |
"bl abl a"
]
}

"’xt-status": {

"type": "string"
"iang": {

"$ref": "#/definitions/lang"
}

"restriction”: {
"$ref": "#/definitions/restriction”
}

Xt-restriction": {
"type": "string"
}

" obser vabl e-i d":
“"$ref": "#/definitions/I|Dtype"
}

"’ncidentIDH {
"$ref": "#/definitions/IncidentlD'
}

" ternativel D': {
Iltypell: Ilobj eCtll

"helatedActivity": {
"type": "array",
"items": {
"$ref": "#/definitions/RelatedActivity"
}
}

"betectTine": {
"type": "string"
}

"’tartTine": {
"type": "string"

},
"EndTi me": {
"type": "string"
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}

"type":
}

"type":
}

"type":

"Descripti
"type":
"itenms":

n t ypeII

}

"type":
"itens":

"$ref"
}

}

"type":
"itens":

}

},

"Met hods":
"type":
"itens":

}

"$ref":

"$ref":

}

"type":
"itens":

}

"$ref":

}

"type":
"itens":

"$ref"
}

’ndicator
"type":

}

Expi res Decenber 10, 2016
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"RecoveryTi ne": {

"string"

heportTine": {

"string"

"CGenerationTinme": {

"string"

on": {
n ar r ayll ,

{

: "string”

i:)i scovery": {

1] ar r ayu ,

{

. "#/definitions/D scovery"

sessnment": {

1] ar r ayu ,

{

"#/ definitions/Assessnent”
{
"array",
"#/ definitions/ Mthod"
{
"array",

"#/ definitions/Contact"

"EventData": {

1] ar r ayu ,

: "#/definitions/Event Dat a"

List": {
"array",
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"items": {
"$ref": "#/definitions/Indicator"
}
}
"History": {
"$ref": "#/definitions/H story"
}

"Addi tional Data": {
"type": "array",
"itens":
"$ref": "#/ definitions/ExtensionType"
}

}

equired": |

"I ncident!| D",
"GenerationTi me",
"Cont act s",

" pur pose”

}

]

’dditionaIProperties": fal se

ncident|I D': {
"title": "Incidentl D',
"description": "JSON schema for IncidentlD class",
"type": "object",
"properties": {
"id"r {
"type": "string"
"name": {
"type": "string"

"instance": {
"type": "string"
}

"restriction": {
"$ref": "#/definitions/restriction"
}

Xt-restriction": {
Iltypell: Ilstri r]gll
}
| S
"required": |
"nane"
]

’dditionaIProperties": fal se
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"properties": {
"restriction": {
"$ref": "#/definitions/restriction”
b
"ext-restriction": {
"type": "string"

"1 nci dent | D' : {
"type": "array",

"items": {
"$ref": "#/definitions/IncidentlD"
}
},
"URL": {
"type": "array",
"itens": {
"$ref": "#/ definitions/URLtype"
}
}

"Thr eat Act or " {
"type": "array",

"items": {
"$ref": "#/definitions/ Threat Actor"
}
b,
"Canpai gn": {
"type": "array",
"itens": {
"$ref": "#/definitions/Canpai gn"
}
}

"1 ndi cat or | D" : {
"type": "array",
"items": {

"$ref": "#/definitions/IndicatorlD"

}

Conf i dence" {
"$ref": "#/definitions/Confidence"

}

}

"Description": {
Iltypell: n arrayll’
"items": {

Iltypell: "Stri ngII

b
"Addi tional Data": {
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"type": "array",
"items": {

“$ref": "#/ definitions/ExtensionType"
}

}
oo |
"addi tional Properties": false
}
"Threat Actor": {
"properties": {
"restriction": {
"$ref": "#/definitions/restriction”
}s
"ext-restriction": {
"type": "string"

"%hreatActorID': {
"type": "string"
}

"tEscription": {
"type": "string"
}

"URL": {
"$ref": "#/ definitions/URLtype"
}

"Addi tional Data": {
Iltypell: n a.r.r.a.yll’
"itens":
"$ref": "#/ definitions/ExtensionType"
}

}

’dditionaIProperties": fal se

}

}
"Canpai gn": {
"properties": {
"restriction": {
"$Sref": "#/definitions/restriction”
1
"ext-restriction": {
"type": "string"

b
"Canpaignl D': {},
"URL" :
“"$ref": "#/ definitions/URLtype"
}

bescription": {
"type": "string"
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1
"Addi tional Data": {

"type": "array",

"itens": {
"$ref": "#/definitions/ExtensionType"
}
}
’ ntact": {

"type": "object",
"properties": {

role": {},
"ext-role": {},
"type": {},

"ext-type": {},
"restriction": {

"$ref": "#/definitions/restriction”
}

"ext-restriction": {
"type": "string"
}
"Cont act Nanme": {},
"ContactTitle": {},

"Description": {
"type": "string"

"Regi stryHandl e": {},
"Post al Address": {},
"Email " {},
"Tel ephone": {
"$ref": "#/ definitions/Tel ephone”

}
“Ti mezone": {},
"Contact": {
"$ref": "#/ definitions/Contact"
}

"Addi tional Data": {
"type": "array",
"items": {

"$ref": "#/definitions/ExtensionType"

}
}

’equired": [

||r0| eu’

n t ype"
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"addi tional Properties": false
}
"Regi stryHandl e": {

"type": "object",

"properties": {

"Regi stryHandl eNanme": {},
"registry": {},
"ext-registry": {}

}

’equired": [
"registry"”

"addi tional Properties": false

}

"Post al Address”: {
"type": "object",
"properties": {

Iltypell: { -
"type": "string"

|

"ext-type": {
"type": "string"

H

"PAddress": {

"type": "string"

"bescription": {
"type": "string"

b
"required": |
" PAddr ess™

]

ddi ti onal Properties": false
I
"Email " {

"type": "object",
"properties": {
"type": {},
"ext-type": {},
"Emai | To": {},
"Description": {
"type": "string"

}

’equired": [
"Emai | To"
1,
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"addi tional Properties": false

}

el ephone": {
"type": "object",
"properties": {
“type": {},
"ext-type": {},
"Tel ephoneNunber": {},
"Description": {
"type": "string"

}
}
"required": [

"Tel ephoneNunber™
]

’dditionaIProperties": fal se

}

D scovery": {
"type": "object",
"properties": {
"source": {},
"ext-source": {},
"restriction": {
"$ref": "#/definitions/restriction”
}
"ext-restriction": {
"type": "string"

"bescription": {
"type": "string"

"bontact": {
"$ref": "#/definitions/Contact"
},
"DetectionPattern": {
"$ref": "#/definitions/DetectionPattern"
}
b
"required": [],

"addi tional Properties": false
¥,
"DetectionPattern": {

"type": "object",

"properties": {

"restriction": {
"$ref": "#/definitions/restriction”
}

Xt-restriction": {
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"type": "string"
}

’bservable-id": {
"$ref": "#/ definitions/|Dtype"
H
"Application": {
"$ref": "#/ definitions/SoftwareType"
}
"Description": {
"type": "string"

"betectioannfiguration": {}

}
"required": |
" Appl i cation”
1,
"addi ti onal Properties": false
1,
"Met hod": {
"type": "object",
"properties": {
"restriction": {
"$ref": "#/definitions/restriction”
}
"ext-restriction": {
"type": "string"
"Ref erences": {
"type": "array",
"items": {
"$ref": "#/ definitions/Reference"
}
}
"Description": {
"type": "string"
}
"AttackPattern": {},
"Vul nerability": {},
"Weakness": {},
"Addi tional Data": {
"type": "array",
"items": {
"$ref": "#/ definitions/ExtensionType"
}
}
}
"required": [],

"addi tional Properties": false
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}

"Reference": {
"type": "object",
"properties": {
"observable-id": {
"$ref": "#/ definitions/|Dtype"
}

" Ref er enceNane” : {},
"URL": {

"$ref": "#/ definitions/URLtype"
1
"Description": {
"type": "string"

}

equired": [],

"addi ti onal Properties": false
1
"Assessnent": {

"type": "object",

"properties": {

"occurrence": {},
"restriction": {

"$ref": "#/definitions/restriction”

}

"ext-restriction": {
"type": "string"

"bbservable-id": {
"$ref": "#/ definitions/|Dtype"
}

"’ncidentcategory": {},
"System npact": {
"$ref”: "#/ definitions/Systemn npact”
H
"Busi nessl npact": {},
"Ti mel npact": {
"$ref": "#/definitions/Tinelnpact”
}
“Monet aryl npact": {

"$ref": "#/ definitions/Mnetaryl npact™
}
"I ntendedl npact": {},

"Counter": {

"$ref": "#/ definitions/Counter"
}
"MtigatingFactor": {},
"Cause": {},
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" Confidence": {

"$ref": "#/ definitions/Confidence"
}
"Addi tional Data": {
"type": "array",
"items": {
"$ref": "#/ definitions/ExtensionType"
}
}
b
"required": [],

"addi tional Properties":

fal se

’ysten1npact": {

"type":

"obj ect",

"properties": {
"severity": {},
"conpletion": {},

"type":

{},

"ext-type": {},
"Description": {

}
}

"type":

"string"

’equired": [
n t ypeII

"addi tional Properties": false

Busi nessl npact": {

"type":

" or

"obj ect",
operties": {
‘severity": {},

"ext-severity": {},

"type":

{},

"ext-type": {},
"Description": {

}
}

]

"type":

"string"

’equired": [
"type"

ddi tional Properties": false

’inelnpact": {

"type": "object",

"properties": {

Expi res Decenber

10, 2016

June 2016

[ Page 37]



| nt er net - Draf t

}

}

JSON- | ODEF

"val ue": {},
"severity": {},
"metric": {},
"ext-netric": {},
“duration": {},
"ext-duration": {}

},
"required": |
"metric"

]

’dditionaIProperties":

anetarylnpact": {

"type": "object",
"properties": {
"Monet ar yl npact Val ue":
"severity": {},
"currency": {}

}

’equired": [1.
"addi tional Properties":

’ nfi dence": {

"type": "object",
"properties": {
"Confi denceVal ue": {1},
"rating": {},
"ext-rating": {}

"$ref": "#/definitions/restriction”

fal se

{}.

fal se

b
"required": |
"rating"
],
"addi tional Properties": false
}
"History": {
"type": "object",
"properties": {
"restriction": {
b o
"ext-restriction": {
"type": "string"
}
"Historylteni: {}
}
"required": |
"Hi storyltent
1,
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"addi tional Properties": false
}
"Hi storylten': {

"type": "object",

"properties": {

"action": {},
"ext-action": {},
"restriction": {
"$ref": "#/definitions/restriction”
¥
"ext-restriction": {
"type": "string"

" obser vabl e-i d": {
“"$ref": "#/definitions/I|Dtype"
}

"DateTinme": {},
"IncidentI D': {},
"Contact": {

"$ref": "#/definitions/Contact”
},
"Description": {
"type": "string"
1,
"DefinedCOA": {},
"Addi tional Data": {
"type": "array",
"itenms":

"$ref": "#/definitions/ExtensionType"

}
}
1
"required": |
“Dat eTi me",
"action"
1,

"addi tional Properties": false
}
"EventData": {

"type": "object",

"properties": {

"restriction": {
"$ref": "#/definitions/restriction”
}
"ext-restriction": {
"type": "string"

"bbservable-id": {
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"$ref": "#/ definitions/IDtype"
}

"Description": {
"type": "string"
I
"DetectTime": {},
“StartTinme": {},
"EndTi ne": {},
"RecoveryTime": {},
"ReportTinme": {
"type": "string"

"bontact": {

"$ref": "#/definitions/Contact”
}
"Di scovery": {

"$ref": "#/definitions/D scovery"
}
"Assessnent": {},

"Met hod": {
"$ref": "#/ definitions/Method"
}

" stent: {
"$ref": "#/ definitions/Systent
}

"Expectation": {
“$ref": "#/ definitions/Expectation”
}

"hbcordﬁ {
"$ref": "#/ definitions/Record"
}

"Event Dat a" : {
"$ref": "#/definitions/EventData"
}

"Addi tional Data": {
"type": "array",
"items": {
"$ref": "#/ definitions/ExtensionType"

}
}
}
"required": |
"Report Ti me"
]

’dditionaIProperties": fal se

}

Expectation": {
"type": "object",
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"properties": {

"action": {},

"ext-action": {},

"severity": {},

"restriction": {

"$ref": "#/definitions/restriction”

}

"ext-restriction": {
"type": "string"

"bbservable-id": {
"$ref": "#/ definitions/|Dtype"
}

tEscription": {
"type": "string"

"Def i nedCOA": {3},
"StartTime": {},

"EndTi me": {},
"Contact": {
"$ref": "#/definitions/Contact"
}
}, _
"required": [],

"addi tional Properties": false
}
"System': {

"type": "object",

"properties": {

"category": {

"enunt': |

"source",
"target",
"intermedi ate",
"sensor",
"infrastructure",
"ext-val ue"

]

xt-category": {},

"interface": {},

"spoofed": {},

"virtual": {},

"“ownership": {},

"ext-ownership": {},

"restriction": {

"$ref": "#/definitions/restriction”

}

}
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"ext-restriction": {
"type": "string"

}

"observabl e-id": {

"$ref": "#/ definitions/|Dtype"
1,
"Node": {

"$ref": "#/ definitions/Node"

},
"NodeRol e": {
"$ref": "#/ definitions/NodeRol e"

}
"Service": {
"$ref": "#/definitions/Service"
}
"QOperatingSystem': {},
"Counter": {
"$ref": "#/ definitions/Counter"”
}s
"AssetI D': {},

"Description": {
"type": "string"
}

"Addi tional Data": {
Iltypell: n arrayll’
"items": {
"$ref": "#/ definitions/ExtensionType"

}
}
oo
"required": |
" Node"
],
"addi tional Properties": false
|
"Node": {

"type": "object",
"properties": {
"Domai nDat a": {
"$ref": "#/definitions/Donmai nDat a"
}

"’ddress": {
"$ref": "#/definitions/Address"

}
"Post al Address": {},

"Location": {
"type": "string"
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"Counter": {
"$ref": "#/definitions/Counter”
}
1
"required": [],

"addi tional Properties": false

}
"Address": {
"type": "object",
"properties": {
"Addr essVal ue": {},
"category": {},
"ext-category": {},
"vl an-nane": {},
"vlan-num': {
"type": "integer"
}

"’bservable-id": {
"$ref": "#/ definitions/|Dtype"

}

’equired": [
"cat egory"

}

]

"addi tional Properties": false

}
"NodeRol e": {
"type": "object",
"properties": {
"category": {},
"ext-category": {},
"Description": {
"type": "string"

}

’equired": [
"cat egory"

]

"’dditionaIProperties": fal se

}

unter": {
"type": "object",
"properties": {
"val ue": {
"type": "string"

}
“type": {},
"ext-type": {},
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"unit": {},
"ext-unit": {},
“meani ng": {},
“duration": {},
"ext-duration": {}
}
"required": |
“type",
"unit”

]

dditional Properties": false
},
"Domai nDat a": {

"type": "object",

"properties": {
"systemstatus": {},
"ext-systemstatus": {},
"domai n-status": {},
"ext-domai n-status": {},
"observable-id": {

"$ref": "#/ definitions/|Dtype"
}

"Name": {3},

" Dat eDomai nWasChecked": {},
"Regi strationDate": {},
"ExpirationDate": {},
"Rel at edDNS": {},
"NaneServers": {

"$ref": "#/ definitions/NanmeServers"
|
"Domai nCont acts": {
"$ref": "#/definitions/Domai nCont acts"
}
}
"required": |
"Nane",
"systenm status"”,
"domai n- st at us"
]

’dditionaIProperties": fal se

}

NaneServers": {
"type": "object",
"properties": {
"Server": {},
"Address": {
"$ref": "#/definitions/Address”

}
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}

"’equired": [
"Server",
" Addr ess"

]

ddi ti onal Properties": false
}
"Domai nCont acts": {

"type": "object",

"properties": {
"SanmeDonmai nContact": {},
"Contact": {

"$ref": "#/ definitions/Contact"
}

’equired": [
"“Cont act”

}

]

ddi tional Properties": false

}

"Service": {

"type": "object",

"properties": {
"ip-protocol": {},
"observabl e-id":

"$ref": "#/definitions/IDtype"

}
"ServiceNane": {},
"Port": {},
"Portlist": {},
"ProtoCode": {},
"ProtoType": {},
"ProtoField": {},
"Appl i cati onHeader": {},
"Emai | Data": {},
"Application": {}

}

"’equired": [1.
"addi tional Properties": false

}

ervi ceName": {
"type": "object",
"properties": {
"1 ANAServi ce": {},
"URL": {
"$ref": "#/ definitions/URLtype"
}

bescription": {
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"type": "string"
}

’equired": [1.
"addi ti onal Properties": false

}

}

"Appl i cati onHeader": {
"type": "object",
"properties": {
"Appl i cati onHeader Fi el d": {}
}
"required": |
" Appl i cti onHeader Fi el d"
]

ddi tional Properties": false
Y
"Emai | Data": {

"type": "object",
"properties": {

"Email To": {},
"Emai | Fronmt': {},
"Emai | Subject": {},
"Emai | X-Mailer": {},
"Emai | HeaderFiel d": {},
"Emai | Headers": {},
"Emai | Body": {},
"Emai | Message": {},
"HashDat a": {

"$ref": "#/ definitions/HashData"

}
"SignatureData": {
"$ref": "#/ definitions/SignatureData"
}
b
"required": [],
"addi tional Properties": false
}
"Record": {

"type": "object”,
"properties": {
"restriction": {
"$ref": "#/definitions/restriction"
}

"ext-restriction": {
"type": "string"

"bbservable-id": {
"$ref": "#/ definitions/|Dtype"
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}
"DateTinme": {},
"Description": {

"type": "string"
}
"Applicadtion": {},
"RecordPattern": {},
"Recordltem': {},
"URL": {

"$ref": "#/ definitions/URLtype"
}

"ﬁiIeData": {

"$ref": "#/definitions/Fil eData"
},
"W ndowsRegi stryKeysModi fied": {},
"CertificateData": {

"$ref": "#/definitions/CertificateData"
}

"Addi tional Data": {
"type": "array",
"items": {
"$ref”: "#/ definitions/ExtensionType"
}

}
b
"required": [],
"addi tional Properties": false

}

RecordPattern": {
"type": "object",
"properties": {

"RecordPatternVal ue": {},
"type": {},
"ext-type": {},
"of fset": {},
"offsetunit": {},
"ext-offsetunit": {},
"instance": {

"type": "integer"
}

’equired": [
n t ypeII

}

"addi tional Properties": false

}

"ndomstgistryKeysNbdified": {
"type": "object",
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"properties": {
"observabile-id": {},
n Keyll : { }

’equired": [
"Key"

}

]

ddi tional Properties": false
}
"Key": {

"type": "object",

"properties": {
"regi stryaction": {},
"ext-registryaction": {},
"observable-id": {

"Sref": "#/definitions/IDtype"
}

"keyhbne": {},
"KeyVal ue": {}
}

"’equired": [
" KeyNane"
|

ddi ti onal Properties": false
}
"CertificateData": {

"type": "object”,

"properties": {
"restriction": {

"$ref": "#/definitions/restriction”
}

"ext-restriction": {
"type": "string"

"bbservable-id": {
"$ref": "#/ definitions/|Dtype"
}

"Certificate": {
"$ref": "#/definitions/Certificate"
}

’equired": [
"Certificate"

}

]

’dditionaIProperties": fal se

}

’ rtificate": {
"type": "object",
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"properties": {
"observable-id": {
“"$ref": "#/ definitions/I|Dtype"
}

"X509Data": {},
"Description": {
"type": "string"

}

’equired": [
" X509Dat a"

"édditionalProperties": fal se
}
"FileData": {

"type": "object",

"properties": {

"restriction": {
"$ref": "#/definitions/restriction”
}
"ext-restriction": {
"type": "string"
}

’bservable-id": {
"$ref": "#/ definitions/|Dtype"
|
"File": {
"$Sref": "#/definitions/File"
}

b

"required": [
"File"

]

ddi ti onal Properties": false
¥,
"File": {

"type": "object",
"properties": {
"Fi | eName": {
"type": "string"
¥,
"FileSize": {},
"Fil eType": {},
"URL": {
"$ref": "#/ definitions/URLtype"
}

"HashData": {
"$ref": "#/ definitions/HashData"
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}

’ignatureEata": {

“$ref": "#/ definitions/SignaturebData"
}

; soci at edSof tware": {},

"Fil eProperties”: {}
}

’equired": [1.
"addi tional Properties": false

}

HashDat a": {
"type": "object",
"properties": {
"scope": {},
"HashTargetI D': {},
"Hash": {
"$ref": "#/ definitions/Hash"

1
"FuzzyHash": {
"$ref": "#/ definitions/FuzzyHash"
}
b,
"required": |
"scope”
]

ddi tional Properties": false

}
"Hash": {
"type": "object",
"properties": {
"Di gest Met hod": {
"type": "string"

"h gest Val ue": {
"type": "string"

b

" Canoni cal i zati onMet hod": {},

"Application": {}

},

"required": |

"Di gest Met hod",

" Di gest Val ue"

]

ddi tional Properties": false

},
"FuzzyHash": {
"type": "object",

"properties": {

Takahashi Expi res Decenber 10, 2016 [ Page 50]



| nt er net - Draf t JSON- | ODEF June 2016

"FuzzyHashVal ue": {
"$ref": "#/ definitions/ExtensionType"
}

"Application": {},
"Addi tional Data": {
"type": "array",
"itens":
"$ref": "#/ definitions/ExtensionType"
}

}

’equired": [
"FuzzyHashVal ue"

}

]

’dditionaIProperties": fal se

}

i gnatureData": {
"type": "object",
"properties": {
"Signature": {
" Si gnatureVal ue": " XXXXXXXX",
d"n T XXXXXXXX"
}
1
"required": |
" Si gnature”
]

’dditionaIProperties": fal se

}

ndi cator": {
"type": "object",
"properties": {
"restriction": {
"$ref": "#/definitions/restriction”
},
"ext-restriction": {
"type": "string"

},
"Indicatorl D': {
"$ref": "#/definitions/IndicatorlD'
},
"AlternativelndicatorlD": {
"$ref": "#/definitions/ Al ternativelndicatorlD"
}

bescription": {
"type": "string"

"étartTine": {},
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"EndTi me": {},
" Confidence": {
"$ref": "#/definitions/ Confidence"
},
"Contact": {

"$ref": "#/definitions/Contact"
},
"Cbservabl e": {},
"(Obser vabl eRef er ence":

"$ref": "#/definitions/ servabl eRef erence”
},
"I ndi cat or Expressi on":

"$ref": "#/ definitions/IndicatorExpression"
},
"1 ndi cat or Ref er ence":

"$ref": "#/definitions/l|ndicatorReference"
},
"NodeRol e": {

"$ref": "#/ definitions/NodeRol e"
}

"’ttackPhase": {

"$ref": "#/definitions/AttackPhase"
},
"Reference": {

"$ref": "#/ definitions/Reference"
},
"Addi tional Data": {

"type": "array",
"itens": {
"$ref": "#/ definitions/ExtensionType"

}
}
1
"required": |
"I ndi catorl D
]

"addi tional Properties": false
}
"Indicatorl D": {
"type": "object",
"properties": {
“id": {},
"name": {
"type": "string"

"version": {
"type": "string"
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}s
"required": |
"nane",
"version"
],
"addi tional Properties": false
}s
"AlternativelndicatorlD': {
"type": "object",
"properties": {
"restriction": {
"$ref": "#/definitions/restriction”
}s
"ext-restriction": {
"type": "string"
"indicatorREference": {
"$ref": "#/ definitions/IndicatorReference"
}
b
"required": |
"1 ndi cat or Ref er ence”
],
"addi tional Properties": false
}

"Cbservabl e": {
"type": "object”,
"properties": {
"restriction": {
"$ref": "#/definitions/restriction”
}

"ext-restriction": {
"type": "string"

}
"System': {},
"Address": {},
"Domai nDat a": {
"$ref": "#/ definitions/Domai nDat a"
}

"Emai | Data": {},
"Service": {

"$ref": "#/definitions/Service"
}
"W ndowsRegi stryKeyshWodi fied": {},
"Fi |l eDat a":

"$ref": "#/definitions/FileData"
}

" rtificateData": {
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"$ref": "#/definitions/CertificateData"

}
"Regi stryHandl e": {},
"Record": {

"$ref": "#/ definitions/Record"
}

"EventData": {},
“"I'ncident": {},
"Expectation": {
"$ref": "#/definitions/Expectation”
}

Ref erence": {

"$ref": "#/ definitions/Reference"
}
"Assessnent": {},
"DetectionPattern": {},
"H storyltent: {},

"Bul kObservabl e": {
"type": "string"
}

"Addi ti onal Data": {
"type": "array",

"items": {
"$ref": "#/definitions/ExtensionType"
}
}
b
"required": [],

"addi ti onal Properties": false

Bul kQbservabl e": {
"type": "object",
"properties": {
"type": {},
"ext-type": {},
"Bul kObser vabl eFormant": {},
"Bul kQbservabl eLi st": {
"type": "string"
}

"Addi ti onal Data": {
"type": "array",

"itens": {
"$ref": "#/ definitions/ExtensionType"
}
}
b
"required": [],

"addi tional Properties": false
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}

"Bul kObservabl eFormat ": {
"type": "object",
"properties": {
"Hash": {
"$ref": "#/ definitions/Hash"
}

"Addi tional Data": {
"type": "array",
"itens": {
"$ref": "#/definitions/ExtensionType"
}
}

’equired": [1.
"addi tional Properties": false

}

}

ndi cat or Expressi on": {
"type": "object",
"properties": {
"operator": {},
"ext-operator": {
"type": "string"
}

"’ndicatorExpression": {

"$ref": "#/definitions/IndicatorExpression"
},
"Cbservabl e": {},
"Qbservabl eRef erence": {

"$ref": "#/definitions/ Qbservabl eRef erence"”
}

"’ndicatorReference": {
"$ref": "#/definitions/lndicatorReference"
}

"'dditionaIData": {
"type": "array",
"iten'B": {
"$ref": "#/ definitions/ExtensionType"
}
}

’equired": [1,
"addi tional Properties": false

}

}

servabl eRef erence”: {

"type": "object",

"properties": {
"uid-ref": {}

Takahashi Expi res Decenber 10, 2016 [ Page 55]



| nt er net - Draf t JSON- | ODEF June 2016

}s
"required": |
"uid-ref”
],
"addi ti onal Properties": false
1
"I ndi cat or Ref erence": {
"type": "object",
"properties": {
"uid-ref": {},
"euid-ref": {
"type": "string"
"bersion": {
"type": "string"
b
"required": [],
"addi tional Properties": false
}

"AttackPhase": {
"type": "object",
"properties": {
"AttackPhasel D': {
"type": "string"

"URL": {
"$ref": "#/ definitions/URLtype"
}

bescription": {
"type": "string"

}
"Addi tional Data": {
n t ypeII : n ar r a.yll ,

"itens": {
"$ref": "#/ definitions/ExtensionType"
}
}
}
"required": [],
"addi ti onal Properties": false
}
b
“title": "1 ODEF-Docunent",

"description”: "JSON schenma for | CODEF-Docunent class"”,
"type": "object",
"properties": {

"version": {
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"type": "string"
},
"l ang": {

"$ref": "#/ definitions/lang"
},
"format-id": {
"type": "string"

"private-enum nane": {
"type": "string"

"brivate-enun}id": {
"type": "string"

"Incidents": {
"type": "array",
"itens": {
"$ref": "#/definitions/lncident"
}
1
"Addi tional Data": {
"type": "array",
"itens": {
"$ref": "#/ definitions/ExtensionType"

}
}

equired": |
"version",
"l nci dent s"

}

]

ddi tional Properties": false

Figure 62: JSON schema
6. Acknow edgenents
TBD.
7. | ANA Consi derations

This meno includes no request to | ANA
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8. Security Considerations

This meno does not provide any further security considerations than
t he one described in RFC 5070- bi s.
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