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Abstract

Thi s docunment defines a YANG data nodel for the configuration and
managenent of Keyed | Pv6 tunnels. The data nodel includes
configuration data and state data. Due to the statel ess nature of
keyed | Pv6 tunnels, a nodel for NETCONF notifications is not
necessary.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on January 7, 2016.
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Tabl e of Contents

1. Introduction .o 2
1.12. Termnology . . . . . . . . 3
1.1.1. Requirenments Notations 3
1.1.2. NETCONF Terns . 3
1.1.3. YANG Terns 3
1.1.4. Tree Diagrans . 3

2. YANG Model Overview. . . . . . . . . 4
3. Keyed I Pv6 Tunnel YANG Tree Di agrans 4
4. Keyed | Pv6 Tunnel YANG Model Ce e e 6
5. Security Considerations . . . . . . . . . . . . . . .. ... 1
6. |ANA Considerations . . . . . . . . . . . . . . . . . . . . . 12
7. Acknow edgenents . . . . . . . . . . . . . . . . ... ... 12
8. References . . . . . . . . . . . . . ... s s s 2
8.1. Nornmative References . . . . . . . . . . . . . . . . . . 12
8.2. Informative References . . . . . . . . . . . . . . . . . 13
Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . . . . 13

1. Introduction

Keyed | Pv6 Tunnels [I-D.ietf-I|2tpext-keyed-ipv6-tunnel] defines a
mechani smfor transporting L2 Ethernet franes over |Pv6 using L2TPv3
tunnel encapsulation with a mandatory 64-bit cookie. This is used
for connecting L2 Ethernet circuits identified by their |Pv6

addresses. It is a static L2 tunnelling nechanismthat |everages the
key property that I Pv6 offers: a vast nunber of unique |IP addresses,
to identify a tunnel. This differs fromdifferentiating tunnels

based on Session ID as defined in [RFC3931]. The layer 2 circuit is
mapped to an I Pv6 address on the network side so typically, there is
a "one session per tunnel" pattern.

Since the control plane of L2TPv3 is not used by Keyed |IPv6 tunnels,
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the paraneters for running Keyed | Pv6 tunnel need to be pre-
configured. NETCONF [ RFC6241]/ YANG [ RFC6020] provi de nmechani sns for
such configuration. This docunent defines a YANG data nodel for the
configuration and managenent of Keyed | Pv6 Tunnel s.

1.1. Term nol ogy

1.1.1. Requirenments Notations

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

1.1.2. NETCONF Terns

The following terns are defined in [ RFC6241] and are not redefined

her e:
o dient
0o Server

o Operation
1.1.3. YANG Terns

The following terns are defined in [ RFC6020] and are not redefined
her e:

o configuration data
o data node
o data tree
o nodul e
0 nanespace
0 YANG
1.1.4. Tree D agrans
A sinmplified graphical representation of the data nodel is provided
in this docunent. The neaning of the synbols in these diagrans is as

foll ows:

o Brackets "[" and "]" enclose |list keys.
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Abbrevi ations before data node nanes: "rw' neans configuration
data (read-wite), and "ro" nmeans state data (read-only).

Synbol s after data node nanmes: "?" means an optional node, "!"
means a presence container, and "*" denotes a list and leaf-I|ist.

Par ent heses encl ose choi ce and case nodes, and case nodes are al so
marked with a colon (":").

Ellipsis ("...") stands for contents of subtrees that are not
shown.

YANG Model Overvi ew

The YANG nodel includes two nodul es, one for configuration and one
for state. To correctly identify a tunnel and create the nmappi ng
between the L2 circuit and the | Pv6 address, the tuple of source
interface, local |1Pv6 address and renpote | Pv6 address MJST be uni que.
Because Session IDis not mandatory for a Keyed | Pv6 tunnel to
function, Session ID related paraneters are optional in the nodel.
Cooki es MUST be 64-bit |ong according to the Section 3 of
[I-D.ietf-12tpext-keyed-ipv6-tunnel]. The requirenment for 64-bit
cookie constrains interoperability with existing RFC3931

i npl enmentations to those configured with a 64-bit cookie.

The data nodel al so includes read-only counters so that statistics
for sent and received octets and packets, received packets with
errors, and packets that could not be sent due to errors can be read.

This nodel defines three features for OAM paraneters. Those features
enabl e devices to performrel ated OAM operations on the tunnel if
rel ated functions are supported.

Keyed |1 Pv6 Tunnel YANG Tree D agrams

This section describes the tree diagramfor the Keyed | Pv6 Tunnel
YANG nodel :
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nmodul e: i
+--rw tunnel Confi gurations
+--rw tunnel Configuration* [tunnel Nane]

+- -

etf-keyed-v6-tunnel

+--rw tunnel Name

+--rw srclnterface
+--rw | ocal | Pv6

+--rw renotel Pv6

+--rw | ocal Sessi onl d?
+--rw renot eSessi onl d?
+--rw | ocal Cooki es

YANG for softwire J

string
if:interface-ref

i net:ipv6-address
i net:ipv6-address
ui nt 32

ui nt 32

| +--rw | ocal Cooki e* [cooki eNane]

| +--rw cooki eNane

| +--rw cooki eVal ue
+--rw renot eCooki e
+--rw retai nFCS?

+--rw enabl e-vccV!

| +--rw enabl e-bfd?
+--rw enabl e- bf d?

rw di sabl e- pnt u?

rw enabl e-fragnent ati on!
+--rw fragnment - nru?

+--ro tunnel States
ro tunnel State* [tunnel Nane]

The data nodel

+- -

+--ro tunnel Nane

+--ro sent Packet ?
+--ro sentByte?

+--ro rcvdPacket ?
+--ro rcvdByte?

+--ro droppedPacket ?
+--ro droppedByte?
+--ro fragnment Counter?

Figure 1:

cont ai ner.

In the configuration container,
L2 circuit endpoint.
represent the |ocal

for the tunnel.

identify a tunnel
| ocal I Pv6 and renotel Pv6 as a pair
is alist and has two cooki es:
and the other is previously configured.

"l ocal | PvB"

endpoi nt .

Keyed | Pv6 Tunnel

"srclnterface"

string
ui nt 64
ui nt 64

enpty

enpty
enpty
enpty

ui nt 16

string

yang: zer o- based- count er 64
yang: zer o- based- count er 64
yang: zer o- based- count er 64
yang: zer o- based- count er 64
yang: zer o- based- count er 64
yang: zer o- based- count er 64
yang: zer o- based- count er 64

Tree

defines a configuration container and a state

is used to ide
"renot el Pvb"
| Pv6 ad

interface i s used,

This is used for the

of correctly receiving packets while changi ng cooki es.
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respectively
(source) and renote (destination)
The srclinterface and | ocal | Pv6 both uni quely
If a virtual
MUST al so be uni que.
one is the newy configured cooki e,

dr esses

t he
"1 ocal Cooki e"

pur pose
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Features are defined for FCS-Retention, VCCV, BFD, VCCV-BFD and
fragnentation, so that devices supporting those features (or sone of
whi ch) can enabl e related functions.

4. Keyed | Pv6 Tunnel YANG Mbdel
This nmodul e inports typedefs from|[RFC6991] and [ RFC7223].

<CODE BEA NS> file "ietf-keyed-v6-tunnel @015-07-06. yang"
nodul e i etf-keyed-v6-tunnel {
nanmespace "urn:ietf:parans: xm :ns:yang:ietf-keyed-v6-tunnel"”
prefix k6tun;

inmport ietf-interfaces {
prefix if;
}

inport ietf-inet-types {
prefix inet;
}

i mport ietf-yang-types {
prefix yang;
}

organi zation "I ETF | 2t pext Wrki ng G oup";

cont act
"qui.sun@xternal.tel ekom de
ian.farrer @el ekom de
| eo. | i ubi ng@uawei . com
gi heron@i sco. com

descri ption
"Keyed | Pv6 L2TPv3 Tunnel "

revision 2015-07-06 {
descri ption
"CGeneral clean-up”

re%erence
"“draft-sun-1| 2t pext-keyed-v6-tunnel -yang-01";
}

revi sion 2015-03-09 {
descri ption
“Initial version.

r ef erence
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"draft-sun-| 2t pext - keyed- v6-tunnel - yang- 00";
}

/*
* features
*/
feature FCS-Retention {
descri ption
"Devi ce supports the retention of frame check sequence (FCS)
as per Section 4.7 of RFC4720";
}
feature VCCV {
descri ption
"Devi ce supports the Pseudowire Virtual Crcuit Connectivity
Verification (VCCV) as per RFC5085";
}
feature BFD {
descri ption
"Devi ce supports BFD over the tunnel as per RFC5883";
}
feat ure VCCV-BFD {
descri ption
"Devi ce supports BFD over VCCV as per RFC5885";
}
feature | 2t pv3-fragnentati on {
descri ption
"Devi ce supports L2TPv3 fragnentation as per RFC4623";

}

/~k
* typedefs
*/

/*
* groupi ngs
*/

/*
* config paraneters
*/
cont ai ner tunnel Configurations {
list tunnel Configuration {
key "tunnel Nane";
uni que "srclnterface renotel Pv6";
uni que "l ocal | Pv6 renotel Pv6";
| eaf tunnel Name {
type string;
description "name of this keyed tunnel™
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}

| eaf srclnterface {
type if:interface-ref;
mandat ory true;
description
"Source interface that identifies the L2 circuit
endpoi nt . ";

}
| eaf | ocal I Pv6 {
type inet:ipv6-address;
mandat ory true;
description "I Pv6 address for |ocal end of keyed tunnel”

}

| eaf renotel Pv6 {
type inet:ipv6-address;
mandat ory true;
description "I Pv6 address for renote end of keyed tunnel”
}
| eaf | ocal Sessionld {
type uint32;
defaul t OXFFFFFFFF;
descri ption
"Since | Pv6 address is used to determ ne the tunnel
and there is one session per tunnel, the Session ID
can be ignored upon receipt. For conpatibility with
ot her tunnel term nation platforns supporting two-stage
resolution (IPv6 address + Session ID) the Session ID
is configured with a random val ue other than all zeros.
If both ends support one-stage (I Pv6 address), then
the Session IDis recormended to be set to all ones.";
}
| eaf renoteSessionld {
type uint32;
defaul t OXFFFFFFFF;
description
"Since I Pv6 address is used to determ ne the tunnel
and there is one session per tunnel, the Session ID
can be ignored upon receipt. For conpatibility with
ot her tunnel term nation platforns supporting two-stage
resolution (IPv6 address + Session ID) the Session ID
is configured with a random val ue other than all zeros.
If both ends support one-stage (1Pv6 address), then
the Session IDis recormended to be set to all ones.”;
}
cont ai ner | ocal Cooki es {
list |ocal Cookie {
key "cooki eNane";
| eaf cooki eNane {
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type string;
description "nanme identifying this cookie";
}
m n-el enents 2;
max- el enents 2;
| eaf cooki eVal ue {
type uint 64,
mandatory true;
description "value of this cookie";
}
description
"List of local cookies - nust have two entries at
all times to enable | ossless cookie rollover”;
}
descri ption
"The | ength of cookie MJUST be 64-bit. It MIST be
possi bl e to change the cookie value at any tine
in a manner that does not drop any legitimte
tunnel ed packets - i.e. the receiver
must be willing to accept both "old and ' new
cooki e values during a change of cookie value."
}
| eaf renoteCookie {
type uint 64,
mandatory true;
descri ption
"The | ength of cookie MJUST be 64-bit. Only be one
renote cookie is used for sending packets."
}
| eaf retai nFCS {
if-feature FCS-Retention
type enpty;
descri ption
“If this parameter presents, the router is configued
to retain FCS. Any such router for a tunnel MJST
retain the FCS for all frames sent over that tunnel

}

cont ai ner enabl e-vccv {
i f-feature VCCV
presence "Enabl e VCCV [ RFC5085]";
| eaf enabl e-bfd {
i f-feature VCCV-BFD
type enpty,
descri ption "Enabl e VCCV-BFD [ RFC5885].";

}
description "Enabl e VCCV [ RFC5085]";

}
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| eaf enabl e-bfd {
i f-feature BFD;
type enpty;
descri ption
"Enabl e BFD over the tunnel [RFC5883].";

}
| eaf disable-pntu {
type enpty,
description "Disable | Pv6 PMIU di scovery [RFC1981]";
}

cont ai ner enabl e-fragnentation {
if-feature | 2t pv3-fragnentation
presence "Enable L2TPv3 fragnmentation [ RFC4623]";
| eaf fragnent-mru {
type uint16;
description "Explicit override for fragmentati on MRU'
}
descri ption
"Default is to fragnent to PMIU (or 1500 if PMIU di sabl ed)
m nus 52 octet encaps overhead”;
}
descri ption
"keyed-v6-tunnel typically supports one | 2tpv3 session
per tunnel. The srcinterface and | ocal | Pv6 both uni quely
identify a tunnel endpoint. If a virtual interface
is used, the locall Pv6 and renotel Pv6 as a pair MJST
al so be uni que.

}

descri ption
"container for list of keyed-v6-tunnel entries";
}

cont ai ner tunnel States {
config fal se;
list tunnel State {
key "tunnel Nane";
| eaf tunnel Name {
type string;
description "nanme of this keyed tunnel™
}
| eaf sent Packet {
t ype yang: zer o- based- count er 64;
descri ption
"nunber of packets sent over tunnel”

| eaf sentByte {

t ype yang: zer o- based- count er 64;
descri ption
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"total sent bytes (of inner packets)";
}
| eaf rcvdPacket {
t ype yang: zer o- based- count er 64;
description
"nunber of packets received fromtunnel™

| eaf rcvdByte {
t ype yang: zer o- based- count er 64;
descri ption
"total received bytes (of inner packets)";

}
| eaf droppedPacket {
t ype yang: zer o- based- count er 64;
descri ption
“Nunber of dropped packets”;
}

| eaf droppedByte {
t ype yang: zer o- based- count er 64;
descri ption
"Total dropped bytes (of inner packets)";
}

| eaf fragnment Counter ({
t ype yang: zer o- based- count er 64;
descri ption
"This is used for counting the fragnments of inner

packets.";
}
description "per-tunnel statistics";
}
description "container for |list of tunnel statistics";
}
}
<CODE ENDS>

5. Security Considerations

The YANG nodul e defined in this nenp is designed to be accessed via
t he NETCONF protocol [RFC6241]. The |owest NETCONF | ayer is the
secure transport layer and the mandatory to inplenent secure
transport is SSH [ RFC6242]. The NETCONF access control nodel

[ RFC6536] provides the neans to restrict access for particul ar
NETCONF users to a pre-configured subset of all avail abl e NETCONF
prot ocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e which

are witable/creatable/deletable (i.e. config true, which is the
default). These data nodes nmay be considered sensitive or vul nerable
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8.

in sonme network environnments. Wite operations (e.g. edit-config) to
t hese data nodes wi thout proper protection can have a negative effect
on network operations. These are the subtrees and data nodes and
their sensitivity/vulnerability:

subtrees and data nodes and state why they are sensitive
Sone of the readable data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
i mportant to control read access (e.g. via get, get-config or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:
subtrees and data nodes and state why they are sensitive
| ANA Consi derati ons
TBD
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