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Abstract

Thi s docunent specifies the Security Eval uated Standardi zed Password
Aut henti cat ed Key Exchange (SESPAKE) protocol. The SESPAKE pr ot ocol
provi des password aut henti cated key exchange for usage in the systens
for protection of sensitive information. The security proofs of the
protocol were nade for the case of an active adversary in the
channel, including MtM attacks and attacks based on the

i npersonation of one of the subjects.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 28, 2017.
Copyright Notice

Copyright (c) 2016 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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carefully, as they describe your rights and restrictions wth respect
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include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
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1. Introduction

The current docunent contains the description of the password

aut henti cated key exchange protocol SESPAKE (security eval uated
standar di zed password aut henti cated key exchange) for usage in the
systens for protection of sensitive information. The protocol is
intended to use for establishnent of keys that are then used for
organi zati on of secure channel for protection of sensitive
informati on. The security proofs of the protocol were nmade for the
case of an active adversary in the channel, including MtM attacks
and attacks based on the inpersonation of one of the subjects.

2. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Snyshl yaev, et al. Expires April 28, 2017 [ Page 2]



| nt er net - Draf t SESPAKE Cct ober 2016

3.

Not at i ons

Thi s docunment uses the follow ng paraneters of elliptic curves in
accordance with [ RFC6090]:

E an elliptic curve defined over a finite prine field G-(p),
where p > 3;

p the characteristic of the underlying prinme field;

a, b the coefficients of the equation of the elliptic curve in the

canoni cal form

m the elliptic curve group order;

q the elliptic curve subgroup order;

P a generator of the subgroup of order q;

X, Y the coordinates of the elliptic curve point in the canonical
form

@) zero point (point of infinity) of the elliptic curve.

This meno uses the follow ng functions:
HASH t he underlyi ng hash function;

HVAC the function for calculating a nessage aut hentication code,
based on a HASH function in accordance wth [ RFC2104];

F(PW salt, n) the value of the function PBKDF2(PWsalt,n,Ien),
where PBKDF2(PWsalt,n,len) is calculated according to
[ RFC2898] The paraneter len is considered equal to nmininal
integer that is a multiple of 8 and satisfies the foll ow ng
condi tion:
len >= floor(log_2(q)).

Thi s docunment uses the following terns and definitions for the sets
and operations on the elenents of these sets

B n the set of byte strings of sizen, n>= 0, for n =0 the B n
set consists of a single enpty string of size O; if bis an
el ement of B n, then b = (b_1,...,b_n), where b_1,...,b_n are
el enents of {0,...,255};

[ ] concatenation of byte strings Aand C, i.e., if Ain Bnl, C
in Bn2 A= (al,a?2...,anl) and C=(c_1,c_2,...,c_n2),
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then Al|C=(a_1l,a 2,...,anl,c_1l,c 2,...,c_n2) is an el enent
of B_(nl+n2);

int(A) for the byte string A= (a_1,...,a_n) in B n an integer int(A)
= 2567(n-1)a n +...+ 2567(0)a_1;

bytes n(X) the byte string Ain B n such that int(A) = X, where Xis
integer, 0 <= X < 256"n;

BYTES(Q for Qin E, the byte string bytes n(X) || bytes n(Y), where
X, Y are standard Wi erstrass coordi nates of point Qand n =

ceil (log {256} (p)).

4. Protocol description

The main point of the SESPAKE protocol is that parties sharing a weak
key (a password) generate a strong common key. The active adversary
who has an access to a channel isn’'t able to obtain any information
that can be used to find a key in offline node, i.e. wthout
interaction with legitimte participants.

The protocol is used by the subjects A (client) and B (server) that
share sone secret paraneter that was established in an out-of - band
mechanism a client is a participant who stores a password as a
secret paranmeter and a server is a participant who stores a password-
based conmputed point of the elliptic curve.

The SESPAKE protocol consists of two steps: the key agreenment step
and the key confirmation step. During the first step (the key
agreenent step) the parties exchange keys using Diffie-Hellman wth
publ i ¢ conponents nmasked by el enent that depends on the password -
one of the predefined elliptic curve points nmultiplied by the
passwor d- based coefficient. This approach provides an inplicit key
aut henti cati on, which neans that after this step one party is assured
that no other party aside froma specifically identified second party
may gain access to the generated secret key. During the second step
(the key confirmation step) the parties exchange strings that
strongly depend on the generated key. After this step the parties
are assured that a legitinmate party and no one el se actually has
possessi on of the secret key.

To protect agai nst online guessing attacks the failed connections
counters were introduced in the SESPAKE protocol. There is also a
special way of a small order point processing and a nechani smt hat
provides a reflection attack protection by using different operations
for different sides.
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4.1. Protocol paraneters

Various elliptic curves can be used in the protocol. For each
elliptic curve supported by clients the follow ng val ues MIST be
defi ned:

o0 the protocol paraneters identifier 1D ALG (which can also define a
HASH function, PRF used in PBKDF2 function, etc.), that is a byte
string of an arbitrary |ength;

o the point P, that is a generator point of the subgroup of order g
of the curve,

o the set of distinct curve points {Q1,Q2,...,QN of order q,
where the total nunber of points Nis defined for protocol
i nstance.

The met hod of generation of the points {P,Q1,Q2,..., QN is

described in Section 5.
The protocol paraneters that are used by subject A are the follow ng:

1. The secret password value PW which is a byte string that is
uniformy randomy chosen froma subset of cardinality 10710 or
greater of the set B k, where k >= 6 is password | ength

2. The list of curve identifiers supported by A

3. Sets of points {Q1,Q2,...,QN}, corresponding to curves
supported by A

4. The C_17A counter, that tracks the total nunmber of unsuccessful
authentication trials in arow, and a value of CLim1l that stores
t he maxi mum possi bl e nunber of such events.

5. The C 2"A counter, that tracks the total nunber of unsuccessful
aut hentication events during the period of usage of the specific
PW and a value of CLim2 that stores the maxi num possi bl e nunber
of such events.

6. The C_3"A counter, that tracks the total nunber of authentication
events (successful and unsuccessful) during the period of usage
of the specific PW and a value of CLim3 that stores the maxi num
possi bl e nunber of such events.

7. The unique identifier ID A of the subject A (OPTIONAL), which is
a byte string of an arbitrary | ength.
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The protocol paraneters that are used by subject B are the foll ow ng:

1

4. 2.

The values ind and salt, where ind is in {1,...,N}, salt is in
{1,...,2"128-1}.

The point Q PW satisfying the foll ow ng equation:
QPW=int (F (PW salt, 2000))*Q._ind.

It is possible that the point Q PWis not stored and is
cal cul ated using PWin the beginning of the protocol. In that
case B has to store PWand points Q1,Q2,...,QN.

The ID ALG identifier.

The C 17B counter, that tracks the total nunber of unsuccessful
authentication trials in arow, and a value of CLim1 that stores
t he maxi mum possi bl e nunber of such events.

The C 2”B counter, that tracks the total nunber of unsuccessful
aut henti cati on events during the period of usage of the specific
PW and a value of CLim2 that stores the maxi num possi bl e nunber
of such events.

The C 3”B counter, that tracks the total nunber of authentication
events (successful and unsuccessful) during the period of usage
of the specific PW and a value of CLim3 that stores the nmaxi mum
possi bl e nunber of such events.

The unique identifier 1D B of the subject B (OPTIONAL), which is
a byte string of an arbitrary | ength.

Initial values of the protocol counters

After the setup of a new password val ue PWthe values of the counters
MJST be assigned as foll ows:

0]

0]

0]

4. 3.

CI1"A=C1"B =CLim1l, where CLim1 is in {3,...,5};
C2"A =C2"B=CLim2, where CLim2 is in {7,...,20};
C3*A =C3B = CLim3, where CLim3 is in {1073, 10"3+1, ..., 10"5}.

Prot ocol steps

The basi ¢ SESPAKE steps are shown in the schene bel ow
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| A[AID PW | | B[BID QPW, ind, |
I I I sal t] I

if C 1A or C 2"A or
C3"A=0==>QUT

QT
QA =u2- QPWA

if mMg*QA = 0==>QA
= alpha*P, z_A =1

K_A = HASH(BYTES((m g*a
| pha(nod q))*Q_A))

I I I I
| | | |
| decrenment C 1"A, C2"A, | AID---> | if C 1B or C 2"B or |
| C3*A by 1 | | C3"B=0==>QIT |
I I I I
| z A=0 | <--- | decrement C 1B, C 27B, |
| | I D ALG | C3"B by 1 |
| | B_ID | |
I | (OPTIONAL), | I
| | ind, salt | |
I I I I
| Q PWA = int(F(PW | | |
| salt, 2000)) * Qind | | |
| | | |
| choose al pha randomy | | |
I from{1,...,q9-1} I I I
| u_ 1 = alpha*P - Q PWA | ul---> | if ulmnot inE==> QT |
I I I I
I I SO
I I I QB =u_l+ QPW I
I I I I
| | | choose betta randonly |
I I I from{1,...,q9-1} I
I I | if Mg*QB=0==>QB = |
| | | betta*P, z B =1 |
I I I I
| | | K B = HASH(BYTES( (M g*bet |
I I I ta*(nod qg))*Q.B)) I
| if u2not inE ==> | <--- u_2 | u 2 = betta*P + Q PW |
I I I I
I I I I
I I I I
I I I I
| | | |
I I I I
I I I I
I I I I
I I I I
I I I I
| | | |
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U1l = BYTES(u_1), U2 =

I I I I
I I I I
| BYTES(u_2) | | |
I I I I
| MAC A = HVAC(K_A, 0x01 | DATA A | Ul =BYTES(u 1), U2 = |
| [| ITDA]| ind |] salt | MAC A ---> | BYTES(u_2) |
| ] Ul ][] Uu2]||] IDALG| I I
| (OPTIONAL) || DATA A | | |
I I I I
| | | if MAC A != HVAC(K B, |
| | | 0x01 || IDA]| ind || |
I I I salt || U1l |[] U2]] I
| | | | D_ALG (OPTIONAL) || |
| | | DATA A) ==> QUIT |
I I I I
| | | if zB=1==> QT |
I I I I
| | | C 1B = CLim.1, increnment |
| | | C2"B by 1 |
I I I I
| 1f MAC B != HVAC(K_A, | <--- | MAC B = HVAC(K B, 0x02 || |
| Ox02 || IDB]|| ind || | DATA B, | IDB || ind || salt |] |
| salt || U1l |] UZ2]|] | MAC B | Ul||] U2 |] IDALG |
| | D_ALG (OPTIONAL) || | |  (OPTIONAL) || DATA A || |
| DATA A || DATA B) ==> | | DATA _B) |
| o | | |
| if z A=1==>QUT | | |
I I I I
| C 1"A = CLim 1, | | |
| increnment C 2"A by 1 | | |
e e e e e e e oo Fomm e o e e e e e e e e e e +

Tabl e 1: SESPAKE protocol steps
The full description of the protocol consists of the follow ng steps:

1. If any of the counters C 1"A, C 2"A, C 3*Ais equal to 0, A
finishes the protocol with an error that infornms of exceeding
the nunber of trials that is controlled by the correspondi ng
counter.

2. A decrenments each of the counters C 1"A, C 2"A, C3"A by 1
requests open authentication informati on from B and sends the
ID Aidentifier.

3. If any of the counters C 1B, C 2"B, C 3B is equal to O, B
finishes the protocol wth an error that infornms of exceeding
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

t he nunber of trials that is controlled by the correspondi ng
counter.

B decrenents each of the counters C 1B, C 2"B, C 3B by 1.

B sends the values of ind, salt and the ID ALGidentifier to A
B al so can OPTI ONALLY send the ID B identifier to A Al

foll owing cal culations are done by Bin the elliptic curve group
defined by the ID ALG identifier.

A sets the curve defined by the received ID ALGidentifier as
the used elliptic curve. Al follow ng cal culations are done by
Ain this elliptic curve group.

A cal cul ates the point Q PWA = int (F (PW salt, 2000))*Q._i nd.

A chooses randomy (according to the uniformdistribution) the
val ue al pha, alphais in {1,...,9-1}, and assigns z_A = 0.

A sends the value u_1 = al pha*P - Q PWA to B.

After receiving u_1, B checks that ulis in E If it is not, B
finishes with an error, considering the authentication process
unsuccessful .

B calculates QB =u_1 + QPW assigns z B =0 and chooses
randomy (according to the uniformdistribution) the val ue

betta, betta is in {1,...,q9-1}.

If Mg*QB =0 B assigns QB = betta*P and z B = 1.

B calculates K B = HASH (BYTES(( m g*betta*(nod q))*QB )).

B sends the value u_2 = betta*P + Q PWto A

After receiving u_2, A checks that u2isin E If it is not, A
finishes wwth an error, considering the authentication process
unsuccessful .

A calculates QA = u 2 - QPWA

If Mg*QA = O then A assigns QA = alpha*P and z_A = 1.

A cal culates K A = HASH (BYTES(( m g*al pha(nod q))*QA )).

A calculates U 1 BYTES(u_1), U 2 = BYTES(u_2).
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20.

21.
22.

23.

24.

25.

26.

27.

28.

29.

30.

A cal cul ates MAC_ A = HVAC (K_A, O0x01 || IDA|] ind || salt ||
U1l || U2 || IDALG (OPTIONAL) || DATA A), where DATA A is an
OPTIONAL string that is authenticated with MAC A (if it is not
used, then DATA A is considered to be of zero length).

A sends DATA A, MAC A to B.

B calculates U1l = BYTES(u_1), U2 = BYTES(u_2).

B checks that the values MAC A and HVAC (K B, 0x01 || ID A ||
ind || salt || U1l || U2 || IDALG (OPTIONAL) || DATA A are
equal. If they are not, it finishes with an error, considering

t he authentication process unsuccessful.

If z B=1, B finishes, considering the authentication process
unsuccessful .

B sets the value of C 1"B to CLim1 and increnents C 2"B by 1.

B calculates MAC B = HVAC(K B, 0x02 || IDB || ind || salt ||
Ul || U2 || IDALG (OPTIONAL) || DATA A || DATA B), where
DATA B is an OPTIONAL string that is authenticated with MAC B
(if it is not used, then DATA B is considered to be of zero

| engt h) .

B sends DATA B, MAC B to A

A checks that the values MAC B and HVAC (K A, 0x02 || ID B ||
ind || salt || U1l || U2 || IDALG (OPTIONAL) || DATA A ||
DATA B) are equal. |If they are not, it finishes with an error,

consi dering the authentication process unsuccessful.

If z A=1, Afinishes, considering the authentication process
unsuccessful .

A sets the value of C 1"A to CLim1 and increnents C 2"A by 1.

After the successful finish of the procedure the subjects A and B are
mut ual | y aut henti cated and each subject has an explicitly
aut henticated value of K= K A = K B.

Not e s :

1.

In the case when the interaction process can be initiated by any
subject (client or server) the ID A and 1D B options MJST be used
and the receiver MJST check that the identifier he had received

is not equal to his own, otherwise, it finishes the protocol. If
an OPTI ONAL paraneter ID A (or IDB) is not used in the protocol,
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it SHOULD be considered equal to a fixed byte string (zero-length
string is allowed) defined by a specific inplenentation.

2. The ind, IDA |IDB and salt paranmeters can be agreed in advance.
If sonme paraneter is agreed in advance, it is possible not to
send it during a corresponding step. Nevertheless, al
paraneters MJST be used as corresponding i nputs to HVAC functi on
during stages 20, 23, 26 and 28.

3. The ID ALG paraneter can be fixed or agreed in advance.

4. The ID ALG paraneter is RECOVWENDED to be used in HVAC duri ng
stages 20, 23, 26 and 28.

5. Continuation of protocol interaction in case of any of the
counters C 1"A, C 1B being equal to zero MAY be done w t hout
changi ng password. In this case these counters can be used for
protection agai nst denial -of-service attacks. For exanple,
continuation of interaction can be allowed after a certain del ay.

6. Continuation of protocol interaction in case of any of the
counters C 2"A, C 3"A, C 27B, C 3"B being equal to zero MJST be
done only after changi ng password.

7. 1t is RECOWENDED that during the stages 9 and 14 the points u_1
and u_2 are sent in a non-conpressed format (BYTES(u_1) and
BYTES(u_2)). However, the point conpression MAY be used.

8. The use of several Q points can reinforce the independence of the
data streans in case of working with several applications, when,
for exanple, two high-level protocols can use two different
poi nts. However, the use of nore than one point is OPTI ONAL

5. Construction of points Q1,...,QN
This section provides an exanpl e of possible algorithmfor generation
of each point Qi in the set {Q1,...,QN that corresponds to the
given elliptic curve E
The algorithmis based on choosing points with coordinates with a
known prei mages of a cryptographic hash function H which is the GOST
R 34.11- 2012 hash function (see [RFC6986]) with 256-bit output, if
2"254 < q < 27256, and the GOST R 34.11-2012 hash function (see
[ RFC6986]) with 512-bit output , if 27508 < q < 2"512.
The al gorithm consists of the foll ow ng steps:

1. Choose an arbitrary SEED value with length of 32 bytes or nore.
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2. Calculate X = INT (H (SEED)) nod p, where INT is the function
that maps the byte string A=(a_1,...,a_n), Aisin Bn, into
the integer a = 256" (n-1)a_1 +...+ 256”7(0)a_n;

3. Check that the value of X*3 + aX + b is a quadratic residue in
the field F_ p. If it is not, returnto Step 1

4. Choose the value of Y arbitrarily fromthe set
{+sqgrt(R),-sqrt(R)}, where R= X*3 + aX + b. Here sqrt(R) is an
el enent of F_p, for which (sqrt(R))”2 = R nod p.

5. Check that for point Q= (X Y) the followng relations hold: Q!=
Oand qg*Q =0 If they do not, return to Step 1.

Wth the defined algorithmfor any elliptic curve E point sets
{Q1l,..., QN are constructed. Constructed points in one set MJST
have di stinct X-coordi nates.

N ot e: The know edge of a hash function prei nage prevents know edge
of the multiplicity of any point related to generator point P. It is
of primary inportance, because such a know edge could be used to

i npl enent an attack agai nst protocol with exhaustive search of
passwor d.
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7. Security Considerations

Any cryptographic algorithnms, particularly HASH functi on and HVAC
function, that are used in the SESPAKE protocol MJST be carefully
desi gned and MJUST be able to withstand all known types of
cryptanal ytic attack.

It is RECOMWENDED that the HASH function satisfies the foll ow ng
condi tion:

hashlen <= log 2(qg) + 4, where hashlen is the I engths of the HASH
function out put.

The output |ength of hash functions that are used in the SESPAKE
protocol is RECOVWENDED to be greater or equal to 256 bits.

The points Q1, Q2,... QN and P MJST be chosen in such a way that

t hey are provabl e pseudorandom As a practical matter, this neans
that the algorithmfor generation of each point Qi in the set
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8.

8.

{Q1,...,QN (see Section 5) ensures that nultiplicity of any point
under any ot her point is unknown.

N ot e: The exact adversary nodels, which have been consi dered
during the security evaluation, can be found in the paper
[ SESPAKE- SECURI TY], containing the security proofs.
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on the Cryptographic Algorithnms to Acconpany the Usage of
St andards GOST R 34.10-2012 and GOST R 34.11-2012"

RFC 7836, DO 10.17487/ RFC7836, March 2016,
<http://wwww.rfc-editor.org/info/rfc7836>.

8. 2. I nformati ve References

[ SESPAKE- SECURI TY]
Snyshl yaev, S., Gshkin, 1., Alekseev, E., and L
Ahnet zyanova, "On the Security of One Password
Aut henti cat ed Key Exchange Protocol", 2015,
<http://eprint.iacr.org/2015/1237. pdf >.

Appendi x A. Test exanpl es for GOST-based protocol inplenentation

The followi ng test exanples are nade for the protocol inplenentation
that is based on the Russian national standards GOST R 34.10-2012

[ G0ST3410-2012] and GOST R 34.11-2012 [ GOST3411-2012]. The English
versions of these standards can be found in [ RFC7091] and [ RFC6986] .

A. 1. Exanples of points

There are three points (Q1, Q2, Q3) for each of the elliptic
curves below. This points were constructed using the nethod
described in Section 5 where the GOST R 34.11-2012 hash function
(see [ RFC6986]) with 256-bit output is used if 27254 < q < 2"256, the
GOST R 34.11-2012 hash function (see [RFC6986]) with 512-bit out put
is used if 27508 < q < 27512.

The sane net hod shoul d be used for constructing, if necessary,

addi tional points. Each of the points conplies with the GOST R
34.10-2012 [ GOST3410-2012] standard and is represented by a pair of
(X, Y) coordinates in the canonical formand by a pair of (U, V)
coordinates in the tw sted Edwards formin accordance with the
docunent [RFC7836] for the curves that have the equival ent
representation in this form There is a SEED val ue for each point,
by which it was generat ed.

A. 1.1 Curve id-Gost R3410-2001- Crypt oPr o- A- Par anfSet

Point Q1
X= 0xa33ce065b0c23e1d3d026a206f 8alf 8747ed1lcd92a665bf 85198cdb10ac90a5c¢c
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Y= 0xb00d0dc0733883f 05de9f 55f d711f 55998f 5508cc40bead80c913b4d5b533667

SEED:
f8
9d
ce
bl
43
f9

18
55
63
1b
5b
4e

Point Q2
X= 0x4ce9c2bcf 17212b9ef cab65c3c815c0f f 96d7461c957634dbf d1f e7c9a324d27
Y= Oxf 7500d7adea2c2b4a16d838a8f aa02b46639ehb881f 124d0f 2506ef ca0e24289d

SEED:
fd
4b
fd
13
56
6a

99
58
35
f2
a9
94

Point Q 3
X= 0x31f b8e5070b1e0f 52f 047f 40477¢38c6020f d8da9f 685791f 9237cc47bd89324
Y= 0x8ball84a4e296dc5c5873639747339ecc71b7f a44d31cc8e35b6615a4f 797dd7

SEED:
29
7d
08
5f
b2
b3

A. 1.2 Curve id-Gost R3410-2001- Crypt oPr o- B- Par anfSet

Oc
al
cl
24
31
54

Point Q1
X= 0x0ad754474a915d9d706c6b8dc879858alch85cc8f 6¢148f ¢c3120825393ecd394
Y= 0x68c33b6d0343cf 72cb19666f f d487f a94294dc677b28c8e27ec36068f f 85ed83

SEED:
78
9b
f6
db
8f
12

1d
81
52
2c
2b
f5

Point Q2
X= 0x1lcd96e72f df 1ce6b544dec12d0d7bcb9f 6bab65bba3dof 7af 732bch133¢c1b6437
Y= 0x34ab5b63c286a2b885ca443ac875a8f 9ec0c2f 148f 1622bc64c83b80e6e3d31f

SEED:

95
5e
70
bc
52
22

6d
64
7a
91
fa
84

12
63
ec
da
c7
2f

7d
2f
44
f3
ch
1b

b4
20
52
d4
f5
40

bc
bd
3f
al
51
91

66
bc
Oc
28
7f
03

85
fa
4d
d6
03
d3

13
eb
9a
10
89
29

c’/
3b
98
52
12
45

47
fb
8f

ar
ca
b0

ff
bf
38
a’
17
ef

69
d9
82
9d
a4
f3

2e
7e
ch
45
23
f2

91
91
e’
1d
26
39

04
e8
9a
18
fb
aa

do
c7
of

27
c3
aa

49
60
fo6
cO
5d
18

2e
1d
2e
07
d3
63

12
92
f2
42
49
7f

08
22
18
c9
b7
96

a4
fc
20
65
Ob
50

de
92
Oa
f5
a6
2a

b9
3c
b2
52
6f
f5

9e
66
a4
a3
61
11

37
b5
c8
71
80
65

11
86
a0
fd
42
6b

92
do
6f

32
02
ba

3d
10
d3
d4
cO
5¢

e’
2f
68
dc
67
b7

cc
2a
81
b7
99
44

a7
12
57
da
05
c2

3c
6d
e3
bd
1b
43

49
c8
3d
62
59
9b

43
ae
df
61
9e
56

6e
fe
b5
47
d7
52

56
79
fd
3a
a2
f5

a8
36
b2
b0
af
86

78
Af

a3
31
3b
36

65
dc
3e
18
99
07

e8
c2
7b
42
88
eb

85
Oe
ca
Af

ez
ab

Oc
53
32
al
10
fb

37
00
2d
75
bc
80

70
83
f2
cc
b7
87

ad
Oa
b9
2e
33
68

f8
ab
7cC
fb
74
52

dd
c4
of

le
3c
46

ba
48
dd
26
e0
99

de
bf

27
eb
bl
8a

87
80
86
04
b5
8d

83
96
81
ec
34
34

5e
b8
73
ae
8d
70

28
98
b6
76
09
39

d4
70
ad
d5
a7
58

81
69
2e
ef
87
77

62 93 40 15 63 Oc 9a 09 ce 76 32 6¢ fd 1c 04 36
ee 08 bc 92 b9 cO 3a d9 63 c6 db 00 18 12 12 fa
e0 la 46 38 8b b6 81 df ae 4f 64 3e cc 0Oc 93 8¢
e4 10 36 2f d9 6d 5¢ fd 99 f3 9¢ 13 fd 30 52 al
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3e 8b 35 8b ed 1c 31 b0 39 9¢c 03 dc 5a 94 2b 41
f8 ff 9d 62 41 bd eb 9d bf cf 54 b6 c8 cc dl1 06
Point Q3

X= 0x18dda7154e5abef 001dc9943554439cb44b9e26256def 176849da5f 09b5f 690d
Y= 0x3ef 584be59673d1751b2f d6e3f dc619e3d756c0d355595b3a62196de048eced4
SEED:

33 17 39 c¢1 38 82 98 88 14 68 83 c6 97 14 86 8c

d0 d2 l1la 28 41 51 99 a9 33 40 15 0Ob 30 88 35 01

4a 41 42 f8 d8 9a a6 bd el a6 81 23 94 19 e8 al

ef 3d 36 02 ef ff 38 e6 10 4b 11 2f 7b b5 50 42

5a 7b 39 a6 00 53 1a 92 fc cc 2b 0d 95 dd ea 95

42 d4 27 6f a8 Of ae 45 b2 d6 f4 38 cl1 52 17 5d

A. 1.3 Curve id-Gost R3410-2001- Crypt oPr o- C- Par anfSet
Point Q1
X= 0x339f 791f 62938871f 241¢c1c89643619aa8b2c7d7706ce69be01f ddf f 3f 840003
Y= 0x31d6d9264cc6f 8f e09bf 7aa48910b4ad5ddf d74a2ef 4699b76de09f f ed295f 11
SEED:
Oe 29 35 9d 45 dd a3 b4 57 9b 17 e8 87 d9 9e 63
b9 d6 04 e3 ac 74 83 11 91 2a 5b d4 86 7b 5d 9c
5d 07 70 64 cd f1 2d 93 f7 fO 2e fO Oa el 7b 8b
cl 87 50 b3 8f 39 bb 95 68 21 5c 42 e2 4e 8c fe
59 e9 Of a6 05 Ob 76 68 a2 94 da 5f 2c 9a 27 28
1f 3a 7e 4e 14 54 10 21 01 o6f 2c a2 97 77 94 12
Point Q2
X= 0x80f 4d03b00b1b9b53f 6bb4f f a52be65a6d316de846e27f 44ccd795bc62d89e23
Y= 0x38dd712518ddec19b46af ccccha97338d89d1292427dc12985d4e848066¢cdlab
SEED:
f5 61 4e 92 8f e5 5¢c 77 26 37 ab ac 1b l1le 3c dd
2a 37 77 be 25 23 cc 58 9a 79 5a 60 28 db 9e 64
f8 62 73 01 98 3e dd 23 0Ob eb 07 3e 81 9b cb d9
94 bc bf 7f 9e 5f el 8f a5 8a ce 9e f2 99 0Oe 9d
fb ee 1c 64 38 22 33 c3 1b e7 05 9e c2 e9 bb 46
b9 dc 15 19 9d e0 9f cb 65 d5 6d 46 2f 01 21 65
Point Q3
X= 0x0c8b64c3f Oec7ece81b6232db2e8054666d051ee28254d4b9adbcb1460ca546b
Y= 0x88c98b48b22b90d0d3a018da55ca0d05cedd82b6c838bd62aba2b823ce82b28f
SEED:
8a 1b 29 62 38 f5 c2 e2 9b 4a c0O 5b 6d 57 99 88
86 69 a4 1b b9 f6 60 f3 a3 15 26 e5 f4 33 l1le ae
80 9a 38 52 f5 44 86 91 71 76 1c ab 77 Oa b6 2e
c3 6f d6 4d 3c 31 a3 67 2a 82 25 bf d6 ae c9 95
66 95 b8 87 39 6a 3e bf ef 28 65 16 b9 51 29 1d
65 df 12 7a eb 4c ec f1 6f 08 f5 98 36 Oa b9 al

A. 1.4 Curve id-tc26-gost-3410-2012-512- par anSet A

Point Q1
X= 0x30laacla3b3e9c8ab65bc095b541celd23728h93818e8b61f 963e5d5b13eecOf e
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eb6b06f 8cd481a07bb647b649232e5179b019¢eef 7296a3d9cf a2b66ee8bf Ocbf 2

Y= 0x191177dd41cel9cc849c3938abf 3adaab366e5eb2d22a972b2dcc69283523e89

SEED:
64
c6
3a
f2
96
la

c9907f 1d89ab9d96f 473f 96815da6e0a47297f cdd8b3adac37d4886f 7ad055e0

1c 90 19 c5 d7 68 91 de dl1 9a 31 28 4e 7c d3
8b 74 e5 e6 a7 20 b5 2c fb 45 17 9f 91 b3 6
Oc b2 5e 3f 91 e3 eb 80 3d 80 4f 79 98 a3 57
e5 dc 5d 84 ab d6 7d 33 a3 2b 89 66 db c6 94
8f 96 2d 37 9e 33 ¢cO0 fd 14 32 dd 02 70 fb 61
88 4c 6d ae 1b 58 20 24 6e 80 80 5d cd a8 66

Point Q2
X= Ox7edc38f 17f 88e3105baf bh67c419d58f e6a9094dd4dcla83bcaccc61f 020ac447

92eba888457c658ee2d82557b7c6abbef d61ba0c3327741d09a561a8b860a085

Y= 0Ox3af 1400a7a469058d9ba75e65ea5d3f 4d0bdb357f a57eb73f a4900e2dcad4da78

SEED:
3d
b0
79
Oc
48
el

b8e5f f 35ca70e522610bb1f c76b102c81cc4729f 94b12822584f 6b6229a57eal

ad al b4 fb 87 3e 13 1le 51 62 60 1f ee f1 54
77 e0 71 1b cf da 74 a2 20 7e a3 20 01 c3 f5
00 5f 10 9f cl1 83 83 4e 29 46 b3 29 8a 4c 10
69 f4 c6 40 92 3f ed af b2 68 08 Ob 6b 1c 07
al 18 29 6e 64 9b f6 1d eb 26 27 b4 77 9e e8
ff c1 db 48 5d 8b c1 10 8c 58 bl af 07 5f 7b

Point Q3
X= 0x387acfba7bbc5815407474a7c1132albded12497243d73ef 8133d9810eb21716

95dde2f f 15597e159464a1db207b4d1f f 98f bb989f 80c2db13bc8f f 5f eal16d59

Y= 0x4c816dlca3eld45ac448478f b79a77elad2df c69576685e2f 6867ec93f bad8aa4

SEED:
7cC
bd
4e
48
36
d3

4111acd104036317095bce467e98f 295436199c8ead57f 243860d1bde8d88b68

8d a6 91 96 0d 9d 06 65 92 23 08 df cf 51 71
7c 4b f8 50 1b 3f fd 3c bl 58 3a 30 el a7 17
09 e2 5f 1d 19 35 6e b0 51 66 1c dO 2a cl1 9e
22 38 49 76 0d 43 4e 20 ea dl1 80 73 84 1c e8
a6 8e f3 24 bb 2d 57 45 32 a5 d4 e6 08 73 fa
8c 32 e8 af al c5 25 8c ff 3d 52 ca ac 98 dil

A 1.5 Curve id-tc26-gost-3410-2012-512- par anSet B
Point Q1
X= 0x488cf 12b403e539f de9ee32f c36b6ed52aad9ec34f f 478c259159a85e99d3dda

df d5d73606ecee351e0f 780al4c3e9f 14e985d9d7ddec93b064f c89b0c843650

Y= 0x7bc73c032edc5f 2c74dd7d9dal2e1856a061ce344a77253f 620592752b1f 3a3d

SEED:
40
94
81
d4
98
aa

cbbc87eb27ec4ed5e236df eb03f 3972404747e277671e53a9e412e82aaf 6¢3f 7

57 8b 1la cO bd 53 8d 75 97 2d 49 9b 1c c6 73
c8 f7 d4 76 cd fe 15 59 02 fa Of 28 b8 06 el
4c fb dO 4d 62 86 Oc 4a ce cl1 Oe 88 13 da 2a
fd 7a 13 4d ba 75 0d 2c 80 f2 68 ba cl b4 34
ea fe 10 51 86 60 b7 70 30 f8 64 6f 21 d9 40
da 62 3e ad 44 3f 93 73 a5 6b ¢3 15 55 3c bd
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Point Q2
X= 0x175166b97248bdal2ec035df 2e312a2771d0b16977¢c9cbc79461f f 05e01f 719c
92ae8b53f 3b7e3edcacf f cc5063b5e9¢c8del18d0ch87da358350992132173df 69
Y= 0x10e2943dclal8aB84lab76ac756f a974948d5a18d071d458a4769c2494f e2abch
966e3c8931e624d87259156aea9317157502698e4a4a489¢c327b89277cf 59b4c
SEED:
26 01 07 1b 3d 3e 6d e7 Oe dO 22 ae be 81 be 47
51 77 49 b6 5d 29 d1 07 5¢c df cb f4 56 a8 77 54
2b e9 91 50 34 06 b3 aa 71 c5 ce 16 b6 5f e9 93
e7 48 99 58 bl 26 81 10 9f 9b e4 30 38 73 77 13
fO 6a 4f 30 05 b2 66 76 9f b8 1b 5f 39 55 52 97
ab 46 6b 5d 2e 19 2d 12 f3 2a b3 18 72 71 52 62

Point Q3
X= 0x01f 4583db894cdebd7c591af 848783ee011a20567751cal561f 398a6118ace08
adef e1501bda67f 39d060270ba660526dc53063¢c6b40f a5548¢c9a9e7688f 2239
Y= 0x7bc640641d70c8296bd9257c9eebb5b1bd3196a169bac04f 7579bf 27b5847d4e
7b4f 63748ad81b5469070ed35ad93e5a5258652306f 84094eae04a91954536¢ee
SEED:
bb 9a 63 a5 67 7d 40 7c f3 4d 06 df 96 7d d9 e9
ca 4d 42 eb d6 7d a5 69 a4 9b d8 bl 04 64 2e 20
fb a9 9d 84 2f cb 54 76 61 dc 7a a4 de 72 6f 67
4a 09 85 46 20 04 7c cl1 75 2c ab 67 99 8b 5c 8e
6a 88 6d Oa 06 e6 a3 fa e8 19 34 21 1a ec 81 8d
89 03 9e 45 dc al 85 03 7e c3 49 37 33 ee 3c 2e

A. 1.6 Curve id-tc26-gost-3410-2012-256- par anSet A
Point Q1
X= 0x5161b08a973d521bddeOcbd45bh68aa0470e1058dd936e5bd618f d3373770eed9
Y= 0xc1633db551677c62b9c2b69d47e503c0f 8ca83b6b3109decela5f 985d77a83a7
U= 0x9c5ad63ddc3314ac009d879780d6219720bf 4573f 4f e6b4bf 7a0a88860677f 9d
V= 0x8ee071a767f 3d6f 0435eb6100d1a936f 984e43d9af Obc91c864a9e65cee025f b
SEED:
c4 7e 5e 42 31 4e dd 8e €9 ac 39 fb ¢c8 da ea c8
e6 5b fd 26 58 27 4e 1f 99 e9 33 el 1le 5d f2 62
4a e3 97 f1 7e db f9 83 60 f3 ec 2e 8f 6f 2e ff
d4 aa 80 5¢ 71 d6 ed 5b al 5b c9 dO ad d6 38 23
84 c1 55 20 a5 b8 bb bd 7b 23 1f ¢8 fb 8c 77 71
57 b9 77 25 91 55 3f 17 46 8c 4b b3 64 6f 9f 53
Point Q2
X= 0xd47abd59dccad35849dec9dc721ff ale44419ca8686406a9f 441e61294b210ed
Y= 0xa78b64220bf 3375d08deOea5e2920cf d8f 204da6757bf 1878ac870f b7e5cale8
U= Oxf0195ef b6b249eb8018c19376907¢c787511bf 30516a5¢c27d045f c7ba2af 58ed0
V= 0Oxacae88466127df 000b663863bc7bd394eaf a6996f cedad11d7834f 502a6a2686
SEED:
30 5f dO bb ce c7 16 49 ac e4 1b 4d ca 07 6¢c ab
96 a8 8c c6 fd 06 91 a8 79 13 5d el 90 96 e3 c8
03 ¢c5 b4 ad 41 68 36 9b e7 b9 ed 81 d6 e2 bd Oc
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a2 8e b0 e9 6f 74 2d 50 e2 df b6 al 86 ae 15 60

96 a3 5a 97 a2 20 fa 6d Of cf 88 db 6d 86 cd db

19 7¢ 3a 21 5f 10 cc ea 42 95 ef aa b2 63 95 d5

Point Q3

X= 0xe0d610ff42ce21eb308980964ca368963f be5cb08c277187d22d0c94f 4bf 0762
Y= 0x82619b88da25b666e07b617f f 487be8af d5af 8b092568b493ecef 44ee0c04b5f
U= 0x723df0719311d095b814ee05ca086e18c410c375a48789dc03c3f e844ed3b7c9
V= 0x160e1b5338337ee0620745206dbe5556a7f f 5d19735418a3cc03bf 7f 2735ce25
SEED:

22 16 91 c7 21 8d 93 d4 a8 ad 15 e4 72 33 84 90

ca 5c 5e 3b 84 84 57 4e bc df 83 26 68 84 5e f4

09 53 71 79 7a f8 e2 a6 €3 99 93 de 2a 7c 65 fO

37 26 2e cc fa 95 58 9a c6 e8 bl 2d e6 09 af be

fo 2f 12 dO a3 08 56 9a b3 cO fa d8 ec 5d 7b 9c

f4 27 1f aa 54 bc bb da 31 61 b7 cd f5 40 d6 bS8

A 1.7 Curve id-tc26-gost-3410-2012-512- parantset C
Point Q1
X= 0x5b065ead2e94delee2e462de204c93c6b2bf 3498ad920393ch60259ela8ffc7c
7e7d4def a20f f 4282abf 70207e4611d532f 40db6800e29d2b53f 6ac0713e5b38
Y= 0xa39a28c59f f 7f 796b85223b8834384907¢c626086415487288ed1182ca4487dcl
aebf 37af 90f d267b7c0dc8542ea52cd984af 54731bc84271d6186d973¢c91359b
U= 0x3c80e89805380f 52cf e86f f 990501801d70e5b4636e8478674d2d5706a56a666
63eb03abdc332584f 7ea8c3255b1be3ca75e4685a060e0ea88e569612d9e7227
Oxd8f 2cf 17¢c484f 4bb6a0208b3796a2609971c55d56bf f adf 155c0bf b76f 7af e99
7d6b6e8f de9e2cef d0ab3e31a1862953425a70334e4e2404c9¢d9079856¢7259

T

SEED:
03 8a 01 b5 ea a2 28 3b bb 29 7b 81 ad 94 92 01
e4 32 11 df 76 a3 70 ec ¢cO 09 ec 49 1f 9f 8d 33
f2 ee 24 08 ¢c7 88 27 cd Oc 51 17 a7 e3 8d 58 5b
3d 15 50 30 a3 29 1b ad 6a 21 ab 48 38 1d 66 bc
1b d6 b9 ba 6e d8 6a 21 65 c5 99 84 dc 5d 51 81
f3 f1l 97 fe 4a 86 81 c2 e5 Oa 22 a0 61 2c 55 7e
Point Q2
X= 0xb3e6c475f 173af 4494dd02ad7c9df 3bd6a5ca82c3d65ad86f bb330df b1c40e34
c4cd04d93f 609cf f 2daea5907d0e08192a29be3f f 27522223b868e8bccba7b74
Y= 0x53f fcf818281bcf383d9b6542b3b1f cee5bd20cd1c805edldach83bal61167a5
eb96df 52¢1d290496043ea514c465ecb37970f cd7f f bb6ca35a767cd0227f e8c
U= 0x8dd3f 6f 455f f aea85¢c3935750792b65f alba990c7ac8bc449a77bb86aeb87eb6
ecbh6bf 387924885b0eale30f c4d742919504cd7baf 4926b777ed40b898be41f 8
0Ox2d7edclca6078878d2d8ecaf abc2abc83f cbh269c049baall1951f f 2523b69b1d1
4eebc0f a7cbd5a566ch32246d14568eb9f a04e3b53ee6175bb32887796870ba9

T

SEED:
63 ce db 44 3d f8 df 68 8d 5d fd dO ea 54 41 62
f5 6d 78 92 73 Oc 86 88 53 €2 24 4d dd 87 1le 4a
Oe 3f b7 32 40 c8 7a bc e8 fd b3 16 dd Oe 9b 23
ec 1f c7 40 86 29 8c fc f2 al d9 18 31 af a3 cf
le 98 b8 0d 42 Oc f6 73 8d 57 44 77 8e la d3 e4

Snyshl yaev, et al. Expires April 28, 2017 [ Page 19]



| nt er net - Draf t SESPAKE Cct ober 2016

42 d7 26 39 6¢ 91 b7 f5 e8 84 09 8d be 02 aa 80
Point Q3
X= 0xbe963ad90f 84f f 9f f 6f f 7ddd39d91ceab649e849bf 20b8cc1e72040cf 689a974f
40f 24e10c737bf a558b514c605b7¢c156e24251b859202b12ef 311b0f 363171eb
0x007cf a56f 5ae239694e74f 7996e1f 44f cd4f 62205a555f db627e4212576b4591
7f 88667bcd924a3271f 40dc4bbd2f 2e216b4f cf 59c25f dd8154241d40f 42e2ad
U= Oxff6697883ce5c6cc165fa78ff158c03b31add23dc01b24902b18¢c5487f 1835f f
eaf 4af 5ede44f 8b254748704e504810597d0e4418daf 50e0253f 33915de97b7b
0x54e1bab656234479c5845c06af 70bbef a741a863d5186ca720ee2f 43bdd4d5b74
71594871d532ce263928aa30ae3c25ef c6a2f 82d4163¢c45869339426888be3bc

Y:

0

SEED:
06 ce 08 fa 5d 11 50 45 e2 d2 a8 03 01 d2 9e 2a
39 c3 ea e7 f1 61 37 f9 3e 51 dl1 46 f3 21 bl 89
fb 5¢c 17 70 26 5b 30 8b 6d f2 87 7c d9 d3 6f 8a
3c b4 e7 1d fO 99 a4 73 69 1d d5 46 8d 43 50 f9
87 df e5 e5 de ff 3c 7b b8 f4 62 ed 19 9b f3 33
7a 6f f9 0Oe c5 fO bc bb la 59 1e cd c2 9b 52 64

A. 2. Test exanples

This protocol inplenentation uses the GOST R 34.11-2012 hash function
(see [RFC6986]) with 256-bit output as the H function and the

HVAC GOSTR3411 2012 512 function defined in [ RFC7836] as a PRF
function for the F function. The paraneter len is considered equal
to 256, if 27254 < q < 27256, and equal to 512, if 27508 < q < 27512.

The test exanples for one of the three points of each curve in
Appendi x A. 1 of this docunent are given bel ow.

A. 2.1 Curvei d- Gost R3410- 2001- Cr ypt oPr o- A- Par antet
The input protocol paraneters in this exanple take the foll ow ng val ues:
N= 3
ind= 1
I D A
00 00 00 00
| D B:
00 00 00 00
PW
31 32 33 34 35 36 (’'123456’)
sal t:
29 23 be 84 el 6¢c d6 ae 52 90 49 f1 f1 bb e9 eb
Qi nd:
X= 0xa33ce065b0c23e1d3d026a206f 8alf 8747ed1lcd92a665bf 85198cdbl0ac90a5c
Y= 0xb00d0dc0733883f 05de9f 55f d711f 55998f 5508cc40bead80c913b4d5b533667
The function F (PW salt, 2000) takes the follow ng val ues:
F(PWsal t, 2000):
bd 04 67 3f 71 49 bl 8e 98 15 5b d1 e2 72 4e 71
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dOo 09 9a a2 51 74 f7 92 d3 32 6¢ 6f 18 12 70 67
The coordi nates of the point Q PWare:
X= 0x9d339b3396ae4a816388al4c79ab3a8dd495f a4c53f 0d4076579022ef 2aaeh68
Y= 0xdad91482e208590f d316bf 959480f 5ec2c17463ec8f c8f 63030649b452cddda8
During the calculation of the nessage u_1 on the subject A the paraneter
al pha, the point al pha*P and the nmessage u_1 take the foll ow ng val ues:
al pha=0xf ccbd45d1f 2538097d5a031f a68bbb43c84d12b3de47b7061c0d5e24993e0c87
al phaP

X= 0x24538e096781b9d53316c342ae5bbd49ccf b2db627¢c3659175bc4f a9d95b4618

Y= Oxf 6e39a7490aelac449f babe7e2135697c582daf 3a038c40a05e6e8be3ed66a2b
u_1:

X= Oxcf 73b30dd577369f b98e2a93d6d98d7450f 9ceef 2badale3dcb8bb1016df f 1el
Y= Ox1cf 05014caedbdb1635120b30e0a445060b8f 1cca52965cf 83c4838d554cade?2
During processing a nmessage u_1, calculation the K B key and the nessage
u 2 on the subject B the paraneters betta, src, KB = HASH(src), betta*P

and u_2 take the follow ng val ues:
bet t a=0xf 2144f addc497d9ef 6324912f d367840ee509a2032aedb1c0a890d133b45f 596
src:
39 c0 e8 83 59 91 cd 6d 56 88 fc ad 55 29 1f 79
e5 Of 87 9d 94 b5 Oa b2 db d6 bd f7 e8 39 b7 1la
10 b5 a7 8d cO 36 b8 73 f7 e4 bl 6b 12 48 6f eb
69 d7 39 d4 01 4d ae e2 cc 5¢c 2f c¢7 4a 2c c8 06
K B:
e0 4e e0 14 7f 9f 19 8d e2 5a af 33 a2 84 99 e0
ce 7d 31 6e 47 39 76 2f d5 19 f8 e9 91 d7 fc 00
betta*P:
X= 0xb11f 1a8f b043bc6d4068667b897e4f f 637b8410f 5eb19e11b0a7028f 34d6936a
Y= 0x266d952955e2ab3f 3ba75d14a919795d6b8ac04dbcf f 1cf aac6ba32291c099f d
u_2:

X= 0x6elbfb24b6131a3ad0b60e477a38715c6f 96f 21bb0b2f 9ebd67680e804a77199
Y= 0x873ee3c546c41e8f 707298f 11b955f e64f 7577d52d7dadc1lbecchb9925178ca80
During processing a nessage u_2 and calculation the key on the subject A

the K A key takes the follow ng val ue:

KA
e0 4e e0 14 7f 9f 19 8d e2 5a af 33 a2 84 99 e0
ce 7d 31 6e 47 39 76 2f d5 19 f8 e9 91 d7 fc 00

The message MAC_A=HVAC (K_A, OxO01 || IDA || ind || salt || u_l |] u_2)
fromthe subject A takes the foll ow ng val ue:
MAC_A:

bd 35 c5 Oe 90 60 e6 4f 04 2e 7b e6 cc 02 99 84
Oc 8e 27 82 b8 e5 9c 3d d4 47 50 11 16 73 c5 ea

The message MAC_B=HVAC (K_B, 0x02 || IDB || ind || salt || u_l || u_2)
fromthe subject B takes the foll ow ng val ue:
MAC _B:

c8 c8 2c Of ed 8e 4d 1le 41 42 d7 a9 fO 55 b4 5f
f6 71 2d 2f 41 bf 26 ef 2f bc 37 c5 56 4b 86 d3

A. 2.2 Curvei d- Gost R3410- 2001- Cr ypt oPr o- B- Par anfSet
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The input protocol paraneters in this exanple take the foll ow ng val ues:
N= 3
ind= 1
I D_A
00 00 00 00
| D B:
00 00 00 00
PW
31 32 33 34 35 36 (’'123456’)
salt:
29 23 be 84 el 6¢c d6 ae 52 90 49 f1 f1 bb €9 eb
Qi nd:
X= 0x0ad754474a915d9d706c6b8dc879858alch85cc8f 6¢148f c3120825393ecd394
Y= 0x68c33b6d0343cf 72cb19666f f d487f a94294dc677b28c8e27ec36068f f 85ed83
The function F (PW salt, 2000) takes the follow ng val ues:
F(PWsal t, 2000):
bd 04 67 3f 71 49 bl 8e 98 15 5b dl1 e2 72 4e 71
dO 09 9a a2 51 74 f7 92 d3 32 6¢ 6f 18 12 70 67
The coordi nates of the point Q PWare:
X= 0x7a7211a430f d4e31b815e6d2454eea9574f 034c5c442dcel723d69555d3ee4c9
Y= 0x2995e857187808e80d3e40a00f b87128e203f 2d91c1f 15d8193a5aad95964734
During the cal culation of the nmessage u_1 on the subject A the paraneter
al pha, the point al pha*P and the nessage u_1 take the foll ow ng val ues:
al pha=0x499d72b90299cab0dalf 8bel19d9122f 622a13b32b730c46bd0664044f 2144f ad
al phaP
X= 0x61d6f916db717222d74877f 179f 7ebef 7cd4d24d8c1f 523c048e34aldf 30f 8dd
Y= 0x3ec48863049cf cf e662904082e78503f 4973a4e105e2f 1b18c69a5e7f b209000
u_1:

X= 0x35e78f cbc24998eb3039445a9de7032aadf 291e7768196ef 618e45bed80edf 88
Y= 0x1970a4697295f 6d361d2c3edd3885794c1254bac3f 4adb4a3346ad01a911d13c
During processing a nessage u_1, calculation the K B key and the nessage
u_2 on the subject B the paraneters betta, src, KB = HASH(src), betta*P

and u_2 take the follow ng val ues:
bet t a=0x0f 69f f 614957ef 83668edc2d7ed614be76f 7b253db23c5cc9c52bf 7df 8f 4669d
src:
50 14 Oa 5d ed 33 43 ef ¢8 25 7b 79 e6 46 d9 fO
df 43 82 8c 04 91 9b d4 60 c9 7a d1 4b a3 a8 6b
00 c4 06 b5 74 4d 8e bl 49 dc 8e 7f c8 40 64 d8
53 20 25 3e 57 a9 b6 bl 3d 0d 38 fe a8 ee 5e Oa
K B:
a6 26 de 01 bl 68 Of f7 51 30 09 12 2b ce el 89
68 83 39 4f 96 03 01 72 45 5c 9a e0 60 cc e4 4a
betta*P:
X= 0x33bc6f 7e9c0balOcf b2b72546¢c327171295508ea97f 8c8ba9f 890f 2478ab4d6¢c
Y= 0x75d57b396c396f 492f 057e9222ccc686437a2aad464e452ef 426f c8eeedladab
u_2:
X= 0x20d7a92b238143e3f 137be904d52f a35c45a29f 02a7226a7ac83all72c2a55cd
Y= 0x5f c4cd6ff b0e76ea8603ce9e6dab5164285617969ab3bf ab09f beb8595d1f 47b
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During processing a nessage u_2 and calculation the key on the subject A
the K A key takes the foll ow ng val ue:

K A

a6 26 de 01 bl 68 Of f7 51

68 83 39 4f 96 03 01 72 45
The nessage MAC _A=HVAC (K_A,
fromthe subject A takes the
MAC_A:

55 7a 59 61 42 60 39 al 52

62 be 3d 47 56 53 03 09 95
The nmessage MAC B=HMAC (K _B,
fromthe subject B takes the
MAC_B:

3b c5 5e 27 07 84 19 94 c4

09 2d e9 08 83 76 5f b6 c3

30 09 12 2b ce el 89
5c 9a e0 60 cc e4 4a

Ox01 || IDA|] ind |] salt || u_1l || u_2)
foll owi ng val ue:

c8 23 a7 65 04 59 b0

57 1c e7 53 40 26 47

0x02 || IDB || ind || salt || ul|]|] u_2)

foll ow ng val ue:

b9 ca ba 43 e6 ce 6a
44 c6 1d 76 02 96 e9

A. 2.3 Curvei d- Gost R3410- 2001- Cr ypt oPr o- C- Par anfSet

The input protocol paraneters in this exanple take the foll ow ng val ues:
N= 3
ind=1
I DA
00 00 00 00
| D_B:
00 00 00 00
PW
31 32 33 34 35 36 (’'123456’)
salt:
29 23 be 84 el 6¢c d6 ae 52 90 49 f1 f1 bb e9 eb
Q_i nd:

X= 0x339f 791f 62938871f 241¢c1c89643619aa8b2c7d7706ce69be01f ddf f 3f 840003
Y= 0x31d6d9264cc6f 8f e09bf 7aa48910b4ad5ddf d74a2ef 4699b76de09f f ed295f 11
The function F (PW salt, 2000) takes the follow ng val ues:
F(PW sal t, 2000):
bd 04 67 3f 71 49 bl 8e 98 15 5b d1 e2 72 4e 71
dO 09 9a a2 51 74 f7 92 d3 32 6¢ 6f 18 12 70 67
The coordi nates of the point Q PWare:
X= 0x8b666917d42c455331358c50c3c12¢c85b898a2e454b50dd773541da02e1c3068
Y= 0x8a9b6c4703934b7f 0dc903f 52c16275e1d38b568117c7cf f 3bd322a99a311f e9
During the cal culation of the nmessage u_1 on the subject A the paraneter
al pha, the point al pha*P and the nmessage u_1 take the foll ow ng val ues:
al pha=0x3a54ac3f 19ad9d0bleac8acdcea70e581f 1dac33d13f eaf d81e762378639c1a8
al phaP
X= 0x96b7f 09c94d297c257a7da48364c0076e59e48d221cba604aelllca3933b446a
Y= 0x54e4953d86b77ecceb578500931e822300f 7e091f 79592ca202a020d762c34a6
u_1:
X=
Y=
During processing a nessage u_l1,

0x2124a22e00blbe2114f 5ca42d58d55a0a9f 2b08f 8cb10275eddf 8243402abb7a
0x62497815861d15877b7ad2e86768a2deb0f 755a8b1a8897f c5235da783914a59
calculation the K B key and the nessage
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src, KB = HASH(src), betta*P

and u_2 take the follow ng val ues:
bet t a=0x448781782bf 7c0e52a1dd9e6758f d3482d90d3cf ccf 42232cf 357e59a4d49f d4

Src:
16 al
dl 68
d2 8e
al b8

K B:
be 7e
ca 82

bet t a*P:
X=
Y=

u 2:
X=
Y=

2d
91
25
8a

88
ed
da
7f

54
c8
d3
80

7e
36
81
a2

1c
cf

8d
ee

90 06
b7 5f
16 3c
35 49

7e
45

47
od

b4
65

11 16
de fc

f2 c7
71 a9

ba
8e
49
30

a0
b9
4b
18

08
56
05
46

e8 cb
fa 76
9a 8c
54 2c

c9
94
ab
Ob

ec
11
70
47

7e
56

3b
49

8f
ed

ce 40
de ea

30
ec

72
ee

0x4b900ab55a938121f282f48a20c4396eb16e7e0068b495b001dd4667786a3eb7
0x223460aa8e09383e9df 9844c5a0f 2766484738e5b30128a171b69a77d9509b96

0x47ad0110d1620f e38832e90b58971d2e0b9183dd52de23422h6f c47bec64541a
0x8296af 496b3c52640e738a195d63ab7bf b457aba7c71b5649cc3e300829chbf Oa

During processing a nessage u_2 and cal culation the key on the subject A
the K A key takes the foll ow ng val ue:

K A

be 7e 7e 47 b4 11 16 f2 c7

ca 82 45 0d 65 de fc 71 a9
The nmessage MAC A=HMAC ( K_A,
fromthe subject A takes the
MAC_A:

47 58 fa 64 9f 2e 31 3b f2

37 ce 9e 7f 55 ¢3 fc 5a 55
The nessage MAC B=HVAC (K _B,
fromthe subject B takes the
MAC_B:

2f 33 b9 bf fO 7d cd e3 44

b3 52 3a 64 39 ef f1 c9 93

A. 2.4 Curveid-tc26-gost-3410-
paraneters in this exanple take the foll ow ng val ues:

The i nput
N= 3
ind=1
I D A

00 00 00 00
| D_B:

00 00 00 00
PW

pr ot ocol

31 32 33 34 35 36 ('123456’

sal t:
29 23 be 84 el 6¢c d6 ae 52

Qi nd:

7e 3b 8f ce 40 30 72
56 49 e4 de ea ec ee

Ox01 || IDA|]| ind || salt || ul|]|] u.2)
foll ow ng val ue:

70 8b 76 a7 f7 a7 b5a

77 e8 77 a7 a2 cl ea

0x02 || IDB || ind || salt || u.l ]| u_.2)

foll ow ng val ue:

67 bd b0 7f 62 fc a8
ba Ob 4c e6 c2 ed e4

2012-512- par antet A

)
90 49 f1 f1 bb €9 eb

X= 0x30l1laacla3b3e9c8a65bc095b541cel1d23728b93818e8h61f 963e5d5b13eecOf e
eb6b06f 8cd481a07bb647b649232e5179b019¢eef 7296a3d9cf a2b66ee8bf Ocbf 2
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Y= 0x191177dd41cel9cc849c¢3938abf 3adaab366e5eb2d22a972b2dcc69283523e89
c9907f 1d89ab9d96f 473f 96815da6e0a47297f cdd8b3adac37d4886f 7ad055e0
The function F (PW salt, 2000) takes the follow ng val ues:
F(PWsal t, 2000):
bd 04 67 3f 71 49 bl 8e 98 15 5b dl1 e2 72 4e 71
dOo 09 9a a2 51 74 f7 92 d3 32 6¢ 6f 18 12 70 67
1c 62 13 e3 93 0Oe fd da 26 45 17 92 c6 20 81 22
ee 60 d2 00 52 0d 69 5d fd 9of 5f Of d5 ab a7 02
The coordi nates of the point Q PWare:
X= 0xa8b54a6339b296f 5¢5227670f b1482010b4b07e3642974b40c58a5f 1da33370e
f ed546ebl17c6a707f 3f c69671debalOa6de03a55f 859473e9074a89b4a7b5488
Y= Oxf ebf437ecf 21536328b32f 4c8e0430d5c0c096001c08a378ac30b8634412f 44c
5ba9b7096642f 51cc3a018cd1599¢849cd62917a370eca3bbc6bedS5eedabdd77
During the calculation of the nmessage u_1 on the subject A the paraneter
al pha, the point al pha*P and the nmessage u_1 take the foll ow ng val ues:
al pha=0x3ce54325db52f e798824aeadl1bb16f a766857d04adaf 7d468672f 16d90e7396
046a46f 815693e85b1ce5464da9270181f 82333b0715057bbe8d61d400505f Oe
al phaP
X= 0xb93093eb0f cc463239b7df 276e09e592f cf c9b635504ea4531655d76a0a3078e
2b4e51cf e2f a400cc5de9f be369db204b3e8ed7edd85ee5ccab654claed70e396
0x809770b8d910ea30bd2f a89736e€91dc31815d2d9b31128077eedc371e9f 69466
f497dc64dd5b1f adc587f 860e€256109138c4a9cd96b628e65a8f 590520f c882

Y:

u l:

X= 0xe8732d5471901b3eb%9a3laaebeac7a6155c2¢c8f c1c960chb475e14074987dd2c8

4eccaf ac0835735a5c2df 3d1lc8dacf 4ald2e38e1e4419f 5df 4e25b7f 8dd90b50
0xd680a4l1leaec979d49f 4752008e9e92eb0ef c1950d74b85e852be47f 3958d5500

0442d859e5b459de5dc7acaa0c36383cdlf 98f 271333c6083dcecaf 07ac825b8
During processing a nessage u_1, calculation the K B key and t he nessage
u 2 on the subject B the paraneters betta, src, KB = HASH(src), betta*P
and u_2 take the follow ng val ues:
bet t a=0xb5c286a79aa8e97ec0e19bc1959a1d15f 12f 8c97870ba9d68cc12811a56a3bbl

1440610825796a49d468cdc9c2d02d76598a27973d5960c5f 50bce28d8d345f 4

src:

84 59 c2 0c b5 c5 32 41 6d b9 28 eb 50 c0 52 Of

b2 1b 9¢c d3 9a 4e 76 06 b2 21 be 15 ca 1d 02 da

08 15 de ¢4 49 79 ¢c0 8c 7d 23 07 af 24 7d da 1f

89 ec 81 20 69 f5 d9 cd e3 06 af fO bc 3f d2 6e

d2 01 b9 53 52 a2 56 06 b6 43 e8 88 30 2e fc 8d

3e 95 le 3e b4 68 4a db 5¢ 05 7b 8f 8c 89 b6 cc

Od ee d1 00 06 5b 51 8a 1c 71 7f 76 82 ff 61 2b

bc 79 8e c¢7 b2 49 0f b7 00 3f 94 33 87 37 1lc 1d
K B:

53 24 de f8 48 b6 63 cc 26 42 2f 5e 45 ee c3 4c

51 d2 43 61 bl 65 60 ca 58 a3 d3 28 45 86 cb 7a
bet t a*P:

X= 0x238b38644e440452a99f a6b93d9f d7da0chb83c32d3cle3cf e5df 5¢3eb0f 9db91

e588daedc849ea2f b867ae855a21b4077353¢c0794716a6480995113d8c20c7af
Y= 0xb2273d5734c¢1897f 8d15a7008b862938c8c74ca7e877423d95243eb7ebd02f d2

Y
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c456c¢f 9f c956f 078a59aa86f 19dd1075e5167e4ed35208718ea93161c530ed14

u 2:

_X; 0x1830804bf 1f bO7ebd43f 27d03f f 71ad9c7c31becaf 1d3585df b9e356c36638dc
d82aba559dec06d46c862566653df eOb116eb1a68439b0283f 4d79ce48408eee

Y:

0x23b33ae97f ba92e06095c41525aedf 7b5d96f e9ca8e0244ed6¢c8a565d542d05e

d3044caf bla8ac9a570c5133ba846d61da77f 54da2daf 13b0def 7d90a0796f 06
During processing a nessage u_2 and calculation the key on the subject A
the K A key takes the foll ow ng val ue:

K A

53 24 de f8 48 b6 63 cc 26

51 d2 43 61 bl 65 60 ca 58
The nmessage MAC _A=HVAC (K_A,
fromthe subject A takes the
MAC_A:

37 e6 l1la 43 2d 85 75 9b 30

33 ca 86 89 37 db 4b f2 02
The nmessage MAC B=HMAC ( K_B,
fromthe subject B takes the
MAC_B:

72 dc de 19 5f 26 4b b8 a8

60 12 81 9c¢ 15 f7 11 db 2b

A. 2.5 Curvei d-tc26-gost-3410-
paranmeters in this exanple take the foll ow ng val ues:

The i nput
N= 3
ind= 1
I DA

00 00 00 00
| D_B:

00 00 00 00
PW

pr ot ocol

31 32 33 34 35 36 ('123456°

sal t:
29 23 be 84 el 6¢c d6 ae 52

Q_i nd:

42 2f 5e 45 ee c3 4c
a3 d3 28 45 86 cb 7a

Ox01 || IDA|] ind |] salt || u_1l || u_2)
foll owi ng val ue:

13 a2 9d d6 82 f1 4d

91 ed cf 6b e2 4b 4e

0x02 || IDB || ind || salt || ul|]|] u_2)

foll ow ng val ue:

1d 2a fe 2f d9 da 2d
c4 c5 74 85 9e 05 3e

2012-512- par antet B

)
90 49 f1 f1 bb e9 eb

X= 0x488cf 12b403e539f de9ee32f c36b6ed52aad9ec34f f 478¢c259159a85e99d3dda
df d5d73606ecee351e0f 780al4c3e9f 14e985d9d7ddec93b064f c89b0c843650
Y= 0x7bc73c032edc5f2c74dd7d9dal2e1856a061ce344a77253f 620592752b1f 3a3d
cbbc87eb27ecd4ed5e236df eb03f 3972404747e277671e53a9e412e82aaf 6¢3f 7

The function F (PW salt,
F(PWsal t, 2000):
bd 04 67 3f 71 49 bl 8e 98
do 09 9a a2 51 74 f7 92 d3
1c 62 13 e3 93 Oe fd da 26
ee 60 d2 00 52 0d 69 5d fd
The coordi nates of the point

2000) takes the follow ng val ues:

15 5b d1 e2 72 4e 71
32 6¢c 6f 18 12 70 67
45 17 92 c6 20 81 22
of 5f Of d5 ab a7 02
Q PWare:

X= 0x2383039092052ed0e8ca3f 751c11ebb891b8f 32f 7c66a437dec86345c63ef c4b
alecd04df c11826dd581chc1d744754e284c00b04eef 9cd6ef f 22c12432c46fd
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Y= 0x374202580af baf 2f 68da8a5c03ab82e71eb4c1f 1f dd881aa2911d0206d470039
275d298d5477901565ah826ec4492f 67eebcf 3194442f 272f d2cad9a5f 04234f
During the cal culation of the nmessage u_1 on the subject A the paraneter
al pha, the point al pha*P and the nmessage u_1 take the foll ow ng val ues:
al pha=0x715e893f a639bf 341296e0623e6d29dadf 26b163c278767a7982a989462a3863
fel2aef 8bd403d59¢c4dc4720570d4163db0805¢c7¢c10c4e818f 9cb785b04b9997
al phaP
X= 0x10c479ealc04d3c2c02b0576a9c42d96226f f 033¢c1191436777f 66916030d87d
02f b93738ed7669d07619f f ce7c1f 3c4db5e5df 49e2186d6f ale2eb5767602b9
Y= 0x039f 6044191404e707f 26d59d979136a831cce43elc5f 0600d1ddf 8f 39d0ca3d
52f bd943bf 04ddcedlaa2ce8f 5ebd7487acdef 239¢c07d015084d796784f 35436
u_1:
X= 0x0ab9e56f c0d48e4982ee0a0b09507a63dc530181611d9f 00d0464724415757b9
delc647178783a0f b4648df d8e3dalef eb4db29de4711¢c8599191054ca7de6bc4
Ox4decae941f 8d19c44daae9eb132019e€116478124e76430b8beel6ce6910a06c8
a2f ed68f 4907e4bal7c4f 4e3356dc3b3b8647165b9claae54b1c13239bf a8213
During processing a nessage u_1, calculation the K B key and the nessage
u_2 on the subject B the paraneters betta, src, KB = HASH(src), betta*P
and u_2 take the follow ng val ues:
bet t a=0x30f a8c2b4146c2dbbe82bed04d7378877e8c06753bd0alf f 71ebf 2bef e8da8f 3
dc0836468e2ce7c5c961281b6505140f 8407413f 03c2ch1d201eal286ce30e6d
src:
3f 04 02 e4 Oa 9d 59 63 20 5b cd f4 fd 89 77 91
9b ba f4 80 f8 e4 fb dl1 25 5a ec e6 ed 57 26 4b
d0O a2 87 98 4f 59 d1 02 04 b5 f4 5e 4d 77 f3 cf
8a 63 b3 1b eb 2d f5 9f 8a f7 3c 20 9¢c ca 8b 50
b4 18 d8 01 e4 90 ae 13 3f 04 f4 f3 T4 d8 fe 8e
19 64 6a 1b af 44 d2 36 fc c2 1b 7f 4d 8f c6 al
e2 9d 6b 69 ac ce ed 4e 62 ab b2 0d ad 78 ac f4
fe bO ed 83 8e d9 1le 92 12 ab a3 89 71 4e 56 Oc
K B:
d5 90 e0 5e f5 ae ce 8b 7c fb fc 71 be 45 5f 29
ab cc 66 6f 85 cd bl 7e 7c c¢7 16 c5 9f f1 70 e9
betta*P:
X= 0x34c0149e7bb91ae377b02573f cc48af 7bf b7b16deb8f 9ce870f 384688e3241a3
a868588cc0ef 4364ccab67d17e3260cd82485c202adc76f 895d5df 673b1788e67
Y= 0x608e€944929bd643569ed5189db871453f 13333aleaf 82b2f e1be8100e775f 13d
d9925bd317b63bf af 05024d4a738852332b64501195c1b2ef 789e34f 23ddaf c5

Y:

u_2:
X= 0Ox66def d2a42f Oef e38ed3d4a4df bed6b86d40f 4adf 156c86f ee1605dbf 6b057b1
2f e82a0be4823f 7f 215b5110673e02e3bf 44f 0ae26630005f cf d9f 01473127eb
0x36168c6d20c9514556ab442bf 63ded0115346916ef 45af 7e5517f 59205d1cc52
ae2e72c3036f 13cab7del12932e4a3acd0789f 5e2474f f 722b81334676c8a3371
During processing a nmessage u_2 and calculation the key on the subject A
the K A key takes the follow ng val ue:
KA
d5 90 e0 5e f5 ae ce 8b 7c fb fc 71 be 45 5f 29
a5 cc 66 6f 85 cd bl 7e 7c c7 16 c5 9f f1 70 e9

Y
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The nessage MAC _A=HVAC (K_A,
fromthe subject A takes the
MAC_A:

9e c1 a8 74 93 b2 87 c9 ca

8d c5 97 7c b0 03 93 42 cl
The nessage MAC B=HVAC ( K_B,
fromthe subject B takes the
MAC B:

a9 b2 f1 9b d9 cl1l fd Of Oc

3c db5 9f 12 cf 8e fd 01 12

SESPAKE Oct ober 2016
Ox01 || IDA|] ind |] salt || u_1l || u_2)
foll owi ng val ue:
c3 da c2 a2 d7 1b 82
5a cd fb 66 c8 cf 89
0x02 || IDB || ind || salt || ul || u_2)

foll ow ng val ue:

ab fd 09 52 94 c6 eb6
46 0d b7 aa 20 bb 6e

A. 2.6 Curveid-tc26-gost-3410-2012- 256- par anfSet A

The input protocol paraneters in this exanple take the foll ow ng val ues:
N= 3
ind= 1
I D_A
00 00 00 00
| D B:
00 00 00 00
PW
31 32 33 34 35 36 (’'123456’)
salt:
29 23 be 84 el 6¢c d6 ae 52 90 49 f1 f1 bb €9 eb
Qi nd:

X= 0x5161b08a973d521bddeOchbd45b68aa0470e1058dd936e5bd618f d3373770eed9

Y= 0xc1633db551677c62b9c2b69d47e503c0f 8ca83b6b3109deceOa5f 985d77a83a7
The function F (PW salt, 2000) takes the follow ng val ues:
F(PWsal t, 2000):

bd 04 67 3f 71 49 bl 8e 98 15 5b d1 e2 72 4e 71

dO 09 9a a2 51 74 f7 92 d3 32 6¢ 6f 18 12 70 67
The coordi nates of the point Q PWare:
X= 0xaOf dObcf aa07f 640c802aa95f 42e80b28bb758f bcbh7ee2aca2cc0a615b567207
Y= 0x52cf 0c960f 362894bd097d198999e965bd940c7828e0d2ad38a0097f 68135047
During the cal culation of the nmessage u_1 on the subject A the paraneter
al pha, the point al pha*P and the nessage u_1 take the foll ow ng val ues:
al pha=0x147b72f 6684f b8f d1b418a899f 7dbecaf 5f ce60b13685baa95328654a7f 0707f
al phaP

X= 0x33f bacl4eae538275a769417829c431bd9f a622b6f 02427ef 55bd60ee6bc2888

Y= 0x22f 2ebcf 960a82e6cdb4042d3ddda511b2f ba925383c2273d952ea2d406eae46
u_1:

X= 0x8e8929226¢7f 679ea8c2df b833d1f 8062d62a9672493df 02ad7462014c0edbc6
Y= 0x20f 2382c2425aaa638f 61e8b70f cf 70dae6bch2f 9f 341b33ae577c62395aa816
During processing a nessage u_1, calculation the K B key and the nessage
u_2 on the subject B the paraneters betta, src, KB = HASH(src), betta*P

and u_2 take the follow ng val ues:
bet t a=0x30d5cf adaa0e31b405e6734c03ec4c5df Of 02f 4ba25c9a3b320ee6453567b4ch
src:

a3 39 a0 b8 9c ef 1la 6f fd 4c al 28 04 9e 06 84
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df 4a
11 86
69 93
K B:
7d f7
cl 91
bett a*P:
X=
Y=
u_2:
X=
Y=

97 75 b6 89
28 f7 28 8e
c6 3d 9d d2

a3 37 84
aa Of 7e
6a 90 b7

la c3
65 b9

27 ed
dl 00

51
2b

7d 0d
of 10

SESPAKE Oct ober 2016

1b f7 d7
c8 1d a2
4d d1 a2

91
Oa
66

20 7f 35
24 ff 1le
28 06 63

c6 20 4b
ea cf 27

e4 03 e8
88 a6 cd

17
a6

Oxéb2d89fab735433970564f2f28Cfa1b57d64OCb902b06334a538f441550220b2
Ox10ef 6a82eef 1e70f 942aa81d6b4ce5dec0ddb9447512962874870e6f 2849a96f

0x47182ed8f 018f a93a5d837e52724af 6051c168ef 15e4a40f e926473bc3f 1032a
0x97f 3ele674da53b0ec3ebblab2a25c7424f 4334950daec4d33045f 78d9f aeeb4

During processing a nessage u_2 and calculation the key on the subject A
the K A key takes the foll ow ng val ue:

K A

7d f7 1la c3 27 ed 51 7d 0Od

cl 91 65 b9 d1 00 2b 9f 10
The nessage MAC _A=HVAC (K_A,
fromthe subject A takes the
MAC_A:

f5 69 f6 e7 68 9e fO ba 08

67 8c 93 26 af 21 f5 4d 3e
The nmessage MAC B=HMAC (K _B,
fromthe subject B takes the
MAC _B:

80 d5 fO 3b 48 22 37 76 43

of 22 80 1f b4 de Ob fb e0

A 2.7 Curveid-tc26-gost-3410-
paranmeters in this exanple take the foll ow ng val ues:

The i nput
N= 3
ind= 1
I DA

00 00 00 00
| D_B:

00 00 00 00
PW

pr ot ocol

31 32 33 34 35 36 ('123456°

sal t:
29 23 be 84 el 6¢c d6 ae 52

Q_i nd:

e4 03 e8 17 c6 20 4b
88 a6 cd a6 ea cf 27

Ox01 || IDA]|| ind || salt || u_l || u_2)
foll ow ng val ue:

46 98 cc Oe bc ac 59

90 05 29 32 6b 41 ee

0x02 || IDB || ind || salt || ul|]|] u.2)

foll ow ng val ue:

b4 ff 92 05 dd ed bl
74 55 c2 54 32 45 le

2012-512- parantet C

)
90 49 f1 f1 bb e9 eb

X= 0x5b065ead2e94delee2e462de204c93c6b2bf 3498ad920393ch60259el1a8ffc7c
7e7d4def a20f f 4282abf 70207e4611d532f 40db6800e29d2b53f 6ac0713e5b38
Y= 0xa39a28c59ff 7f 796b85223b8834384907¢c626086415487288ed1182cad4487dc1l
ae5f 37af 90f d267b7c0dc8542ea52cd984af 54731bc84271d6186d973¢c91359b

The function F (PW salt,
F(PWsal t, 2000):
bd 04 67 3f 71 49 bl 8e 98

Snyshl yaev, et al.
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dOo 09 9a a2 51 74 f7 92 d3 32 6¢ 6f 18 12 70 67
1c 62 13 e3 93 0Oe fd da 26 45 17 92 c6 20 81 22
ee 60 d2 00 52 0d 69 5d fd 9f 5f Of d5 ab a7 02
The coordi nates of the point Q PWare:
X= 0x463e9d38239ddacl18e7cc7f 6caa7244ae5¢c49d58dcdf d6a56510d7779496744d
75e3e0d5795d4e603f 7baea8d24ada989d4179e1db33d1912602f c59470192df
Y= 0x088874b12c160930aa840f 046ee75f a86206f 19ca5f 431d81e2381d6d947b7b0
30577e40f 09b1c16f 8e6ef 84daddba028f 8b6e397a27ece0el13197662659af 4d
During the calculation of the nmessage u_1 on the subject A the paraneter
al pha, the point al pha*P and the nmessage u_1 take the foll ow ng val ues:
al pha=0x0b3f e942126aef c0287f 82c6290505aeb117aa8dcb033cee56222dd1b9f 9ele5
377583ba300211ec2¢c399546b4f 54578ee925¢238d52530¢159¢c7034ccf a0ddd
al phaP
X= 0x61427a12468974b5829de1263d91f df d8e26ea337c6c223595e05b4da4f 8f e93
2b532f 33c0f 4631729422c04f 7018a7bf 619c026ef Oedc4ba2a96b79397eba92
0x6833806e26791ef 1dd01e60c10cc247173b97d7d8d7f ea53ded4a8ab6ad444bacc?
042bf 35394aef 4cf deOf 236788f 2e9f ca9e10f 7d7f ee54f f f 951ae17996808c1

Y:

u 1:
X= 0x03664ef 83e51beaeclf 11711f8742b180001c7734a715e4a693758acd9851b38
c6d7e0a316d809b75694ae1b356951a93c91a9b85aa3e3a561742211f d238852
0x2b92f a93f ab060f a86c3039eb2904bc18cbe45032dc3c93celcb6bal542a29e0d
790a5f 7b63928ed9e50d1f ef d6bd00ade4eb021bc62a560567a3419e74df c08a
During processing a nessage u_1, calculation the K B key and the nessage
u_2 on the subject B the paraneters betta, src, KB = HASH(src), betta*P
and u_2 take the follow ng val ues:
bet t a=0x0d494d54f b777781d1324ed6088bb0d9d86b8b0a252aaba3ee70af 8ef 44b87a6
4cea3a432b61a699bad2d9760d700c2891b6285be0b0bb90f 16a40a9b2e0e36a
Src:
c2 a3 la 15 08 52 8a fb 70 be d5 7a 3a 97 9a 3a
8c ed 00 2f 1b 05 8f 99 cb ee 64 56 5¢c cb ae 42
c5 80 bl 39 18 04 b3 e3 34 dO 2f 70 55 18 ef 16
b7 cf 0e 79 91 76 6f 7e 22 81 f2 87 bl df cd 34
5c 56 04 ef 1d 9a 8e b8 27 3f 2e 7a 3b fb a4 13
ad 7f 19 59 99 41 f8 f6 73 63 2b el 43 bl 65 7f
d3 3a 3a de 7d 9f 71 6¢c e4 Oc b5 9e 9d dd a5 0Od
db 87 66 57 e7 37 8f f1 55 94 fc 7a 9e 4b 03 48
K B:
84 14 el 12 6¢ 56 al l1le 1f 5e a0 b7 ¢c3 bd ab e9
8b 26 8b 59 d4 08 f9 7c dO ea d7 c2 7e e4 9c 15
bet t a* P;
X= 0xe247677c90ac3c74952c70da0d43f 25ecedac22eda732f 7ddd772de7c3e69b22
f 7679cc01lcae009e442c630c7aa9403a9f 11e0f b62cf 7af 84e77b95210al7edd
Y= 0x63be6dc920e57cb1c5b63f d8b623db6c934b87e0b14468de32¢c9387515cf 3d35
618e945a986424708ef 0515ccaa30061ac6870ab56¢c29c43340736a6¢c6179c2e

Y:

u 2:
X= 0x32260df 3ddeabaa9c5cl1lf 55248e8e9a3552cef bh81a19f 0OaclelOf 3b7280a844c
5362b527dalcb6ec7eeace2a77aalle7f 5e18a4bb6bc6445b4f 479ca239245002
Y= 0x04e0612a0c8cd4323535899d0698dd09bb9f c4302016f 1b236c86692358f f d98
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1cd082c0129763bd4749ee5bb014255d1deOf d7775decch564213ebc7100001d
During processing a nessage u_2 and calculation the key on the subject A
the K A key takes the follow ng val ue:

KA
84 14 el 12 6¢ 56 al le 1f
8b 26 8b 59 d4 08 f9 7c dO

5e a0 b7 c3 bd ab e9
ea d7 c2 7e e4 9c 15

The nmessage MAC A=HVAC (K_A, Ox01 || IDA || ind || salt || u_1l ]| u_2)
fromthe subject A takes the foll ow ng val ue:
MAC A
53 Ob 77 63 c5 9e 7c 98 52 59 ad eb af a4 16 41
c6 f4 35 47 85 01 bd c9 7e a9 cf 88 a6 9a 12 8¢
The message MAC B=HVAC (K_B, 0x02 || IDB || ind || salt || u_l || u_2)
fromthe subject B takes the foll ow ng val ue:
MAC B:
3f 48 65 b8 8c 81 e5 ac 56 l1le 31 cl1 b3 d1 d9 Oc
57 el e7 4b ac 77 bl 63 ac 60 74 82 4e 99 d3 cc
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