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Abstract

This specification presents an approach to increase the security of

bl ock ci pher operation nodes based on re-keying (wth no additional
keys needed) during each separate nessage processing. |t provides an
internal re-keying nmechanismcalled ACPKM This nechani sm doesn’t
require additional secret paraneters or conplicated transforns - for
key update only the base encryption function is used.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on April 24, 2017.
Copyright Notice

Copyright (c) 2016 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
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carefully, as they describe your rights and restrictions wth respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided w thout warranty as
described in the Sinplified BSD License.
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1. Introduction

An inportant problemrelated to secure functioning of any
cryptographic systemis the control of key lifetinmes. Regarding
symmetric keys, the main concern is constraining the key exposure.

It could be done by limting the maxi mal anount of data processed
with one key. The restrictions can conme either from conbinatori al
properties of the used cipher nodes of operation (for exanple,
birthday attack [BDIJR]) or from particul ar cryptographic attacks on

t he used bl ock cipher (for exanple, linear cryptanalysis [Matsui]).
Moreover, nost strict restrictions here follow fromthe need to
resi st side-channel attacks. The adversary’s opportunity to obtain
an essential anount of data processed with a single key | eads not
only to theoretic but also to real vulnerabilities (see [BL]).
Therefore, when the total size of a plaintext processed with the sane
key reaches threshold values, this key cannot be used anynore and
certain procedures on encryption keys are needed. It leads to
several operating limtations, e.g. the inpossibility to process |ong
nmessages and processing overhead caused by derivation of additional
keys.
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Thi s specification presents a nmechanismto increase the key lifetine,
which is called ACPKM This solution ("key nmeshing”) transforns the
key val ue each tinme when the given anount of data, precisely the
anount of plaintext section (not the total anmount of separate
nmessages), is processed and proceeds with a new transfornmed key val ue
for a new plaintext section. Such a transformation does not require
any additional secret values. It is integrated into the base node of
operation and can be considered as it’'s extension, therefore it is
called "internal re-keying" in this docunent.

Thi s approach seens to be nostly useful in the case when the total
anmount of data for an established key is not known beforehand: the
performance on usel ess operations won't be lost if the data size is
rather small, and the security won't be | acked when it occurs to be
| arge. The transforned keys are conputed only when they are needed.

2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Basic Terns and Definitions

Thi s docunent uses the following ternms and definitions for the sets
and operations on the el enents of these sets:

(xor) excl usive-or of two binary vectors of the same | ength.

\V* the set of all strings of a finite length (hereinafter
referred to as strings), including the enpty string;

V_s the set of all binary strings of length s, where s is a non-
negati ve integer; substrings and string conponents are
enunerated fromright to left starting from one;

| X| the bit length of the bit string X

Al B concatenation of strings A and B both belonging to V*, i.e.,
astring in V_{|A +|Bl}, where the left substring in V_|Al is
equal to A and the right substring in V_|B|] is equal to B

Z {2”n} ring of residues nodul o 2*n;

Int_s: V.s ->Z {2"s} the transformation that maps a string a =
(a_s, ...,a1l), ainV.s, intothe integer Int_s(a) = 2"s*a_s
+ ... + 2%¥a 2 + a_ 1,
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Vec_s: Z {2"s} -> V_s the transformation inverse to the mapping
I nt_s;

MSB i: V.s ->V.i the transformation that maps the string a = (a_s,
..,al) inV.s, into the string MSB i(a) = (a_s,
,a {s-1+1}) in V_.;

LSBi: V.s ->V.i the transformation that maps the string a = (a_s,
...,a_l) in Vs, intothe string LSBi(a) = (a_i, ...,a1) in
Vi;
Inc_ c: V.s ->V.s the transformation that maps the string a = (a_s,
.,a_1l) inV.s, into the string Inc_c(a) = MSB {|al-c}(a) |
Véc _c(Int_c(LSB c(a)) + 1(nmod 2°¢)) in V_s;

0"s denotes the string a in V_s that consists of s "0 bits;

EK V.n->Vn the block cipher pernutation under the key Kin V_k;

k the key K size (in bits);

n t he bl ock size of the block cipher (in bits);

b the total nunber of data blocks in the plaintext;

N t he section size (the nunber of bits in a data section);

I t he nunber of data sections in the plaintext;

m the message Msize (in bits);
phi _i: V.s ->V_.s the transformation that maps a string a = (a_s,
,a_1) into the string phi _i(a) =a = (a ..,a 1), 1
<= | <=5, suchthat a° i =1 and a j = a_j for aII j in
{1,...,s}/{i};

ceil (x) the least integer that is not |ess than x.
4. CTR and GCM Bl ock Ci pher Mbodes

This section describes the famlies of block cipher nodes of
operations that are extended by the ACPKM re-keyi ng nechani sns as
described in Section 5.

A plaintext message P and a ciphertext C are divided into b = ceil(m
n) parts (denoted as P=P 1| P2 |...|] Pband C=C1 | C2|...|
Cb, where Pi and Ci are in V.n, for i =1, 2, ..., b-1, and P_b,
Cbarein V.r, wherer <= n).
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4.1. CTR Bl ock C pher Mde

The Counter (CTR) node is a bl ock cipher node of operation that
applies the bl ock cipher transformation E K to a sequence of input
bl ocks, called counters, to produce a sequence of output bl ocks that
are XORed with a plaintext to produce a ciphertext, and vice versa.
It is defined simlar to the one specified in [N ST-CTR].

The ACPKM CTR re-keyi ng mechani sns described in Section 5.1 can be
used with the foll ow ng bl ock ci pher and CTR node paraneters:

0 64 <= n <= 512;
o 128 <= k <= 512;

o the nunber of bits c¢c in a specific part of the block to be
incremented is such that 32 <= ¢ <= 3/4 n.

In the current docunment, the counters for a given nessage are denoted
as CTR 1, CTR 2, ..., CIR b.

The CTR encryption node is defined as foll ows:
| nput :
Initial counter nonce ICNin V_{n-c},
plaintext P, |P] < n*2~c.

Qut put :
C phertext C

CTR Encrypti on:

1. CTR1 = ICN| O~c.
2. For j =1, 2, ..., b-1 do
CTR {j+1} =1Inc_c(CIR ).
3. For j =1, 2, ..., b do
Gj = EKICIR]).
4, C =P (xor) MSB{|P}(G1]|...|G.Db).
5. Return C

The CTR decryption node is defined as foll ows:
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| nput :
Initial counter nonce ICNin V_ {n-c},
ci phertext C, |C] < n*2”c.

Qut put :
Pl ai nt ext P.

CTR Decrypti on:

1. CTR1 = 1CN| O~c.
2. For j =1, 2,..., b-1 do
CTR {j+1} = 1Inc_c(CTRj).
3. For j =1, 2, ..., b do
Gj) = EK(CIR )
4. P = C (xor) NSB {|C|}(G 1]...]G.b).
5. Return P.

The initial counter nonce I CN val ue for each nessage that is
encrypted under the given key nust be chosen in a unique manner.

4.2. GCM Bl ock C pher Mde
TODO This section describes the famly of block ci pher nodes of
operation with both encryption and authentication. It is defined
simlar to the one specified in [Nl ST-GCM.

The ACPKM GCM r e-keyi ng nmechani sns described in Section 5.2 can be
used with the foll ow ng GCM bl ock ci pher node paraneters:

0 128 <= n <= 512;
o0 128 <= k <= 512;

o the nunmber of bits c¢c in a specific part of the block to be
incremented is such that 32 <= c¢ <= 3/4 n.

4.2.1. GCM Subprocedures
This section presents three mathematical algorithns that appear in
t he specification of the authenticated encryption and aut henti cated
decryption functions of the GCM ci pher node described in
Section 4.2.2 bel ow
4.2.1.1. Miltiplication QOperation on Bl ocks
The * operation on (pairs of) the 2”n possi bl e bl ocks corresponds to

the nultiplication operation for the binary Galois (finite) field of
2"n elenments and is defined by a particul ar GCM node.
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4.2.1.2. GGHASH Functi on

Al gorithm 2: GHASH H( X)

| nput :

Bit string X=X1]...] Xm where Xi inV.n for i in1l, ..., m
CQut put :

Bl ock GHASHH (X) in V_n

1. Y_ 0™n.
2. Fo =1,..., mdo
1 = (Y _{i-1} (xor) X.i)*H.

3. Return Y_m

<~

4.2.1.3. GCTR Function

Al gorithm 3: GCTR K(I1CB, X)

| nput :
Initial counter block ICB;
X=X1]...| Xt, Xi inVnfori =1,...,n-1and Xnin V_r,
where r <= n.
Qut put :
Yin VA{|X?}.
1. If Xin V.0 then return Y, where Y in V_O.
2. t =ceil(|X/n).
3. GCTR 1 = I CB.
4. For i =2,...,t do
GCTR.i = Inc_c(CCTR {i-1}).
5. For i =1,...,t do
Gi = EK(CCTR.i).
6. Y =X (xor) MSB{|X}(G1l]...|] Gt).
7. Return'Y.

4.2.2. GCM Mode Descri ption

The GCM encryption node is defined as foll ows:
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| nput :
Initialization vector IVin V_{n-c},
plaintext P, |P|] < n*(2*"c - 2).
addi tional authenticated data A
Qut put :
C phertext C,
aut hentication tag T.

GCM Encrypti on:
1. H= E_K(0"n).

2. if ¢ =32, thenJ 0 =1V | 031 | 1;

if cl= 32, then s = n*ceil (|IV|/n)-|1V],

J 0 = GHASH H(IV | 0M{s+n-64} | Vec_64(|1V])).

3. C=CCTR K(Inc_32(J_0),P).
4. u = n*ceil (|C/n)-|]J,

v = n*ceil (|A/n)-]A.
5. S=CGHASH HA | 0N | C| 0Mu | 0M{n-128} |

| Vec_64(|Al) | Vec_64(|1C)).

6. T = MSB_ t(E_K(J_0) (xor) S).

7. Return C| T.
The GCM decryption node is defined as foll ows:

| nput :
Initialization vector IVin V_{n-c},
ci phertext C, |C < n*(2*c - 2),
aut hentication tag T,
addi tional authenticated data A
Qut put :
Pl ai ntext P or FAIL.

GCM decrypti on:
1. H = E_K(0"n).

2. if ¢ =32, thenJ_ 0 =1V | 031 | 1;

if cl=32, then s = n*ceil (|IV|/n)-]1V],

J 0 = GHASH H(I'V | 0*{s+n-64} | Vec_64(|1V])).

3. P =CGCTR K(Inc_32(J_0),0.
4. u = n*ceil (|1C/n)-1C,

v = n*ceil (|A/n)-]A.
5. S=GHASH HA | 0 | C| O0Mu | 0M{n-128}]|

| Vec_64(|Al) | Vec_64(]1C)).

6. T = MSB t(E K(J_0) (xor) S).
7. |F T=T" then return P; else return FAI L.

The initial vector IV value for each nessage that is encrypted under
t he given key nmust be chosen in a unique manner.
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Not e: The encryption part in the GCM ACPKM node is the encryption
in the CTR-ACPKM node with several differences: in the CIR node the
counter for the plaintext encryption starts with the first CTR 1
value and in the GCM node the counter starts with the second GCTR 2
val ue.

5. ACPKM re-keyi ng nmechani sns

This section defines periodical key transformations for |ong nessage
processi ng that are considered as extensions of the basic CIR and GCM
encryption nodes and are call ed ACPKM CTR and ACPKM GCM r e- keyi ng
mechani sns.

An addi tional paranmeter that defines the functioning of CTR and GCM
bl ock ci pher nodes with the ACPKM key transformation algorithmis the
section size N The value of Nis fixed within a specific protocol
based on the requirenents of the system capacity and key lifetine
(sonme recomendati ons on choosing Nwll be provided in Section 7).
The section size N MJST be divisible by the bl ock size n.

The main idea behind internal re-keying is presented in Fig. 1l:

Lifetinme of a key = L,

section size = const = N
maxi mum nessage size = m.nax.
ACPKM ACPKM ACPKM
K1=K---->K2 ----- ...-> KA{l _max-1} ----> K {l _max}
I\/bssage( 1) I ::::::::::I ::::::::::I ::::::I === I : |
I\/Essage( 2) | ::::::::::l ::::::::::l ::::::l ::::::::::l =—======: |
Coe | | | | | o
| | | | | o
I\/Essage( q) | ::::::::::l ::::::::::l ::::::l ::::::::::l ===== |
| | section | | | o
Commmmeea - > :
N bit m_max

| _max = ceil (m max/ N),
g*N <= L.
Figure 1. Key neshi ng approach

For the {i+1}-th section the K {i+1} value is calculated as foll ows:

K{i+1} = ACPKM CTR(K_ i) = MSB k(E {K i}(W1)|...|E{K.i}(WJ)),
where J = ceil (k/n), Wt = phi_c(Dt) for any t in {1,...,J} and D 1
D2,...,DJ are in V_n and are cal cul ated as foll ows:
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D1| D2 ]|...| DJ = MBB {J*n}(D),

where Dis the follow ng constant in V_1024:

D=( F3| 74| B9 | 23| FE| AA| D6 | DD
| 98 | B4 | B6 | 3D| 57| 8B | 35| AC
| A9 | OF | D7 | 31| E4 | 1D | 64 | SE
| 40| 8C | 87| 87 | 28| CC| 76 | 90
| 37 | 76 | 49| 9| 7D| F3 | 3B | 06
| 92 | 21| 7B| 06 | 37 | BA| 9F | B4
| F2 | 71| 90| 3F| 3C| F6 | FD| 1D
| 70| BB | BB | 88 | E7T | F4 | 1B | 76
| 7E| 44| F9 | OE| 46 | 91 | 5B | 57
| 00| BC| 13| 45| BE| OD| BD| C7
| 61| 38| 19| 3C| 41| 30| 86 | 82
| 1A | AO| 45| 79| 23| 4C| 4C| F3
| 64| F2 | 6A| CC| EA| 48| CB| B4
| OC| B9 | A9 | 28| C3| B9 | 65| CD
| 9A | CA| 60| FB| 9C| A4 | 62 | C7
| 22| G| 6C| E2 | 4A| C7 | FB | 5B)

Not e: The constant Dis such that phi _c(D 1),..., phi_c(DJ) are

pairwi se different for any allowed n, k, c val ues.
5.1. ACPKMinternal re-keying nmechanismfor CTR encryption node

This section defines a ACPKM CTR internal re-keying nechanismfor the
CTR encryption node that was described in Section 4.1.

During the processing of the input nessage Mwith the | ength m using
ACPKM CTR internal re-keying algorithmand the key K the nessage is
divided into |l = ceil(nN) parts (denoted as M= M1 | M2 |...| MI,
where Mi is in V.Nfor i =1, 2,..., I-1 and MI| is in V.r, r <= N).
The first section is processed with the initial key K1 = K To
process the (i+1)-th section the K {i+1} key value is cal cul ated
usi ng ACPKM CTR transformation of the key Ki. The counter val ue
(CTR {i+1}) is not changed during this process.

The nessage size m MUST NOT exceed n*27{c-1} bits.
5.2. ACPKM i nternal re-keying nechanismfor GCM encryption node

This section defines a ACPKM GCM i nternal re-keying nechanismfor the
GCM encryption node that was described in Section 4. 2.

During the processing of the input nessage Mwith the | ength m using

ACPKM GCM i nternal re-keying algorithmand the key K the nessage is
divided into |l = ceil(mN parts (denoted as M= M1 | M2 |...| MI,
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8.

8.

8.

where Mi is in V.Nfor i =1, 2,..., I-1 and MI| is in V.r, r <= N).
The first section is processed with the initial key K1 = K To
process the (i+1)-th section the K {i+1} key value is calcul ated
usi ng ACPKM GCM transformati on of the key K.i.

The nmessage size m MUST NOT exceed n*(2"{c-1}-2) bits.

The key for conputing values E K(J_0) and His not updated and is
equal to the initial key.

Acknow edgnent s
TODO
Security Consi derations

The ACPKM re-keyi ng nechani sns provide the CTR and GCM encryption
nodes extensions that have the follow ng property: a conprom se of a
key of sone section does not |ead to a conprom se of previous keys
but | eads to a conprom se of next keys.

The ACPKM nechanismallows to increase the CTR and GCM encrypti on
nodes security in proportion to the frequency of key changi ng, which
is inversely related to the section size N. Thus, the key lifetine
can be noticeably increased: an anmount of material that is processed
with the key K increases quadratically, divided by N

Since the perfornmance of encryption can slightly decrease for rather
smal | values of N, the paraneter of N SHOULD be sel ected for a
particul ar protocol as maxi num possi ble to provi de necessary key
lifetime for the adversary nodels that are considered.
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