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Abstract

Security Event Token (SET) delivery requires event receivers to
indicate to event transmtters the subjects about which they wish to
recei ve events, and how they wish to receive them This
specification defines an HITP APl for a basic control plane that
event transmtters can inplenent and event receivers may use to
manage the flow of events fromone to the other.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nmay al so distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on February 11, 2018.
Copyright Notice

Copyright (c) 2017 I ETF Trust and the persons identified as the
docurment authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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1. Introduction
This specification defines an HTTP APl to be inplenented by Event
Transmitters and that can be used by Event Receivers to query the
Event Stream status, to add and renove subjects and to trigger
verification.
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Figure 1. Event Stream Managenent API

How events are delivered and the structure of events are not in scope
for this specification.

2. Not ati onal Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Definitions

In addition to terns defined in [SET], this specification uses the
foll owi ng ternmns:

Subj ect ldentifier bject
A JSON object containing a set of one or nore clains about a
subj ect that when taken together uniquely identify that subject.
This set of clainms SHOULD be declared as an acceptable way to
identify subjects of SETs by one or nore specifications that
profile [SET].

4. Event Stream Managenent
Event Receivers manage how they receive events, and the subjects

about which they want to receive events over an Event Stream by
maki ng HTTP requests to endpoints in the Event Stream Managenent API.
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The Event Stream Managenent APl is inplenmented by the Event
Transmitter and consists of the follow ng endpoints:

Configuration Endpoi nt
An endpoint used to read the Event Streami s current configuration.

St at us Endpoi nt
An endpoint used to read the Event Streanis current status.

Add Subj ect Endpoi nt
An endpoi nt used to add subjects to an Event Stream

Renmove Subj ect Endpoi nt
An endpoint used to renove subjects froman Event Stream

Verification Endpoint
An endpoint used to request the Event Transmitter transmt a
Verification Event over the Event Stream

An Event Transmitter MAY use the sane URLs as endpoints for nmultiple
streans, provided that the Event Transmitter has sonme nechani sm

t hrough which they can identify the applicable Event Stream for any
given request, e.g. fromauthentication credentials. The definition
of such nechanisns is outside the scope of this specification.

4.1. Stream Configuration

An Event Streamis configuration is represented as a JSON object with
the foll ow ng properties:

aud
A string containing an audi ence claimas defined in JSON Wb Token
(JWI) [RFC7519] that identifies the Event Receiver for the Event
Stream This property cannot be updated.

event s
OPTIONAL. An array of URIs identifying the set of events which
MAY be delivered over the Event Stream |If omtted, Event
Transmtters SHOULD nake this set available to the Event Receiver
via sone other neans (e.g. publishing it in online
docunent ati on).

del i very
A JSON obj ect containing a set of nanme/val ue pairs specifying
configuration paraneters for the SET delivery nmethod. The actual
delivery method is identified by the special key "delivery_ method"
with the value being a URI as defined in [DELI VERY].
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m n_verification_interval
An integer indicating the m nimum anount of tinme in seconds that
nmust pass in between verification requests. |f an Event Receiver
submits verification requests nore frequently than this, the Event
Transmtter MAY respond with a 429 status code. An Event
Transmtter SHOULD NOT respond with a 429 status code if an Event
Receiver is not exceeding this frequency.

status
A string indicating the current status of the event stream It
MJUST have one of the foll ow ng val ues:

enabl ed
The transmtter will transmt events over the stream according
to the streanis configured delivery nethod.

paused
The transmtter will not transnmt events over the stream The
transmtter will hold any events it would have transmtted

whi | e paused, and will transmt them when the stream s status
becones "enabl ed".

di sabl ed
The transmtter will not transmt events over the stream and
will not hold any events for |ater transm ssion.

4.1.1. Checking a Stream s Status

An Event Receiver checks the current status of an event stream by
maki ng an HTTP GET request to the streanmi s Status Endpoint. On
receiving a valid request the Event Transmtter responds wth a 200
K response containing a [JSON] object with a single attribute
"status", whose string value is the value of the streanis status.

The following is a non-normati ve exanpl e request to check an event
stream s status:

GET /set/stream status HITP/ 1.1

Host: transm tter.exanpl e.com

Aut hori zati on: Bearer eyJOb2tl bil 6l mMVAYWLwWbGUi f Qo=
Figure 2: Exanple: Check Stream Status Request

The following is a non-normative exanpl e response:
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HTTP/ 1.1 200 OK

Content - Type: application/json; charset=UTF-8
Cache-Control : no-store

Pragnma: no-cache

{

"status": "enabl ed"

}
Figure 3. Exanple: Check Stream Status Response

4.1.2. Reading a Streanis Configuration
An Event Receiver gets the current configuration of a stream by
maki ng an HTTP GET request to the Configuration Endpoint. On
receiving a valid request the Event Transmitter responds with a 200
K response containing a [JSON] representation of the stream s
configuration in the body.

The followng is a non-normative exanple request to read an Event
Streani s configuration:

GET /set/stream HITP/ 1.1
Host: transmtter. exanpl e.com
Aut hori zation: Bearer eyJOb2tl bil 61 mMVAYWLwWoGUi f Qo=
Figure 4. Exanple: Read Stream Configuration Request

The following is a non-nornmative exanpl e response:
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HTTP/ 1.1 200 OK

Content - Type: application/json; charset=UTF-8
Cache-Control : no-store

Pragnma: no-cache

{
"aud": "http://ww. exanpl e. cont,
"delivery": {
“delivery_nethod": "urn:exanpl e:secevent:delivery:http post",
"url": "https://receiver. exanpl e.con events”
},
"status": "enabl ed",
"events": |
"urn: exanpl e: secevent : events:type_ 1",
"urn: exanpl e: secevent : events:type 2",
"urn: exanpl e: secevent : events: type_ 3"
1,
"mn_verification_interval": 60,
}

Figure 5. Exanple: Read Stream Confi gurati on Response

Errors are signaled wwth HITP staus codes as foll ows:

oo - o m m o o e e eeaaaoo-o +
| Code | Description |
R o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m +
| 401 | if authorization failed or it is mssing |
| | |
| 403 | if the Event Receiver is not allowed to read the stream |
| | configuration |
I I I
| 404 | if there is no Event Stream configured for this Event |
| | Receiver |
oo - o m m o m e e e e e e e e oo +

Table 1: Read Stream Configuration Errors
4.1.3. Updating a Stream s Configuration

An Event Receiver updates the current configuration of a stream by
maki ng an HTTP POST request to the Configuration Endpoint. The POST
body contains a {{!JSON} representation of the updated configuration.
On receiving a valid request the Event Transmitter responds with a
200 K response containing a [JSON] representation of the updated
stream configuration in the body.
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The full set of editable properties nust be present in the POST body,
not only the ones that are specifically intended to be changed.

M ssing properties SHOULD be interpreted as requested to be del et ed.
Event Receivers should read the configuration first, nodify the
[JSON] representation, then nake an update request.

Properties that cannot be updated MAY be present, but they MJST match
t he expected val ue.

The following is a non-normative exanpl e request to read an Event
Streami s configuration:

POST /set/stream HTITP/ 1.1
Host: transmtter.exanpl e.com
Aut hori zati on: Bearer eyJOb2tl bil 6l mMVAYWLwWbGUi f Qo=

{

"aud": "http://ww. exanpl e. cont,

"delivery": {
"delivery_nethod": "urn:exanpl e:secevent:delivery:http _post",
"url": "https://receiver. exanpl e.con events”

}

tatus": "paused",

"events": |

"urn: exanpl e: secevent : events:type_ 1",
"urn: exanpl e: secevent : events:type_ 2",
"urn: exanpl e: secevent : events: type_ 3"

]

Figure 6: Exanple: Update Stream Configuration Request

The following is a non-normative exanpl e response:
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HTTP/ 1.1 200 OK

Content - Type: application/json; charset=UTF-8
Cache-Control : no-store

Pragnma: no-cache

{

"aud": "http://ww. exanpl e. cont,

"delivery": {
“delivery_nethod": "urn:exanpl e:secevent:delivery:http post",
"url": "https://receiver. exanpl e.con events”

}

tatus": "paused",

"events": |

"urn: exanpl e: secevent : events:type_ 1",
"urn: exanpl e: secevent : events:type 2",
"urn: exanpl e: secevent : events: type_ 3"

]
}

Figure 7: Exanple: Update Stream Configurati on Response

Errors are signaled with HTTP staus codes as foll ows:

S - R NN +
| Code | Description |
S oo m e e e e oo +
| 400 | if the request body cannot be parsed or if the request is |
| | otherw se invalid |
| | |
| 401 | if authorization failed or it is mssing |
I I I
| 403 | if the Event Receiver is not allowed to update the stream |
| | |

configuration

Tabl e 2: Update Stream Configuration Errors
4.2. Subjects
An Event Receiver can indicate to an Event Transmtter whether or not
the receiver wants to receive events about a particul ar subject by

"addi ng" or "renoving" that subject to the Event Stream
respectively.
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4.2.1. Adding a Subject to a Stream

To add a subject to an Event Stream the Event Receiver nakes an HITP
POST request to the Add Subject Endpoint, containing in the body a
Subject ldentifier Qoject identifying the subject to be added. On a
successful response, the Event Transmtter responds with an enpty 200
K response.

The Event Transm tter MAY choose to silently ignore the request, for
exanple if the subject has previously indicated to the transmtter

that they do not want events to be transmtted to the Event Receiver
In this case, the transmtter MAY return an enpty 200 OK response or
an appropriate error code (See Security Considerations (Section 5)).

Errors are signaled with HTTP staus codes as foll ows:

if the request body cannot be parsed or if the request is
otherwi se invalid

I I I
I I I
I | o . o I
| 401 | if authorization failed or it is mssing |
| | |
| 403 | if the Event Receiver is not allowed to add this |
| | particul ar subject |
I I I
| 404 | if the subject is not recognized by the Event Transmitter, |
| | the Event Transmtter nmay chose to stay silent in this |
| | case and respond with 200 |
I I I
| 429 | if the Event Receiver is sending too nmany requests in a |
| | gvien anobunt of tine |
B o m e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m +

Tabl e 3. Add Subject Errors
The followng is a non-normative exanple request to add a subject to

a stream where the subject is identified by an Openl D Connect eni l
claim
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POST /set/subjects:add HTTP/ 1.1
Host: transmtter.exanpl e.com
Aut hori zati on: Bearer eyJOb2tl bil 6l mMVAYWLWoGUI f Qo=

{

"emai | ": "exanpl e. user @xanpl e. cont

}
Figure 8. Exanple: Add Subject Request

The following is a non-nornative exanpl e response to a successful
request:

HTTP/ 1.1 200 K

Server: transmtter.exanple.com
Cache-Control: no-store

Pragma: no-cache

Figure 9: Exanple: Add Subject Response
4.2.2. Renoving a Subject
To renove a subject froman Event Stream the Event Receiver nakes an
HTTP POST request to the Renove Subject Endpoint, containing in the
body a Subject ldentifier Qbject identifying the subject to be
removed. On a successful response, the Event Transmitter responds
with a 204 No Content response.

Errors are signaled wwth HITP staus codes as foll ows:
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if the request body cannot be parsed or if the request is
otherwi se invalid

I I I
I I I
| | o _ N |
| 401 | if authorization failed or it is mssing |
I I I
| 403 | if the Event Receiver is not allowed to renove this |
| | particul ar subject |
I I I
| 404 | if the subject is not recognized by the Event Transmtter, |
| | the Event Transmitter may chose to stay silent in this |
| | case and respond with 204 |
I I I
| 429 | if the Event Receiver is sending too nany requests in a |
| | gvien anobunt of tine |
Fomm e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmmmam——o - +

Tabl e 4: Renpbve Subject Errors

The following is a non-normative exanpl e request where the subject is
identified by a phone_nunber claim

POST /set/subjects:renmove HITP/ 1.1

Host: transmtter.exanpl e.com
Aut hori zati on: Bearer eyJOb2tl bil 6l mVAYWLwWoGUi f Qo=

"phone_nunber": "+1 206 555 0123"

Figure 10: Exanple: Renobve Subject Request

The following is a non-nornmative exanpl e response to a successful
request:

HTTP/ 1.1 204 No Content

Server: transmtter.exanple.com
Cache-Control: no-store

Pragma: no-cache

Figure 11: Exanpl e: Renpbve Subj ect Response
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4.3. \Verification

In some cases, the frequency of event transm ssion on an Event Stream
will be very low, making it difficult for an Event Receiver to tel

the difference between expected behavi or and event transm ssion
failure due to a msconfigured stream Event Receivers can request
that a verification event be transmtted over the Event Stream
allowing the receiver to confirmthat the streamis configured
correctly upon successful receipt of the event. The acknow edgnent

of a Verification Event also confirms to the Event Transmitter that
end-to-end delivery is working, including signature verification and
encryption.

An Event Transmitter MAY send a Verification Event at any tinme, even
if one was not requested by the Event Receiver.

4.3.1. Verification Event

The Verification Event is a standard SET with the foll ow ng
attributes:

event type
The Event Type URI is: "urn:ietf:parans: secevent: event-
type: core:verification".

state
OPTI ONAL An opaque val ue provided by the Event Receiver when the
event is triggered. This is a nested attribute in the event

payl oad.
Upon receiving a Verification Event, the Event Receiver SHALL parse
the SET and validate its clains. |In particular, the Event Receiver
SHALL confirmthat the value for "state" is as expected. |If the

val ue of "state" does not match, an error response of "setData"
SHOULD be returned (see Section 2.4 of [DELIVERY]).

In many cases, Event Transm tters MAY di sabl e or suspend an Event
Streamthat fails to successfully verify based on the acknow edgenent
or |ack of acknow edgenment by the Event Receiver.

4.3.2. Triggering a Verification Event.

To request that a verification event be sent over an Event Stream
t he Event Receiver makes an HTTP POST request to the Verification
Endpoint, with a JSON object containing the paraneters of the
verification request, if any. On a successful request, the event
transmtter responds with an enpty 204 No Content response.
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Verification requests have the foll owm ng properties:

state
OPTIONAL. An arbitrary string that the Event Transmtter MJST
echo back to the Event Receiver in the verification event’s
payl oad. Event Receivers MAY use the value of this paranmeter to
correlate a verification event with a verification request. |If
the verification event is initiated by the transmtter then this
par anmet er MJUST not be set.

A successful response froma POST to the Verification Endpoint does
not indicate that the verification event was transmtted
successfully, only that the Event Transmtter has transmtted the
event or will do so at sone point in the future. Event Transmtters
MAY transmt the event via an asynchronous process, and SHOULD
publish an SLA for verification event transm ssion tines. Event

Recei vers MUST NOT depend on the verification event being transmtted
synchronously or in any particular order relative to the current
gueue of events.

Errors are signaled with HTTP staus codes as foll ows:

if the request body cannot be parsed or if the request is
otherwi se invalid

if the Event Receiver is sending too many requests in a

I I I
I I I
I I I
| 401 | if authorization failed or it is mssing |
I I I
I I I
| | gvien anpbunt of tine |

Table 5: Verification Errors

The followng is a non-normative exanple request to trigger a
verification event:
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POST /set/verify HITP/ 1.1

Host: transmtter.exanpl e.com

Aut hori zati on: Bearer eyJOb2tl bil 6l mMVAYWLWoGUI f Qo=
Cont ent - Type: application/json; charset=UTF-8

{
"state": "VGhpcyBpcyBhbi Bl eGFt cGxl | HNOYXR | HZhbHVI Lgo="

}
Figure 12: Exanple: Trigger Verification Reguest

The following is a non-nornative exanpl e response to a successful
request:

HTTP/ 1.1 204 No Content

Server: transmtter.exanple.com
Cache-Control : no-store

Pragma: no-cache

Figure 13: Exanple: Trigger Verification Response

And the following is a non-nornmative exanple of a verification event
sent to the Event Receiver as a result of the above request:

{

"jti": "123456",
"iss": "https://transmtter.exanple.coni,
"aud": "receiver.exanple.coni,
"iat": "1493856000",
"events": |
"“urn:ietf:parans: secevent:event-type:core:verification" : {

"state": "VGpcyBpcyBhbi Bl eG-t cGxl | HNOYXRI | HZhbHVI Lgo="
}
1,
}

Figure 14: Exanple: Verification SET
5. Security Considerations
5.1. Subject Probing

It may be possible for an Event Transmitter to | eak information about
subj ects through their responses to add subject requests. A 404
response nay indicate to the Event Receiver that the subject does not
exi st, which may inadvertantly reveal information about the subject
(e.g. that a particular individual does or does not use the Event
Transmtter’s service).
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5.

5.

6.

Event Transm tters SHOULD carefully evaluate the conditions under
which they will return error responses to add subject requests.

Event Transmtters MAY return a 204 response even if they will not
actually send any events related to the subject, and Event Receivers
MJUST NOT assune that a 204 response neans that they will receive
events related to the subject.

2. Information Harvesting

SETs nmay contain personally identifiable information (PIl) or other
non-public information about the event transmtter, the subject (of
an event in the SET), or the relationship between the two. It is
important for Event Transmtters to understand what information they
are revealing to Event Receivers when transmtting events to them

| est the event stream beconme a vector for unauthorized access to
private information.

Event Transmtters SHOULD i nterpret add subject requests as
statenments of interest in a subject by an Event Receiver, and ARE NOT
obligated to transmt events related to every subject an Event
Receiver adds to the stream Event Transmitters MAY choose to
transmt some, all, or no events related to any given subject and
SHOULD validate that they are permtted to share the information
contained within an event with the Event Receiver before transmtting
the event. The mechani sns by which such validation is perforned are
out si de the scope of this specification.

3. Malicious Subject Renoval

A malicious party may find it advantageous to renove a particul ar
subject froma stream in order to reduce the Event Receiver’s
ability to detect malicious activity related to the subject,

i nconveni ence the subject, or for other reasons. Consequently it may
be in the best interests of the subject for the Event Transmtter to
continue to send events related to the subject for sone tine after

t he subject has been renpbved froma stream

Event Transm tters MAY continue sending events related to a subject
for sonme anount of tine after that subject has been renpoved fromthe
stream Event Receivers MJST tol erate receiving events for subjects
t hat have been renoved fromthe stream and MJST NOT report these
events as errors to the Event Transmtter.
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