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Abstract

IPv6 is an inportant enabler of the Internet of Things, since it

provi des an addressi ng space | arge enough to enconpass a vast and

ubi qui tous set of sensors and devices, allow ng themto interconnect
and interact seanmlessly. To date, an inportant fraction of those
devi ces is based on networking technol ogies other than IP. An

i nportant problemto solve in order to include theminto an

| Pv6-based Internet of Things, is to define a nmechanismfor assigning
an | Pv6 address to each of them in a way which avoids conflicts and
prot ocol aliasing.

The only existing proposal for such a mapping | eaves many probl ens
unsol ved and it is nowadays i nadequate to cope with the new scenari os
whi ch the Internet of Things presents. This docunent defines a
mechani sm 6TONon-1 P, for assigning automatically an I Pv6 address to
devi ces which do not support IPv6 or IPv4, in a way which mnimzes
t he chances of address conflicts, and of frequent configuration
changes due to instability of connection anong devices. Such a
mappi ng nmechani sm enabl es st atel ess autoconfiguration for |egacy

t echnol ogy devices, allowing themto interconnect through the
Internet and to fully integrate into a world wi de scale, |Pv6-based
| oT.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
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1. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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2.

I nt roducti on

The Future Internet and the | Pv6 protocol enable a new generation of
techni ques for accessing the network, which extend the Internet

seam essly to personal devices, sensors, hone appliances, enabling
the so called "' Internet of Things’’® (1oT). One of the key issues
whi ch presently hanpers the devel opnent of 10T and limts its
potential is the lack of an efficient comon framework for the

i ntegration anong the vast and diverse set of protocols and

t echnol ogi es whi ch conpose it. Current sensors and their application
environnents enploy a | arge set of technol ogies which |Iack efficient
interoperability. Some associations of manufacturers have been
formed to build a conmon technol ogical framework in specific
application domains, e.g. KNX for building automation

(http://ww. knx.org/), ZigBee (Zi gBee Alliance)
(http://ww. zi gbee.org/), and protocols such as X10 and CAN. Such
framewor ks are based on very different architectures, and the
protocol s which conpose them are generally not interoperable.

Finally, nost of these technol ogies were designed in a context of
small and | ocal networks, with limted capabilities, and they were
not conceived for integration within the Internet. One of the ideas
at the basis of the IoT is the constitution of a conmon set of

prot ocol s which enables the interaction between devices through the
Internet. By enabling interaction through the Internet, new services
coul d be conceived and i npl enmented, increasing the val ue produced by
the IoT infrastructure. The adoption of a common framework may make
nore econom cally convenient its deploynent, and foster the

devel opnent of new smart environnents (buildings, cities, etc),
ultimately maki ng possible the full realization of the potential of
the 10T. As deploynent of new sensors is typically expensive, it is
unt hi nkabl e of putting to disuse an installed set of sensors, once a
new set of devices (typically, IPv6 enabled) is deployed. This is
not an unconmon case, as the set of depl oyed | egacy devices (sensors,
actuators) is to date very large. Rather, nechanisns are needed to
integrate | egacy devices into a common |oT platform in order to
include themin all the present and future services (e.g. devices and
services directory, localization services, etc) which will be

i npl enented on the 10T. For these reasons, nmany designers of the
Internet of Things are focusing on building such comon access and
comuni cations franmework. All the proposals (e.g. CoAP, RESTful Wb
services) presently under discussion are based on IPv6. This has
important inplications on the addressing of the devices. |Indeed a
common addressing at the device |level is mandatory, in order to

i npl enent true Machine to Machi ne (M2M conmuni cati ons w t hout Port al
Servers, which would nmake the whole systemdifficult to integrate and
scale. The present document focuses on the network | ayer aspects of
such I Pv6 based integration. At the network |ayer, a nechani sm which
assigns an | Pv6 address to each device is needed, to solve the
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addressing problem In this docunent, we propose a new nmechani sm for
the users and devices to map the different addressing spaces to a
common | Pv6 one. Qur proposed nmechani sm sol ves several issues posed
by sone of the mappings adopted so far. Such mappi ng makes it
possi bl e for every device fromeach technol ogy to operate through a
comon franmework based on | Pv6 and protocols over |Pv6 such as
RESTFul WebServices and Constrai ned Application Protocol (CoAP). For
each technol ogy, the proposed nechani sm maps technol ogy-specific
features to a set of fields defined within the I Pv6 address. This
allows the |ocation and identification of the devices in a multi-
protocol card, or in any gateway or Portal Server.

2.1. Exanples

In this subsection, we present two exanpl es which hel p understandi ng
t he i nmportance of adopting a common | Pv6 based franework for

i nteracti on between things, and the need for | egacy devices to be

i ndi vi dual | y addressabl e t hrough | Pv6.

2.1.1. Exanple 1 - Building automation systens and |oT

The 10T is conposed by a very |arge set of devices, which is poised
to grow exponentially in the near future. For this reason, a
directory service is needed, which offers the possibility to

i ndi viduate a specific device or set of devices, with given
capabilities or within a given geographical region. Let us assune
such directory lists devices with their | Pv6 addresses, and their
function (say a tenperature sensor, or a nobile phone, etc). For

i nstance, |let us consider the case of soneone willing to build a map
of tenperatures in a given geographical region. Such directory
service would allow retrieving the list of available devices within
that region, each with its owm |Pv6 address. Assune sone of those
devices are | egacy, non | P based tenperature sensors and part of a
gi ven buil ding automation system Assune al so that such system
manages several of those tenperature sensors. Even if such system
woul d be reachable via I P, wthout having those sensors individually
listed in the directory and appearing as ’'’autononous’’ things, which
can be polled directly, one should resort to techniques for
retrieving the tenperature reading of those sensors which are
specific of that building automation technol ogy. This would make
nore conpl ex the inplenentation of such a tenperature nmap

I nstead, by having the building automati on system expose each sensor

as an | Pv6 enabl ed device, the whol e set of tenperature sensors woul d
be accessible in a honobgeneous way, greatly sinplifying the task.
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2.1.2. Exanple 2 - KNX and demand-si de nmanagenent

KNX is a standardi zed (EN 50090, |SQO'IEC 14543), OSl|-based network
comuni cations protocol for intelligent buildings. Anong the devices
typi cally managed through KNX, we find:

o Lighting control systens;

o0 Heating/ventilation and air conditioning devices;

o Shutter/blind and shadi ng control systens; and

o Energy managenent and el ectricity/gas/water netering devices.

KNX devi ces do not support IP. Therefore, in order to connect a KNX
home network to the Internet, a gateway (KNXnet/IP router) is
necessary. Oher technol ogies for hone automation are avail abl e
nowadays, in which each smart device (air conditioners, washing

machi nes, etc) supports IPv6. Let us consider a scenario in which an
utility conpany offers an agreenent to a fraction of its clients. In
exchange for a cut on the energy bill, the utility conpany gains

di rect control over sone appliances at the prem ses of the client.

In this way, by powering off sone of those devices in periods when

t he production cost of power are very high, the utility conpany
realizes potentially high savings.

In order to inplenment this, the utility conpany sends comands to a
set of devices under its direct control. For recently installed
devices, the utility can assune that they support |Pv6, and sone
application |ayer protocols such as CoAP. Therefore a command to
switch off a device would use the IPv6 address to identify the
device, and the application |ayer protocol to send the actual
conmmand. But for KNX devices, the command shoul d have anot her
format: the I Pv6 address should be the one of the router bridging the
| Pv6 and the KNX networks, and upper |ayers protocols should take
care of identifying the specific device inside the KNX honme network
to whom the command should be sent. Having to format a specific
query for each specific honme automati on protocol adds a |evel of
conpl exity which translates into higher costs of inplenentation and
mai nt enance of such a service.

3. Reference System

In this section we describe a reference systemwhere the |1 Pv6 mappi ng
is used. Such a system i ncl udes:

1. A set of networks running non-I|Pv6-conpati bl e technol ogi es, each
with one or nore hosts connected. Such networks generally use
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different OSI |ayer 3 protocols, or they may adopt a technol ogy
whi ch does not have any | ayer 3 protocol.

2. A proxy, which hosts the IPv6 mapping functionality. Such device
is typically connected to each of the | egacy protocols networks,
and it accesses the Internet via the I Pv6 protocol. Such |IPv6
addressing proxy perforns all the necessary conversions and
adapt ati ons between | Pv6 and the (local) networking protocol of
the | egacy technologies, in a way which depends on the specific
| egacy technol ogy considered. This proxy nakes use of the |IPv6
mappi ng mechanismin order to transfornms the native addressing to
I Pv6 Host I D and vice versa in a way that depends on the | egacy
t echnol ogy.

Though in what follows we will describe the proposed mapping wth
reference to such a system the main ideas behind it are nore
general, and they apply to settings others than the one of reference
present ed here.

4. |ssues addressed through the 6TONon-1P mappi ng nmechani sm

In this section we highlight the main open issues regarding

assi gnnent of | Pv6 addresses to devices which do not support |IPv6 or
| Pv4, and we describe a set of desirable properties for a mechani sm
for automatic assignnment of | Pv6 addresses to such devices, which we
name henceforth 6TONon-I1P. In Appendix A of RFC 4291, a nethod is
described for creating nodified EU -64 format Interface Identifiers
out of links or nodes with |EEE EU -64 Identifiers, or with | EEE 802
48-bit MACs. Moreover, for technol ogi es having other link | ayer
interface identifier, sone possible mapping nethods are sketched,

| eaving for each | egacy protocol the possibility to define its own
mappi ng met hod.

In the present document, we propose a mappi ng nechani sm whi ch enabl es
statel ess address autoconfiguration for |egacy technol ogi es, and

whi ch exploits sone protocol specific identifier such as |ink |ayer
interface identifiers, and the |ike. The proposed mappi ng nmechani sm
addresses the follow ng issues:

1. Protocol identification: For the | egacy protocols to which the
mappi ng descri bed in RFC 4291 does not apply, a nmechanismis
needed to map an | Pv6 address to the right |egacy protocol. This
feature i s necessary in case of devices which operate as proxy
for nore than one | egacy technology at the sanme tine.

2. Inter protocol aliasing: Wthout a mechanismfor identifying the

| egacy protocol fromthe host part of the |IPv6 address, address
conflicts are possible anong devices belonging to different
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| egacy protocols. For instance, this may happen when the |ink

| ayer interface identifier is the same for two devices bel ongi ng
to different technol ogies. As several |egacy technol ogies are
characterized by a small addressing space, address conflicts are
not so unlikely.

3. Conflicts between |IPv6 mapped | egacy technol ogy addresses and
addresses derived from (nodified or not) EU-64 format interface
identifiers.

4. Intra-protocol aliasing: As several |egacy technol ogies are
characterized by a small addressing space, it is not unlikely to
have two | egacy devices, mapped to I Pv6 addresses with the sane
network I D (for instance, in the case in which they belong to two
separate networks of the same technol ogy, both connected to a
same proxy), and with a sanme interface identifier, and mappi ng
therefore to a sane | Pv6 address.

Moreover, the followwing is a list of desirable properties for a
6TONon- | P mappi ng:

1. Consistency: A host should get the same | Pv6 address every tine
it connects to a sane | egacy network, assum ng that the
configuration of all the other devices in that network remains
unchanged. This allows avoiding to advertise a new address every
time the host reconnects. This feature mght be particularly
i nportant for devices which are not always "on", or which are not
per manent |y connect ed.

2. Local Uni queness: For devices which have an | Pv6 address with a
same network part, the host part should be unique for each host.
This property all ows avoi di ng address conflicts.

3. Uniqueness within the whole Internet: Coherently with the IoT
vision, the host part of an |IPv6 address associated to a host
shoul d be unique within the whole Internet.

Dependi ng on the specific | egacy protocol, there m ght be protocol
specific limtations to the satisfaction of these properties. In
particular, for those protocols which do not have an interface
identifier which is unique, properties 1) and 2) cannot be fully
satisfied. Indeed, no mapping can solve address conflicts which take
pl ace inside a | egacy protocol network. \When |egacy protocols have a
interface identifier which is unique, this can be used to produce a
uni que host part of an I Pv6 address, and its uni queness woul d
guarantee the satisfaction of properties 1), 2) and 3).
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5.

6TONon-1 P Mappi ng Met hod

In this section we describe the proposed strategy for formng | Pv6
addresses from | egacy protocol information, and the address fornmat
that derives fromit. W assune that (one or nore) 64 bits Network
I D prefixes are given to the mapping function, which therefore
conputes the 64 bits of the Host ID part of the address (IPv6
interface identifier), in order to forma full |Pv6 address.

The input of the proposed mapping function consists in the interface
identifier of the | egacy protocol.

In the proposed mappi ng nethod, the resulting Host ID part (IPv6
interface identifier) is conposed by six fields, as shown in
Figure 1:

o A Technology ID field (11 bits), containing a code which
identifies the specific | egacy protocol. This field is split into
two parts, one of 6 bits, and another of 5 bits.

o UL Dbt (1 bit), in order to keep conpatibility with the mappi ng
EU -64 [ RFC4291]. The UL bit is the seventh bit of the first
byte and is used to determ ne whether the address is universally
or locally admnistered. This bit is set to "0", in order to
i ndicate | ocal scope, anal ogously to what proposed in [RFC4291].
Thi s choice prevents address conflicts with IPv6 interface
identifier generated fromIEEE EU -64 identifiers or | EEE 48-bit
MAC identifiers.

0 A Reserved field (4 bits). This field can be used in the future
for the identification of different interfaces for a sane
technol ogy (in the sane subnetwork).

o Technol ogy Mapping field (32 bits), which nmaps the interface
identifier of the | egacy protocol. For those protocols for which
the IIDis not larger than 32 bits, this field contains the 32
bits of the IID. For 11D which are larger than 32 bits, a hashing
function is used instead of direct mapping. |In particular, sone
hashi ng al gorithnms such as CRC-32 are suggested. Hashing
satisfies the requirenents of consistency and uni queness within a
subnet with a very high probability, which depends on the hashi ng
algorithmused. This field is split into two parts, one of 8
bits, and another of 24 bits.

o The fourth and fifth bytes are both set to to "0x00", in order not
to conflict with EU-64 interface identifiers.
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The resulting format of the Host ID part of the |Pv6 address obtai ned
fromthe mapping is indicated in Figure 1

- B B R - R R +
| Tech. | WL | Tech. | Reserved| Tech. | EU-64 | Tech. |
| 1D | "0" | ID | | Mappi ng| "0x0000" | Mapping

| NMSB | | LSB | | NSB | LSBs |
| (6 bits)| (1 bit)|(5 bit)|] (4 bits)|(8 bits)| (16 bits)| (24 bits)|
I +o e e - - +o e e - - S I R R +

Figure 1. general format of the host ID part for |egacy protocols

6. Exanples

In this section we illustrate the proposed mappi ng net hod by appl yi ng
it on some exanpl es.

6.1. Exanple 1 - EIB/KNX

We assune the | egacy protocol is EIB/KNX. This device has two kind
of addresses: On the one hand, a | ogical address for nmanagenent of
group operations, and on the other hand, an individual address for
identification of the device in the topol ogy.

The mapping wll be focused for the individual address. This
includes an Area ID (4 bits), Line ID (8 bits), and Device ID (8
Bits). An exanple, is the value 0x1/0x01/0x01 for a sensor connected
in the Area ID Ox1, Line ID 0x01, and Device |D 0x01.

We apply a hash (CRC-32) to the sequence 0x10101. The result is
OxDEA258A5.

Let us assune that EIB/ Konnex Technology IDis "0". Thereby, the
IPv6 interface identifier is "0000: DEOO: 00A2: 58A5", considering the
docunent ati on network 2001: db8::/32. The final |1Pv6 address for the
| egacy device is "2001: db8:: DEQO: A2: 58A5".

The address is presented in the Figure 2.

- B B R - R R +
| Tech. | WL | Tech. | Reserved| Mpping| EU-64 | Mapping

| IDMSB | "0" | 1D LSB| | MSB | "0Ox0000" | LSBs

| (6 bits)| (1 bit)|(5 bit)|] (4 bits)|(8 bits)| (16 bits)| (24 bits)|
| O0x00 | 0 | O0x00 | Ox00 | OxDE | 0x0000 | OxA258A5|
I +o e e - - +o e e - - S I R R +

Figure 2: EIB/ KNX exanple: the IPv6 interface identifier.
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6.2. Exanmple 2 - RFID

We assune the | egacy protocol is RFID. Each RFID device is
identified by its Electronic Product Code (EPC), whose | ength nay
vary from96 to 256 bits. Let us assune to have an RFID devi ce whose
EPC is given by 01. 23F3D00. 8666A3. 000000A05 (12 bytes). Let us
assune that the RFID technology IDis "1".

We apply a hash (CRC-32) to the sequence 0x0123F3D008666A3000000A05.
The result is OxA93AFFAO.

Thereby, the IPv6 interface identifier is "0004: A900: 003A: FFAQ",
consi dering the docunentati on network 2001:db8::/32. The final |IPv6
address for the RFID tag is "2001: db8::400: A900: 3A: FFAQ".

The address is presented in the Figure 2.

S . e e S I S . S IR S I +
| Tech. | UL | Tech. | Reserved| Mapping| EU-64 | Mapping

[IDMSB | "0" | ID | | MSB | "0Ox0000" | LSBs |
| (6 bits)|(1 bit)|(5 bit)| (4 bits)|(8 bits)| (16 bits)| (24 bits)]
| 0x00 | 0 | 0x04 | 0x00 | OxA9 | 0Ox0000 | Ox3AFFAOQ|
Femmmma - ommmm- ommmm- TR Femmmma - e TR +

Figure 3: RFID exanple: the IPv6 interface identifier.
7. |1 ANA Consi derations
Not yet defi ned.
8. Security considerations

The proposed mappi ng nechani sm bei ng based on nmappi ng proprietary
protocol ID, results in such ID being incorporated in the final |Pv6
address, exposing this piece of information to the Internet. The
concern has been that a user m ght not want to expose the details of
the systemto outsiders. For such concern, which holds also for MAC
address mapping into EU 64 addresses, please refer to appendix B in
[ RFC4942] .
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