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Abstract

Mul tipath TCP' s extensive use of TCP options to exchange contro
i nformati on consunmes a significant part of the TCP option space.
Ext endi ng MPTCP to add nore control information into the session
becomes cunbersome as the TCP option space is limted to 40 bytes.

This draft introduces a control streamthat allows to send contro
information as part of the subflow s payload. The control streamis
mapped into a separate sequence nunber space and uses a TLV-fornmat
for maxi mumextensibility. It is left to future docunents to specify
how t he TLV-format mi ght be used to exchange control information. As
the control streamis sent as part of the subflow s payload, it is
not subject to the 40 bytes limtation of the TCP opti on space.
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1. Introduction

Mul tipath TCP [ RFC6824] uses the TCP options to exchange contro

i nfornmati on between the conmuni cati on hosts. [RFC6824] defines
several new TCP options that are used during the three-way handshake
and the data transfer. Using options is the standard nethod to
extend the TCP protocol. Unfortunately, the maxi numlength of the
TCP options field is 40 bytes. This severely linmt the utilisation
of options to exchange control information between comunicating
hosts. During the three-way handshake, the TCP options space is
further limted by the other TCP options that are al so included in
the SYN and SYN+ACK segnments. [RFC6824] did its best to mininize the
size of the MP_CAPABLE option inside the SYN and SYN+ACK segments

gi ven the presence of other options (typically MS, tinestanp,

sel ecti ve acknow edgenments and wi ndow scal e). However, this has been
at the cost of a reduced security due to the utilization of security
keys that are too short.

The security requirements for MPTCP ask for a strong authentication
of additional subflows [RFC6181]. Gven the restriction in the size
of the MPTCP options, it seens very difficult to provide strong
security by relying only on TCP options that cannot be |onger than 40
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bytes and are not exchanged reliably. Although a design to overcone
these probl ens woul d probably be possible, it would add a | ot of
conplexity to the protocol.

Furthernore, today’'s MPTCP control information is sent in an
unreliable manner. This nmeans that control information |like MP_PRIQ
ADD _ADDR or REMOVE ADDRESS might get lost, resulting in potentia
subopti mal perfornance of Miltipath TCP

In this document, we show that another design is possible. Instead
of using only TCP options to exchange control information, we show
how it is possible to define a control streamin parallel with the
data streamthat is used to exchange data over the established
subflows. By using this control stream two MPTCP hosts can reliably
exchange control information wthout being restricted by TCP option
space. The control stream can be used to exchange cryptographic
material to authenticate the handshake of additional subflows or for
any ot her purpose.

Together with the control stream we propose to nodify the MPTCP-
handshake so that no crypto information is exchanged within the TCP
options. W suggest to use the control streaminstead. Wthin the
control stream different key-negotiation schenes can be specified
(e.g., reuse SSL-key, tcpcrypt-style, Diffie-Hellnman,...)

Thi s docunent is structured as follows. First, we define how the
control stream can be used within an MPTCP session. Section 3
presents the nodified MPTCP handshake of the initial subflow, while
Section 4 specifies the handshake of additional subflows. Section 5
gi ves sone exanpl e use-cases for the key negotiation through the
control stream Finally, Section 6 gives another exanple on how to
use the control streamto conduct the MPTCP session

2. The control stream

In contrast with SCTP [ RFC4960], TCP and Multipath TCP [ RFC6824] only
support one data stream SCTP uses chunks to allow the comruni cating
hosts to exchange control information of alnost unlimted size. As
expl ained earlier, having a control streamin Miltipath TCP woul d
enable a reliable delivery of the control information without strict
length limtations.

This section defines a control streamthat allows to exchange MPTCP
control information of arbitrary |ength besides the regul ar data
stream The control stream holds data in a TLV-format and thus any
type of data can be added to it. Further, the control stream
provides a reliable and in-order delivery of the control data.
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The control streamis sent within the payl oad of the TCP segnents.
This ensures a reliable delivery of the TLVs exchanged in the contro
stream Further, a separate control -sequence nunber space is defined
for the control streamto ensure in-order delivery of the contro
stream The Initial Control stream Sequence Number (ICSN) is the
sane as the IDSN in the respective directions. A DSS-mapping is used
within the TCP option space to signal the control stream sequence
nunbers as well as a control stream acknow edgenent. This DSS-
mappi ng option is the same as the one defined in [ RFC6824]. To
differentiate the control streamfromthe data stream we use the
|ast bit of the 'reserved field of the MPTCP DSS option. W cal
this bit the Stream (S) bit. Wen the DSS option is used to nmap
regul ar data, this bit is set to 0. Wen the DSS option is used to
map one TLV on the control stream it is set to 1 (see Figure Figure
1)

1 2 3
01234567890123456789012345678901
e e oo - oo +
| Ki nd | Length | Subt ype| (reserved)| S| F| m M a| Al
oo oo S oo +
| Control ACK (4 or 8 octets, depending on flags)
T +
| Control sequence nunber (4 or 8 octets, depending on flags) |
o o o e +
| Subf | ow Sequence Number (4 octets)

o e aiao-- e +
| Control -Level Length (2 octets)]| Checksum (2 octets)

o e e e e e e e e e e e e aa o s o e m e e e e e e e e +

The S bit of the '"reserved’ field is set to 1 when sending on the
control stream

Figure 1

The control information exchanged in the control streamis encoded by
using a TLV format, where the type and length are 16-bit val ues.

This allows for maxi mumextensibility and to use very | ong data
within the control stream The format of the TLV option is shown in
Figure 2

1 2 3
01234567890123456789012345678901
oo oo e o e eeaa oo +
| Type | Length |
Fom e e e e oo - Fom e e e e oo - S o m e e e a e oo +
| Val ue (Length - 4)

o e m e e e e e e e e oo oo o e m e e e e e e e e +
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The TLV option format
Fi gure 2
2.1. Wndow consi derations

MPTCP uses the receive-windowto do flowcontrol at the receiver.
The recei ve-wi ndow within MPTCP is being used at the data sequence

| evel , however any segment sent on a subflow nmust obey to the | ast
wi ndow announcerent received on this particular subflow with respect
to the subflow | evel sequence nunber.

The control streamis no different with respect to this |ast point.
The subfl ow sequence numbers used for control streamdata nust fit

wi thin the wi ndow announced over this specific subflow However, to
avoi d i ssues of receive-w ndow handling at the control stream
sequence nunber |evel, a host may never have nore than one

unacknow edged TLV-field in-flight. This effectively limts the
amount of menory required to support the control-stream down to 64KB
(the maxi mum size of a TLV-field).

TCP uses the congestion-windowto limt the anbunt of unacknow edged
in-flight data within a TCP connection. The control stream nust also
obey to this limtation. As the control streamuses regular TCP
sequence nunbers, the congestion-wi ndow |imtations apply too.

3. Connection initiation

The control streamallows to negotiate the crypto material to

aut henticate new subflows. Thus, the handshake of the initia

subfl ow does not need anynore to send the 64-bit key in plaintext.
The suggested nodification to the initial handshake is detailled in
this section.

Mul ti Path TCP uses the MP_CAPABLE option in the handshake for the
initial subflow. This handshake was desi gned to neet severa

requi renents. Wen designi ng anot her variant of the Miultipath TCP
handshake, it is inportant to have these requirenents in mnd. These
requirenents are

1. Detect whether the peer supports MultiPath TCP

2. Exchange | ocally unique tokens that unanbi guously identify the
Mul ti path TCP connection

3. Agree on an Initial Data Sequence Number to initialize the MPTCP
state on each direction of the Miltipath TCP connection
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Bef ore di scussing the proposed handshake, it is inportant to have in
m nd how [ RFC6824] neets the three requirenments above

The first requirenent is sinply net by using a Miultipath TCP specific
option, like all TCP extensions.

To neet the second requirenent, a sinple solution would have been to
encode the token inside the MP_CAPABLE option. However, this would
have increased its size. This would have limted the possibility of
extending Multipath TCP | ater by addi ng new TCP options that require
space inside the SYN segnents. To mnimze the nunber of option
bytes consunmmed in the SYN segnment, [RFC6824] uses a hash function to
conpute the token based on the keys exchanged in clear. However,
usi ng hash functions inplies that inplenentations nmust handle the
possi bl e col I'i sions which increases the conplexity of inplenenting
the Multipath TCP handshake.

In this docunent we suggest a sinplified handshake that neets the
above three goals. This sinplified handshake avoi ds negotiating the
crypto-nmaterial during the three-way handshake. Instead, security
information is exchanged reliably by relying on the control stream
The figure bel ow provides an overvi ew of the proposed handshake.

Handshake of the initial subflow
Figure 3

MPTCP' s establishment of the initial subflow follows TCP' s regul ar
3-way handshake, but the SYN, SYN ACK and ACK packets contain the
MP_CAPABLE- option. The proposed MP_CAPABLE option contains one 32
bits token in the SYN and SYN ACK segnments. The third ACK incl udes
an MP_CAPABLE option that contains the two tokens. Echoing all the
information back in the third ACK all ows statel ess operation of the
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server. The tokens are used to explicitly exchange the identifiers
of the Multipath TCP connection

It is required that the server, upon reception of the SYN generates a
token different fromthe client’s token. This is necessary to
protect against reflection attacks when establishing additiona
subf | ows.

The format of the proposed MP_CAPABLE option is proposed in the
figures bel ow.

1 2 3
01234567890123456789012345678901
o o o e o e o +
| Ki nd | Length | Subt ype| Version| Al B|C|D| E| Ff§ H
Fom e e e e oo - Fom e e e e oo - S S Fom e e e e oo - +
| Sender’ s Token (32 bits)

o m m m e e e o e e e e o e e e e e e e e e e e e e e e e e e e e e e e ao oo +

Format of the MP_CAPABLE-option in the SYN and SYN ACK packets

Figure 4

1 2 3
01234567890123456789012345678901
e e oo - oo - e +
| Ki nd | Length | Subt ype| Version| Al B|C|D| E| Ff§ H
Fom e e e e oo - Fom e e e e oo - S S Fom e e e e oo - +
| Sender’ s Token (32 bits)
o m m m e e e o e e e e o e e e e e e e e e e e e e e e e e e e e e e e ao oo +
| Recei ver’'s Token (32 bits)
e +

Format of the MP_CAPABLE-option in the third ACK of the handshake
Figure 5

The format of the MP_CAPABLE option is shown in Figure 4. To

i ndi cate that this MP_CAPABLE contai ns tokens nunbers and not keys
(as in [ RFC6824]), the Version-field is set to 1. The nmessage format
of the third ACK's MP_CAPABLE option is show in Figure 5.

The Initial Data Sequence Nunmber (IDSN) serves to initialize the
MPTCP state on the end-hosts in the same way as TCP' s sequence
nunbers do during the 3-way handshake. There is one |IDSN for each
direction of the data-stream The IDSN for the data fromthe client
to the server is the 64 loworder bits of the hash (SHAl) of the
concat enation of the tokens (Token-A || Token-B). For the data from
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server to client, the IDSNis 64 | oworder bits of the hash (SHAl) of
the reverse concatenation (Token-B || Token-A). The tokens shoul d be
generated with sufficient randommess so that they are hard to guess.

Recomendati ons for generating random nunbers are given in [ RFC4086] .

The neaning of the other fields and behavi or of the end-hosts during
the MP_CAPABLE exchange is the sane as specified in [ RFC6824].

4. Starting a new subfl ow

The handshake for the establishment of a new subflowis simlar to
the one specified in [ RFC6824]. There are three inportant
differences. First, the HVAC i s conputed by using the keys

negoti ated over the control stream Second, the token and the
client’s random nunbers are included inside the third ack to all ow
statel ess operation of the passive opener of an additional subflow.
Finally, the token is used within the message of the HVAC. This
protects against reflection attacks, as the HVAC cannot be sent in
the reverse direction anynore, because the tokens are ensured to be
di fferent on both end-hosts.

= HVAC(Key, Msg=(Token-B+R- A+R-B))
HVAC- B = HVAC( Key, Msg=(Token-B+R-B+R- A))

Handshake of a new subfl ow.
Figure 6
In order to allow the Token-B and R-A inside the third ack, the
HVAC- A nust al so be a truncated version of the 160-bit HVAC SHAL.

Thus, HMAC-A is the truncated (leftnost 128 bits) of the HVAC as
shown in Figure 6.
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The nessage-format of the MP_JO N-option in the SYN and the SYN ACK
is the same as in [RFC6824]. As the third ACK includes the Token and
the random nonce, the MP_JO N nessage format of the third ack is as
shown in Figure 7. The length of the MP_JO N-option in the third ACK
is 28 bytes. Thus, there remains enough space to insert the
timestanp option in the third ACK

1 2 3
01234567890123456789012345678901
S S B B S +
| Ki nd | Length | Subt ype]| | B| Address I D
R R E E R +

o m m e e e e e e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmamn +
| Sender’ s Random Number (32 bits)

o o o o o o o o o e e e e o e o e e e e e e e e e e e e e e e e oo oo - +
| Recei ver’'s Token (32 bits)

e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e meee— oo +

Format of the MP_JO N-option
Figure 7

The semantics of the backup-bit "B' and the Address ID are the sane
as in [ RFC6824].

5. Exanpl es of key negotiation through the control stream

The control streanis primary goal is to negotiate the crypto-nateria
to authenticate additional subflows. Both hosts nust agree on which
key- negoti ati on schene to use over the control stream The option
"key select" of the control streamis of type 1 and it negotiates the
avai |l abl e key-negotiation schenes. The value-field of the "key

sel ect"-option contains a bitmask of avail able key-negoti ation
schenes. The bitnmask remains to be defined as the schenes are being
defined. The bits within the bitnask are nunbered, starting fromthe
| eftnost as being ' 1’

The key-select nmust be initiated by one host and answered by the
other one. During the initiation, the host offers the avail abl e
schenes, and the answering host selects one of the offered ones. The
hosts need thus to ensure an order anong thenself of who initiates
the "key select" option. A possibility would be that the host with
the smaller token initiates the "key select" option.
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The foll owi ng are exanples of how the control stream could be used to
negotiate the cryptographic nmaterial. A proper specification is
probably needed for each of them

5.1. Reusing the application’s TLS key

Wthin the "key select"-option, this negotiation schenme takes the bit

nunber 1. It signals to the peer that the connection should use a
derivate of TLS s master key to authenticate new subflows with this
"MPTCP key". It is required that indeed TLS is being used within the

data stream

As TLS allows to nodify the key being used during a TLS session, the
control stream m ght be used to ensure that both end hosts agree on

the "MPTCP key" being used at a specific nmonment in tinme through the

exchange of the hash of the "MPTCP key".

5.2. TLS-like key exchange

It enables a key-negotiation in an TLS-1ike manner, thus
aut henticating the client/server through a certificate.

5.3. Tcpcrypt-like key exchange

It uses the control stream to exchange a secret key in a tcpcrypt-
like manner. Optionally, it may include a data-sequence nunber to
define fromwhich nmonent on the data stream shoul d be encrypted.

6. O her example use cases of the control stream

Thi s shows one exanpl e of how the control streamcan be used within
MPTCP

6.1. Address signaling

In RFC6824, the address-signaling is achieved through the ADD ADDRESS
and REMOVE_ADDRESS options. These options are sent within the TCP
options-space and thus do not benefit fromreliable delivery.

Further, security-concerns have rosen concerning the ADD ADDRESS-
option. Using the control streamto signal the addition or renova

of addresses allows to make these options reliable and provides the
space to add any kind of cryptographic material to enhance their
security.

7. Security Considerations

TBD

Paasch & Bonaventure Expi res August 15, 2014 [ Page 10]



I nternet-Draft MPTCP Control Stream

8. Acknow edgnents

This work is supported by the European FP7 Project

grant agreenment 317756.

9. Informative References

[ RFC4086] Eastl ake, D., Schiller, J., and S. Crocker

February 2014

"Tril ogy2" under

"Randomess

Requi renments for Security", BCP 106, RFC 4086, June 2005.

[ RFC4960] Stewart, R, "Stream Control Transm ssion Protocol"”, RFC

4960, Septenber 2007.

[ RFC6181] Bagnulo, M, "Threat Analysis for TCP Extensions for

Mul tipath Operation with Multiple Addresses”,

March 2011.

[ RFC6824] Ford, A, Raiciu, C., Handley, M,

RFC 6181,

and O. Bonaventur e,

"TCP Extensions for Miultipath Operation with Miltiple

Addr esses", RFC 6824, January 2013.
Aut hors’ Addresses

Chri st oph Paasch
UCLouvai n

Pl ace Sainte Barbe, 2
Louvai n-1 a- Neuve 1348
BE

Enmai | : chri stoph. paasch@cl ouvai n. be
divier Bonaventure

UCLouvai n

Pl ace Sai nte Barbe, 2
Louvai n-1 a- Neuve 1348

BE

Emai | : ol ivier.bonavent ure@icl ouvai n. be

Paasch & Bonaventure Expi res August 15, 2014

[ Page 11]



