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Abstract

This draft suggests a standard formfor transform ng SPK
certificates encoded using S-expressions fromand to XM. docunents.
W present a XML Schema for the encodi ng and validation of SPK
certificates and other SPKI objects such as sequences and ACLs, and
di scuss different possibilities for the transformation of S-
expressions into an XM. docunent and vice-versa. The XM. Schema is
based on the "SPKI Certificate Structure" [SPKI].

The main enphasis of this docunent is on the encoding of all SPK
constructs under XM.. Additionally, this draft provides a short

di scussion on specific possibilities for the transformation of S
expression encoded certificates to and from XM. encoded
certificates. The SPKI Certificate Theory is explained in [ RFC2693];
it is not the intention or the objective of this docunment to address
certificate design issues.
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1 Overview of Contents

Thi s docunent represents a continuation to sone, a different
approach to others, of the work initiated by J. Paajarvi relative to
the XML encodi ng of SPKI certificates in [PAAJ]. The authors fee
both initiatives share the same goal, but take different approaches.
The work in this docunent is based on XML Schenas instead of DIDs.

[ PAAJ] defines a DID that sonewhat "breaks" the syntax as defined in
[ SPKI] and make the trans-coding fromto XM. to/from S-expressions
rather conmplex. In the present docunent this trans-coding was one of
t he design goals. Furthermore, [PAAJ] is based on XML digita
signatures as defined in [XSIG. The authors do not believe this is
t he best approach in this case.

Qur mai n objective when specifying the XML Schema has been to foll ow
as much as possible the syntax and semantics defined by SPKI in
[SPKI]. In some cases, if thinking exclusively in XM, one can
easily find a sinpler and better way to express a given part. Qur
mai n goal was not that of defining an XML Schena for certification
but rather defining an XM. Schena for the XML encodi ng of SPKl
certificates such that trans-coding fromand to S-expressions is
sinpl e, and using standard tools whenever possible. W provide the
correspondi ng DID to the above-nmenti oned XML Schena for peopl e who
uses them

The first sections of this docunment and its structure match that of
the SPKI Certificate Structure [SPKI] as much as possible. Qur
intention is to facilitate the reading of this docunment to those
already famliarized with the specification of SPKI certificates.
Thi s docunent contains the followi ng sections:

Section 1: this overview

Section 2: a glossary of terns and definitions specific to SPKI and
XML

Section 3: the definition of SPKI structure primtives in XM used
t hr oughout this document.

Section 4: the definition of authorization certificates and its
conponent parts.

Section 5; the definition of name certificates and those few parts
that differ from authorization certificates.

Section 6: the definition of ACLs and sequence structures.
Section 7: the definition of online test reply formats.

Section 8: we discuss a possible solution for the trans-coding of S-
expressions based SPKI certificates onto XM.-encoded ones.
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Section 9: we present and di scuss sone options for the trans-coding
from XM.- based onto S-expressions based SPKI certificates. W
describe nore in detail a XSL Styl esheet used for this process.

Section 10: we discuss open issues regarding the XM.- SPKI encodi ng
and conpatibility issues.

Appendi x A: we provide some exanples of different SPKI constructs
encoded in XM. according to the XML Schema presented in this
docunent. These range from sinpl e exanpl es extracted and adapted
from

Appendi x B: the full XM. Schema for SPKI

Appendi x C. the full XM. Schena for S-expressions.

Appendix D: the full XSL Styl esheet for the transformation of XM.-
encoded certificates onto S-expressions.

Appendi x E: the DTD derived fromthe XM. Schenma
The References section lists all docunments and sources of relevant
information referred to in the text, as well as readings which may
be of interest to anyone reading on this topic.

The Acknow edgenents section

The Author's Addresses section gives the addresses, tel ephone
nunbers and e-mai|l addresses of the authors.
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2 dossary of Terns

In this section we define the terns used in the docunent. Mst of
the definitions regarding SPKI are taken directly from|[SPKI] and

[ RFC2693], whereas those related to XM. have been taken from vari ous
sources on the Internet.

2.1 SPKI dossary

ACL: an Access Control List: alist of entries that anchors a
certificate chain. Sonetines called a "list of root keys", the ACL
is the source of enpowernent for certificates. That is, a
certificate communi cates power fromits issuer to its subject, but
the ACL is the source that power (since it theoretically has the
owner of the resource being controlled as its inplicit issuer). An
ACL entry has potentially the sane content as a certificate body,
but has no Issuer (and is not signed). There is nost likely one ACL
for each resource owner, if not for each controlled resource.

CERTI FI CATE: a signed instrunent that enpowers the Subject. It
contains at |east an Issuer and a Subject. It can contain validity
conditions, authorization and delegation infornation. Certificates
conme in three categories: |ID (mappi ng <nane, key>), Attribute
(mappi ng <aut hori zation, name>), and Aut horization (nmapping

<aut hori zation, key>). An SPKI authorization or attribute certificate
can pass along all the enmpowernent it has received fromthe |ssuer
or it can pass along only a portion of that enpowernent.

CANONI CAL S- EXPRESSI ON: an encodi ng of an S-expression that does not
permit equivalent representations and is designed for easy parsing.

FULLY QUALI FI ED NAVE: a | ocal nane together with a global identifier
defining the name space in which that [ocal nane is defined.

GLOBAL | DENTIFIER: a globally unique byte string, associated with
the keyholder. In SPKI this is the public key itself, a collision-
free hash of the public key or a Fully Qualified Nane.

HASH: a cryptographically strong hash function, assunmed to be
collision resistant. In general, the hash of an object can be used
wher ever the object can appear. The hash serves as a nane for the
object fromwhich it was conputed.

| SSUER: the signer of a certificate and the source of enpowernent
that the certificate is comunicating to the Subject.

KEYHOLDER: the person or other entity that owns and controls a given
private key. This entity is said to be the keyhol der of the keypair
or just the public key, but control of the private key is assuned in
all cases.
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NAME: a SDSI nane always relative to the definer of some nane space.
This is sonetines also referred to as a |ocal nane. A global (fully
qual i fied) name includes the global identifier of the definer of the
nanme space. For exanple, if

(name jim
is a local nane,

(name (hash md5 | +gbUgU t GysNgewRwu/ 3hQ==|) jim
could be the corresponding fully qualified nane.

ONLI NE TEST: one of three fornms of validity test: (1) CRL; (2)
reval i dation; or (3) one-tine revalidation. Each refines the date
range during which a given certificate or ACL entry is considered
valid, although the last defines a validity interval of effectively
zero | ength.

PRI NCI PAL: a cryptographi c key, capable of generating a digita
signature. W& deal with public-key signatures in this docunment but
any digital signature nethod should apply.

PROVER the entity that w shes access or that digitally signs a
docunent. The Prover typically sends a nessage or opens a channel to
the Verifier that then checks signatures and credentials sent by the
Prover.

SPEAKING A Principal is said to "speak"” by nmeans of a digita
signature. The statenment made is the signed object (often a
certificate). The Principal is said to "speak for" the Keyhol der

SUBJECT: the thing enpowered by a certificate or ACL entry. This can
be in the formof a key, a name (with the understanding that the
nane is mapped by certificate to some key or other object), a hash
of some object, or a set of keys arranged in a threshold function.

S- EXPRESSI ON: the data format chosen for SPKI/SDSI. This is a LISP-
i ke parenthesized expression with the limtations that enpty lists
are not allowed and the first elenent in any S-expression rmust be a
string, called the "type" of the expression

THRESHOLD SUBJECT: a Subject for an ACL entry or certificate that
specifies K of N other Subjects. Conceptually, the power being
transmitted to the Subject by the ACL entry or certificate is
transmitted in (1/K) anpbunt to each listed subordi nate Subject. K of
t hose subordi nate Subjects nust agree (by del egating their shares
along to the sanme object or key) for that power to be passed al ong.
Thi s mechani smintroduces fault tolerance and is especially usefu
in an ACL entry, providing fault tol erance for "root keys".

VALI DI TY CONDI TIONS: a date range that nust include the current date

and time and/or a set of online tests that nmust succeed before a
certificate is to be considered valid.
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VERI FIER: the entity that processes requests froma prover,
including certificates. The verifier uses its own ACL entries plus
certificates provided by the prover to perform"5-tuple reduction”,
to arrive at a 5-tuple it believes about the prover:

<sel f, prover, D, A, V>.

2.2 XM d ossary

ATTRI BUTE: extra information pertaining to an elenent that is stored
in the start tag of an el enent (as nanme="val ue" pairs) or assigned
default values in attribute declarations. Attributes and child

el ements may sonetinmes be interchanged; typically, attributes
contain information about a particular element, not information that
m ght stand on its own as an extra el ement.

DTD: Document Type Definition, a formal description of the structure
of a docunent that may al so provide sone content infornation. DTDs
effectively describe XM. file formats, providing the vocabul ary and
al l owabl e structure of the elenents in an XM. docurent. The DID for
a docunment is the conbination of the internal and external subsets
descri bed by the docunent type declaration

ELEMENT: each XM. docunent contains one or nore el ements. They
consi st of a start tag, and end tag, and the information between the
tags, which is often referred to as the contents. They are descri bed
by a DID or schema, which provide a description of the structure of
the data. Each el enent has a type, identified by nane, and may have
a set of attributes, and each attribute has a name and a val ue.

SGWL: Standard Generalized Markup Language, often referred to as
"the not her of all markup | anguages". The international standard for
defining descriptions of structure and content of electronic
docunents (1SO 8879). XM. is a subset of SGW designed to deliver
SGWL type information over the Wb.

VALI D XML DOCUMENT: XM. that conforms to the rules defined in the
XML specification, as well as the rules defined in the DID or
schema. The parser nust understand the validity constraints of the
XM specification and check the docunment for possible violations. If
the parser finds any errors, it nust report themto the XM
application. The parser nust al so read the DID, validate the
docunent against it, and again report any violations to the XM
application. Because all of this parsing and checking can take tine
and because validation m ght not always be necessary, XM supports
the notion of the well-fornmed docunent.

VELL- FORVED XM. DOCUMENT: XM. that follows the XML tag rules listed
in the WBC Recormendation for XM. 1.0, but doesn't have a DTD or
schema. A well-formed XML docunent contains one or nore elements; it
has a single docunment element, with any other el ements properly
nested under it; and each of the parsed entities referenced directly
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or indirectly within the docunment is well formed. Well-fornmed XM
docunents are easy to create because they don't require the
addi ti onal work of creating a DID. Well-forned XM. can save downl oad
ti me because the client does not need to downl oad the DID, and it
can save processing tine because the XM. parser doesn't need to
process the DID.

XM.: eXtensi ble Markup Language, a system for defining specialized
mar kup | anguages that are used to transnmit formatted data. XM is
conceptually related to HTM., but XML is not itself a markup

| anguage. Rather it's a netal anguage, a | anguage used to create

ot her specialized | anguages.

XML DOCUMENT: A document object that is well forned, according to
the XML recommendati on, and that nmight (or might not) be valid. The
XM. docunent has a | ogical structure (conposed of declarations,

el enents, comments, character references, and processing

i nstructions) and a physical structure (conposed of entities,
starting with the root, or docunent entity).

XSD: Xml Scherma Definition, a formal specification of elenment nanes
that indicates which elenents are allowed in an XML docunent, and in
what conbinations. It also defines the structure of the docunent:
which elements are child elenments of others, the sequence in which
the child el ements can appear, and the nunber of child elenents. It
defines whether an elenent is enpty or can include text. The schema
can al so define default values for attributes. A schema is
functionally equivalent to a DID, but is witten in XM.. A schema
al so provides for extended functionality such as data typing,

i nheritance, and presentation rules. Consequently, the new schema

| anguages are far nore powerful than DTDs.

XSL: eXtensible Stylesheet Language, a | anguage for expressing
styl esheets. It consists of a | anguage for transform ng XM
docunents, and an XM vocabul ary for specifying formatting
semantics. An XSL styl esheet specifies the presentation of a class
of XM. docunents by describing how an instance of the class is
transformed into an XML docunent that uses the formatting

vocabul ary.

XSLT: eXtensible Styl esheet Language Transformation, a | anguage for
transform ng XML docunents into other XML docunents. XSLT is
designed for use as part of XSL, which is a styl esheet |anguage for
XM.. In addition to XSLT, XSL includes an XM. vocabul ary for
specifying formatting. XSL specifies the style for an XML docunent
by using XSLT to describe how the docurment is transforned into

anot her XML document that uses the formatting vocabul ary.
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3 Primtives

SPKI uses S-expressions in canonical formas the format for SPK
objects. An S-expression is a list enclosed in nmatching "(" and ")".
W assume the S-expression technology of [SEXP] with the
restrictions that no enpty lists are allowed and that each list nust
have a byte string as its first element. That first elenment is the
"type" or "nanme" of the object represented by the list and nust be a
byte string.

3.1 S-expressions

There are some parts in the specification of SPKI that contain
undefined data, but expressed in terns of S-expressions. These are,
for exanple, the <general-op> or the <online-test> constructs as
defined in [SPKI].

For this reason, even if we use XML for the encodi ng of SPK
objects, we provide here an XML Schema for S-expressions, our goa
bei ng not breaking the semantics of SPKI

For a nore detail ed description on the use of S-expression in SPK
refer to [SPKI] docunent, section 3.

The BNF definition of canonical S-expressions [SEXP] is as foll ows:
<s-expr>:: "(" <byte-string> <s-part>* ")" ;

<s-part>:: <byte-string> | <s-expr>
<byte-string>:: <bytes> | <display-type> <bytes>

<bytes>:: <decimal> ":" {binary byte string of that |ength} ;
<decimal >:: <nzddigit> <ddigit>* | "0"
<nzdd| gl t >: : n 1ll | n 2ll | n 3" | n 4|| | n 5|| | n 6|| | n 7|I | n 8|I | n 9|I ;

<ddigit>: "0" | <nzddigit>
<di spl ay-type>:: "[" <bytes> "]" ;

3.1.1 <byt es>

The <bytes> construct represents a sequence of binary bytes
(octets). It is inmportant to note that any content of an XM
docunent nust be printable. The termprintable is in concordance
with the definition in [ XM.] section 2.2. Basically, the
representati on of <bytes> in an XM. docunent will correspond to the
advanced form of S-expressions. The definition hereafter specifies
the patterns for canonical (iff al bytes are XM.-printable), base
64, hexadeci mal, token and advanced text.
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<xsd: si npl eType name="bytes" id="bytes">
<xsd: restriction base="xsd: bi nary">
<xsd: pattern val ue="(\p{Nd})+: (\p{L}|\p{M |\ p{N}
\p{P}H\p{Z}[\p{S}H\p{C})+"/>
<xsd:pattern value="\|(.)+\|"/>
<xsd:pattern value="#([0-9]|[A-F]|[a-f])*#"/>
<xsd: pattern value=""(.)*""/>
<xsd: pattern value="([a-zA-Z\-\./ _:\*\+=]
[a-zA-Z0-9\ -\ ./ \*\+=]*)"/>
</ xsd:restriction>
</ xsd: si npl eType>

The first pattern defines a <bytes> construct in canonical form
Note that this pattern defines the length of the <bytes> the ':'
and the characters accepted, but cannot inpose that the |ength
speci fied corresponds with the nunber of bytes after. And renenber
that only those <bytes> whose all bytes are printable can be found
in an XM. docunent.

The second pattern defines a <bytes> construct in base-64 form Here
we have included the mark '|' as defined in [SPKI] in the XM
Schenma, but have not defined all |egal characters in base-64. Note
that the use of these patterns does not preclude the use of
attributes specifying the type of encoding. This can be added if
necessary.

The third pattern defines a <bytes> construct in hexadecinmal form
Here too, we have included the marks '#' that SPKI defines for
hexadeci mal representati on of <bytes>.

The fourth pattern defines a <bytes> construct in advanced text. W
have al so included here the mark '"' as defined in SPKI for strings
encoded in advanced form Here we accept any XM printable character
as valid. I MPORTANT: we have found an inconpatibility between what
SPKI defined as printable characters and what XM. currently defines
as printable characters: the vertical tab. The WBC is currently
addressi ng these special characters and we foresee the issue solved
in future specifications of XM.

The |l ast pattern defines a <bytes> construct that corresponds to a
token. A token is a sequence of bytes starting by a letter or sinple
punctuations followed by any letter, digit or sinple punctuation.

It is inmportant to note that the use of marking characters in the
representati on of bytes has as objectives, on the one hand the
respect of the syntax defined by SPKI, and on the other hand, nake
t he process of trans-coding from XM. back to S-expressions

strai ghtforward using XSL Styl esheets.
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3.1.2 <byte-string>

A <byte-string> is a sequence of bytes that can optionally be

nodi fied by a display type. This display type is assuned to be a

M ME type giving optional instructions to any program whi shing to
use the byte string. Byte-strings and display types are conposed of
<byt es> obj ects. The XM. Scherma definition of a <byte-string> can be
found hereafter.

<xsd: conpl exType name="byte-string">

<xsd: si npl eCont ent >
<xsd: ext ensi on base="bhyt es" >
<xsd: attri bute nane="di spl ay-type"

type="di spl ay-type" use="optional" />

</ xsd: ext ensi on>

</ xsd: si npl eCont ent >

</ xsd: conpl exType>

<xsd: el emrent name="byte-string" type="byte-string"/>

In the previous definition, the <byte-string> type is defined as
extending a bytes type with the optional attribute <display-type>.
Then we define the el enent <byte-string> as being of type <byte-
string> And the definition of display type is as foll ows:

<xsd: si npl eType nanme="di spl ay-type">
<xsd: restriction base="xsd: bi nary">
<xsd: whi t eSpace val ue="col | apse"/ >
<xsd: pattern value="\[(\p{Nd})+: (\p{L}|\p{M]|\p{N
\p{PH\p{Z} |\ p{S}\p{Q)H\]"/>
<xsd:pattern value="\[\|(.)+\|\]"/>
<xsd:pattern value="\[#([0-9]|[A-F]|[a-f])*#\]"/>
<xsd:pattern value="\["(.)*"\]'/>
<xsd: pattern value="\[([a-zA-Z\-\./ _:\*\+=]
[a-zA-Z0-9\-\ ./ :\*\+=]*)\]"/>
</xsd:restriction>
</ xsd: si npl eType>

3.1.3 <i nt eger >

[SPKI] in section 3.2.1 clains that "An integer is a kind of byte-
string, that we distinguish only because it is encoded in the way
expected by nulti-precision libraries." For this exact reason we
felt that it should not be included in the S-expressions XM. Schema
but rather in the SPKI one. An integer does not change the syntax of
an S-expression, but rather changes the semantics of a <byte-
string>.

The foll owi ng defines the <integer> type as sinply being an
extensi on of <byte-string>.
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<xsd: conpl exType name="integer" id="integer">
<xsd: si npl eCont ent >
<xsd: ext ensi on base="byte-string"/>
</ xsd: si npl eCont ent >
</ xsd: conpl exType>

3.1. 4 <sexpr> and <spart>

An S-expression, by definition, is alist with a type and zero or
nore parts. These parts are called S-parts and can be whet her
anot her S-expression or a byte-string.

The XML Schema definition for S-expressions and S-parts is as
fol | ows:

<xsd: group nanme="spart">

<xsd: choi ce>
<xsd: el ement ref="byte-string"/>
<xsd: el ement ref="sexpr"/>

</ xsd: choi ce>

</ xsd: gr oup>

<xsd: conpl exType nanme="sexpr">
<xsd: sequence>
<xsd: el ement nane="type" type="byte-string" id="type-sexpr"/>
<xsd: group ref="spart" m nQccurs="0" maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: el ement nane="sexpr" type="sexpr"/>

The definition of <spart> states that an S-part type is whether a
<sexpr> or a <byte-string> whereas an S-expression is defined as
having a type or name <byte-string> plus any nunber of <spart>'s.
Finally we define the el ement <sexpr> ad being of type <sexpr>.

3.2 Primtive bjects

SPKI builds on a set of primtive objects, those directly related to
principals. These prinitive objects are public keys that represent a
principal (speak for), the corresponding private keys that issue
signatures, the hashes of public keys as an equivalent to public
keys, and signatures for the authenticity of statenents.

In this section we provide the XM. Scherma definition of these
primtive objects and explain themin sone detail
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3.2.1 <publ i c-key>

A public key definition gives everything the user needs to enpl oy
the key for checking signatures. Until today, SPKI has defined two
algorithms for signature keys: RSA and DSA. Elliptic Curve
Cryptography algorithmidentifiers (and keys) will nost likely be
defined too by SPKI

<xsd: el ement nane="public-key" type="pub-key"/>

<xsd: conpl exType name="pub-key" >
<xsd: sequence>
<xsd: el enent ref="key-val ue"/ >
<xsd: el ement ref="uris" mnCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>

We define a <public-key> el ement as bei ng of type <pub-key>.
Fol |l owi ng the above definition, the <pub-key> type is defined as
havi ng a key val ue and, optionally, a <uris> object containing URI's
to certificates enpowering the public key.

3.2.1.1 <key-val ue> and <pub-sig-al g-id>

The standardi zed algorithnms are defined hereafter. If at a later
time SPKI changes the |ist of standardized algorithmidentifiers, we
should add themto this type, to the key value type along with the
definition of the correspondi ng key val ues.

<xsd: el ement nane="pub-sig-al g-id" type="pub-sig-alg-id"/>

<xsd: si npl eType nanme="std-pub-sig-alg-id">
<xsd:restriction base="xsd:string">
<xsd: whi t eSpace val ue="col | apse"/>
<xsd: enurner ati on val ue="13:rsa-pkcsl-md5"/ >
<xsd: enuner ati on val ue="rsa- pkcsl-nd5"/>
<xsd: enuner ati on val ue="14:rsa-pkcsl-shal"/>
<xsd: enumer ati on val ue="rsa- pkcsi1-shal"/>
<xsd: enunerati on val ue="9:rsa-pkcsl"/>
<xsd: enumnerati on val ue="rsa-pkcsl"/>
<xsd: enuner ati on val ue="8: dsa-shal"/>
<xsd: enumnerati on val ue="dsa-shal"/>

</ xsd:restriction>

</ xsd: si npl eType>

<xsd: si npl eType name="pub-sig-al g-id">

<xsd: uni on menber Types="std-pub-sig-alg-id xsd:string"/>
</ xsd: si npl eType>
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The above defines the type <pub-sig-alg-id> as whether a standard
algorithmidentifier or any other identifier as a string value. W
assune here that we cannot have algorithnms identifiers with display
types (see section 10 for a discussion on this issue). The structure
of the document is the sane for standard and non-standard
algorithms. Strictly speaking, the definition of standard
identifiers is not necessary. W chose to define it for concordance
with the SPKI specification [SPKI]. W address hashing al gorithm
identifiers in the sane way.

Note that the actual values for algorithmidentifiers defined
correspond both to canoni cal and advanced representation of byte-
strings. Doing so we mnimze inherent trans-coding problens that
m ght appear

<xsd: el ement nane="key-val ue" type="key-val ue"/>

<xsd: conpl exType nanme="key-val ue">
<xsd: sequence>
<xsd: el ement ref="pub-sig-alg-id"/>
<xsd: choi ce>
<xsd: el ement ref="rsa-key-val ue"/>
<xsd: el enent ref="dsa-key-val ue"/>
<xsd: el ement ref="any-key-val ue"/>
</ xsd: choi ce>
</ xsd: sequence>
</ xsd: conpl exType>

Like with algorithmidentifiers, if SPKI standardizes a new
algorithm we will need to add it/themto this definition and
provi de the correspondi ng key val ues.

Froma XM. point of view, we should allow for key val ues defined in
"any" nanespace. This way the concept of key val ue becones

extensi ble by sinply defining the new key val ues in another

probably custom nanmespace. W could still validate the XM
document. But the case of SPKI we cannot allow it for one reason: we
want to be able to transformthose key val ues back to S-expressions.
And in order to do so, the stylesheet needs to "know' the XM
docunment in order to transformthemto S-expressions. The same
restriction applies to private key val ues, hashes and signhatures. W
wWill see this issue nore in detail in section 10.

Ori and Mas Expi res May 2002 [ Page 17]



Internet Draft SPKI - XML Certificate Structure Novenber 2001

3.2.1.2 RSA Publ i c Key Val ue
<xsd: el ement nanme="rsa- key-val ue" type="rsa-key-val ue"/>

<xsd: conpl exType name="r sa- key-val ue">
<xsd: sequence>
<xsd: el ement nane="n
<xsd: el ement name="e
</ xsd: sequence>

</ xsd: conpl exType>

type="byte-string"/>
type="byte-string"/>

3.2.1.3 Exanpl e of XM.-encoded RSA Public Key

<publ i c- key>
<key-val ue>
<pub-si g-al g-i d>r sa- pkcs1- nd5</ pub-si g-al g-i d>
<rsa- key-val ue>
<n>| ANHC@E5j XFGni cr 3MEPj 53FYYSYlaWAue6PKnpFEr HhKMJa4Hr KAWSKTOYTT
apRznnELD2D71 WI3(@BPDO! yi INIJpNz Mkx QVHr r Anl QoczeQZui z/ yYVDz J1Ddi
I m xyb/ Jyme3D0OUi UXhd6VGAz0x0cgr Kef Knimj y410Kr 03uWL| </ n>
<e>#03#</ e>
</rsa-key-val ue>
</ key-val ue>
</ public-key>

3.2.1.4 DSA Public Key Val ue
<xsd: el ement nane="dsa- key-val ue" type="dsa-key-val ue"/>

<xsd: conpl exType nanme="dsa- key-val ue">
<xsd: sequence>
<xsd: el enrent nanme="p" type="byte-string"/>
<xsd: el ement nane="g" type="byte-string”" m nQccurs="0"/>
<xsd: el ement nane="q" type="byte-string"/>
<xsd: el ement nane="y" type="byte-string"/>
</ xsd: sequence>
</ xsd: conpl exType>

3.2.1.5 Exanpl e of XM.-encoded DSA Public Key

<publ i c- key>
<key-val ue>
<pub- si g- al g-i d>dsa- shal</ pub-si g-al g-i d>
<dsa- key-val ue>
<p>| AMKZt 4PXzxBFGaF5r +cGXQzNXCHj | klawgnr 4LCz XYbCO7QVXi / Xes1k28t 0
YcDl on56Yut Ol Tz39f zi BpHoGBf c1LvOgWLP5M alW8eM3UXi 4dzW W j Cn/ QM
2533qyELDsCgAeKg3sVygj KavNgZi Sxf 44R7Rcl EnZBxkcN | </ p>
<g>| AP9n7Cy++bl LMkOCaBOM.3Z3Cc+qh| </ g>
<g>| fbT/ | MoMyBWHB1 X2k Rykl LLQO TansDbLCyp2esdrf/ 3771RKgs| 1RZTWWI pR
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51D6maNNpEywxhy4L8i sXFXpl ysr AMCf Dj paUCowhQNSDRT8YzygxZHIpZI U8
t +Q Lc4f | xA/ qSqFLANSST Tl e7xApQ nm®bl 2| gBl zbi 1/ OU=| </ g>
<y>| ALpgr X32c8zRl qBSBM vJzYw XXpCj 3ogeevPna/ 9zZND2LX7wWWZd1c9K6ZxmQ
CgxDgd / anDVToNANI zr 2bt | S32cynmexpEnNBbl | AJ6Jk4cl T3Nr XuTDRf t / WHr
gvndi K8f Ent NZ2i aYgAKoM2MBzbi j 6 Ts1HOFf j ODHZr t ULy NB| </ y>
</ dsa- key-val ue>
</ key-val ue>
</ publ i c-key>

3.2.1.6 Non- st andard Public Key Val ue

<xsd: conpl exType name="any-key-val ue">
<xsd: sequence>
<xsd: el ement ref="sexpr" maxCccurs="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

As already pointed out in section 3.2.1.1, we cannot allow externa
nanespaces for the definition of new key val ues. For this reason,
non- st andar di zed key val ues nust conformto this specification. It
will be at an application |evel that these key val ues shoul d be
dealt with.

3.2.2 <private-key>

Al though it is not needed by the SPKI standard or by the XM
encodi ng of SPKI, we provide the definition of the correspondi ng
private keys for the public keys above.

<xsd: el ement nanme="private-key" type="priv-key"/>

<xsd: conpl exType name="priv-key">
<xsd: sequence>
<xsd: el ement ref="pub-sig-alg-id"/>
<xsd: choi ce>
<xsd: el enent ref="rsa-priv-key-val ue"/>
<xsd: el ement ref="rsa-crt-key-val ue"/>
<xsd: el ement ref="dsa-priv-key-val ue"/>
<xsd: el ement ref="any-key-val ue"/>
</ xsd: choi ce>
</ xsd: sequence>
</ xsd: conpl exType>

Note that the definition of a private key does not rely on a private
key value (like with public keys). This is because private keys do
not require a <uris> object attached to them so basically a private
key is a key value and nothing nore. W see hereafter the definition
of private keys for the algorithnms defined in [ SPKI].
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3.2.2.1 RSA and CRT Private Key Val ues

In the definitions hereafter, note that the e paraneter is optional
It is current practice in today's software inplenentations to
provide the public coefficients within private keys. For this reason
we allow, optionally, the inclusion of the e coefficient here. It
will be the case too for DSA private keys.

<xsd: conpl exType name="rsa-priv-key-val ue">
<xsd: sequence>
<xsd: el emrent nane="e" type="byte-string" m nQccurs="0"/>
<xsd: el emrent nanme="n" type="byte-string"/>
<xsd: el enrent nanme="d" type="byte-string"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType nane="rsa-crt-key-val ue">
<xsd: sequence>
<xsd: el emrent nanme="e" type="byte-string” m nCccurs="0"/>
<xsd: el ement nanme="n" type="byte-string"/>
<xsd: el ement nane="d" type="byte-string"/>
<xsd: el ement nane="p" type="byte-string"/>
<xsd: el enrent name="q" type="byte-string"/>
<xsd: el ement nanme="a" type="byte-string"/>
<xsd: el ement nane="b" type="byte-string"/>
<xsd: el ement nane="c" type="byte-string"/>
</ xsd: sequence>

</ xsd: conpl exType>

3.2.2.2 Exanpl e of XM.-encoded RSA Private Key

<privat e- key>
<pub-si g-al g-i d>r sa- pkcs1- nd5</ pub-si g-al g-i d>

<rsa-crt-key-val ue>

<e>#03#</ e>

<n>| ANHC&E5j XFGri cr 3MEPj 53FYYSYlaWAue6PKnpFEr HhKMladHr KAWSKTOYTTI a
pRznnELD2D71 WI3QBPDOI yi INJpNzMKXQVHr r Anl QoczeQZui z/ yYVDzJ1Ddi | m
i xyb/ Jyme3D0Ui UXhd6VGAz0x0cgr Kef Knnj y410Kr o3uW| </ n>

<d>| Al vW TRCPYVEVWYky ulCrrkuQQVQ nbVOUmOxvwuDHaWGyw8l acx65hc MOQVBUR
W2i aaCy CkCnuO+k19f X4ZMXOD7cLN Q gl 8Ef x5ntzcoG\+Eo6FF+cvgXf upelV
M6PmMJdFI auJer THUQ Pr | 12N+NnAL7CvU6X1nhOnf/ Z77i z| </ d>

<p>| APesj Z8gKARGV5Qs 1e CRAVp7nbl gf 13R5f wApwW6ebTVW unl wk/ 2sShyyt pc90
edr +0DPwW dnvEXTUY1df ODwPc=| </ p>

<g>| AN PQe600Jf vOOGNE3(q2c9724AX7TFKx64g2F8I xgi WNMQKEeqi W i EDx7gh0l L
r hmBT+VXEDFR&LHMUNSTzj 7M=| </ g>

<a>| AKUds79gx62EQTLI j pW 2 ACh9EOCSZAVCKk 2mvKr &gnB3j ki f EwgYgkdhr 3MebopN
ppH NXf 1uTvOt k3i 70Tqi t KO8=| </ a>

<b>| AJCKK/ Rf Nbgf +i uSYl HO®+n56q6NnYx2nQv5ZTD2Vs C64Kx YUcWbsW X2nxr 4Yy
dBEA3+46CsuLZ5cvvJeMNNCnc=| </ b>

<c>| Cl PWAAOBVNj 0/ Bf Ct sg+35+r 94] wx GYHZ63Rs qy Nxbvk AC6xPgSht 8/ vzdR93e
X5B9ZKBQy1HHWCs HogQt mNLQ==| </ ¢>

Ori and Mas Expi res May 2002 [ Page 20]



Internet Draft SPKI - XML Certificate Structure Novenber 2001

</rsa-crt-key-val ue>
</ private-key>

3.2.2.3 DSA Private Key Val ue

<xsd: conpl exType nanme="dsa-priv-key-val ue">
<xsd: sequence>
<xsd: el ement name="p" type="byte-string"/>
<xsd: el ement nane="g" type="byte-string" m nQccurs="0"/>
<xsd: el ement nane="q" type="byte-string"/>
<xsd: el emrent nanme="y" type="byte-string"/>
<xsd: el enrent nanme="x" type="byte-string"/>
</ xsd: sequence>
</ xsd: conpl exType>

3.2.2.4 Exanpl e of a XM.-encoded DSA Private Key

<private-key>
<pub- si g- al g-i d>dsa- shal</ pub-si g-al g-i d>
<dsa- pri v-key-val ue>
<p>| AMKZt 4PXzxBFGaF5r +cGpXQzNXCHj j klawgnr 4LCz XYbCO7QVXi / Xes1k28t 0Y
cDl on56Yut 0l Tz39f zi BpHbGBf c1LvOgWLP5M alWseM3UXi 4dzW W j Cn/ QW2s
33qyELDs CnmgAeKg3sVygj KavNgZi Sxf 44R7Rcl EnZBxkcN | </ p>
<g>| fbT/ | MoMgBWOHB1 X2k Rykl LLQO TansDbLCyp2esdrf/ 3771RKgs| 1IRZTWWkI pR5
1D6maNNpEywxhy4L8i s XFXpl ysr AMCf Dj paUCowhQNSDRT8YzygxZHIpZI U8i t +
Q Lc4f | xA/ gSqFL4ANST Tl e7xApQ mmXbl 21 gBl Zbi 1/ OU=| </ g>
<g>| AP9n7Cy++bl LMkCaBOM.3Z3Cc+qh| </ g>
<y>| ALpgr X32c8zRl qBSBM vJzYw XXpCj 3ogeevPna/ 9zND2LX7wWWZd1c9K6ZxmQC
gxDgQ@ / anDVToNANI zr 2bt | S32cymsxpEnBbl | AJ6Jk4cl T3Nr xuTDRf t / WHr gv
ndi K8f Ent NZ2i aYgAKoM2M3zbi j 6Ts1HOFf j ODHZr t ULy NB| </ y>
<x>| ALpgl LLQ TansDbLCyp2t vJzYw XXpC 3o0qeevPna/ 9zND2LX7wWVZd1c9K6Zxm
QCgxDgd / anDVToNANI zr 2bt | S32cynsxpEnBbl | AJ6Jk4cl T3Nr XuTDRf t / Whr
gvndi K8f Ent NZ2i aYgAKoM2MBzbi j 6 Ts1HOFf j ODHZr t ULy NB| </ x>
</ dsa-priv-key-val ue>
</ private-key>

3.2.2.5 Non- st andard Private Key Val ue
There is no difference between public and private key val ues whose

al gorithnms have not been standardized within SPKI. The definition is
the sane as in section 3.2.1.6

3.2.3 <hash>

The <hash> obj ect provides the hash of sonme other object. The <hash>
type is defined as a sequence of elements containing the hashing
algorithm its value and, optionally, a <uris> object in case it is
the hash of a public key.
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<xsd: el enrent nane="hash" type="hash"/>

<xsd: conpl exType name="hash">

<xsd: sequence>
<xsd: el ement ref="hash-al g- name"/>
<xsd: el enment ref="hash-val ue"/>
<xsd: el ement ref="uris" m nCccurs="0"/>
</ xsd: sequence>

</ xsd: conpl exType>

For <hash> objects, like with keys, one can find the definition of
t he standard SPKI hashing algorithnms and their val ues.

<xsd: si npl eType nanme="st d- hash- al g- nane" >
<xsd:restriction base="xsd:string">
<xsd: enuneration val ue="3: nd5"/ >
<xsd: enuner ati on val ue="nd5"/ >
<xsd: enuner ati on val ue="4: shal"/>
<xsd: enuner ati on val ue="shal"/>
</ xsd:restriction>
</ xsd: si npl eType>

<xsd: si npl eType name="hash- al g- nane" >
<xsd: uni on nenber Types="std- hash-al g- nane xsd:string"/>
</ xsd: si npl eType>

The nanes of hashing algorithns are treated in the sane way as
public key signature algorithns. See section 3.2.1.1 for further
expl anat i ons.

Finally, the definition hereafter states that the hash val ue el enent
is of type <byte-string>.

<xsd: el ement nane="hash-val ue" type="byte-string"/>

3.2.3.1 Exanpl e of XM.-encoded SHA-1 Hash

<hash>

<hash- al g- name>shal</ hash- al g- nanme>

<hash- val ue>#1a6f 6d621abd4476f 16d0800f e4c32d06f f 62e93#</ hash- val ue>
</ hash>

3.2.3.2 Exanpl e of XM.-encoded MD5 Hash
<hash>
<hash- al g- nane>ntd5</ hash- al g- nane>

<hash- val ue>#9710f 155723bc5f 4e0422ea53f f 7c495#</ hash- val ue>
</ hash>
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3.2. 4 <si gnat ur e>

A signature object is typically used for signing a certificate body
and follows that certificate in a <sequence>. One can al so sign
objects other than certificate bodies, for exanple an access request
or a file.

<xsd: el ement nane="si gnature" type="signature"/>

<xsd: conpl exType nanme="si gnature">
<xsd: sequence>
<xsd: el ement ref="hash"/>
<xsd: group ref="principal"/>
<xsd: el ement ref="signature-value"/>
</ xsd: sequence>
</ xsd: conpl exType>

The <signature> type is a sequence of different el ements, nanely,
t he hash of the object signed, the signing principal and the
si gnature val ue.

The definition of principal we use here is that of an anonynous
type, and then reference it frominside object definitions; in nost
cases we do not need to specify an extra el ement of type principal
but rather sinply verify it is whether a public key or a hash. O,
in other words, validate that the rules of the type principal hold.

<xsd: group name="princi pal ">
<xsd: choi ce>
<xsd: el ement ref="public-key"/>
<xsd: el ement ref="hash"/>

</ xsd: choi ce>

</ xsd: gr oup>

There is one exception to the previous, and that is the issuer
object: we do need to specify there that elenment <issuer>is of type
<principal> 1n order to pernt this, we define too the type for
principal as foll ows:

<xsd: conpl exType name="princi pal ">
<xsd: group ref="principal"/>
</ xsd: conpl exType>

3.2.4.1 <si gnat ur e- val ue>

The type <signature-value> is a sequence of the algorithmidentifier
(see section 3.2.1) and the signature paraneters, which are
dependant on the al gorithmused for signing. SPKI has fully
specified the signatures for RSA and DSA-based signatures. W see
the corresponding type definition hereafter. In case SPK
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st andardi zes new signature al gorithns, we would need to define them
as a choice in the <sig-parans> type and provide the appropriate
type definition.

<xsd: el ement nane="si gnat ure-val ue" type="signature-val ue"/>

<xsd: conpl exType name="si gnat ur e-val ue">
<xsd: sequence>
<xsd: el ement ref="pub-sig-alg-id"/>
<xsd: group ref="sig-parans"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: group name="si g- parans">
<xsd: choi ce>
<xsd: el enment ref="dsa-sig-parans"/>
<xsd: el enment ref="rsa-sig-parans"/>
<xsd: el enent ref="any-sig-parans"/>
</ xsd: choi ce>
</ xsd: gr oup>

3.2.4.2 RSA Si gnature Paraneters
<xsd: el ement nane="rsa-si g-parans" type="byte-string"/>

A RSA signature is an array of bytes. This defines the el enent <rsa-
si g- parans> as havi ng type <byte-string>.

3.2.4.3 Exanpl e of XM.-encoded RSA Signature

<si gnat ur e>
<hash>
<hash- al g- nanme>shal</ hash- al g- name>
<hash- val ue>| UNGhcpNFWJ5Uht oV2yxV6wWPMI PA=| </ hash- val ue>
</ hash>
<publ i c- key>
<key-val ue>
<pub- si g- al g-i d>rsa- pkcsl-shal</ pub-sig-al g-i d>
<rsa- key-val ue>
<e>#11#</ e>
<n>| AMC7TWEQs+Aj | LPsUrS+R1PVOQO hhgSTf mdLo9Y2hdj 7+2f 31gxXsMoxZedTx
NtWORKsf 7dRj nRTxY51/ MO n0i sY3DV3f M aT8NUr j f +j Ej FO1V1H CPn7+NMH
Tv/ quWroc9/ n4BhVDxH11 spFt eoWDRHt ZqOUf Qc SONswt 7yr XFN| </ n>
</rsa-key-val ue>
</ key-val ue>
</ public-key>
<si gnat ur e-val ue>
<pub- si g- al g-i d>dsa- shal</ pub-si g-al g-i d>
<r sa- si g- par ans>| UNOg7kr gnbXg6vvws+oDZes9hyOpwbDVIgVj uUV+uRC8Y7TDh1
JPf v2dhXBXqgERa3q99GHxgyj oDgf Fgl / f AOpl wz3vy STmATI n
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rt CMkGdXgZl Q SQBxFXz3VI KQHgakOr K4xpZEbsR6YMyge GK7N
j ZWI'f NKOg8v4FSSDOUDKkxk=| </ r sa- si g- par ans>
</ si gnat ur e-val ue>

</ si gnat ur e>

3.2.4.4 DSA Si gnature Paraneters

<xsd: conpl exType name="dsa- si g- parans" >
<xsd: sequence>

<xsd: el ement nane="r" type="byte-string"/>
<xsd: el enrent nanme="s" type="byte-string"/>
</ xsd: sequence>

</ xsd: conpl exType>

A DSA signature is conposed of two parts,

the r and s coefficients.
The above definition specifies this.

3.2.4.5 Exampl e of XM.- encoded DSA Si gnature

<si gnat ur e>
<hash>

<hash- al g- nane>shal</ hash- al g- nane>
<hash- val ue>| UNGhcpNFWJ5Uht oV2yxV6wWPMI PA=| </ hash- val ue>
</ hash>
<publ i c- key>
<key-val ue>
<pub- si g- al g-i d>dsa- shal</ pub-si g-al g-i d>
<dsa- key-val ue>
<p>| AMKZt 4PXzxBFGaF5r +cGpXQzNXCH) j klawgnr 4LCz XYbCI97QVXi / Xes1k28t
OYcDl on56Yut Ol Tz39f zi BpHbGBf c1LvOgWLP5M alVW8eM3UXi 4dzW W j Cn/
QWs33qyELDsCngAeKg3sVWygj KavNgZzi Sxf 44R7Rcl EnZBxkcN | </ p>
<g>| fbT/ | MoMgBWOB1IX2kRykl LLO TansDbLCyp2esdrf/ 3771RKgs| 1RZTWWI p
R51D6maNNpEywxhy4L8i sXFXpl ysr AMCE Dj paUCowhQNSDRT8YzygxZHIpZI U
8i t +Q Lc4f | XA/ qSgFLAN3T Tl e7xApQ mmDbl 21 gBl zZbi 1/ OU=| </ g>
<g>| AP9n7Cy++bl LMkCaBOM.3Z3Cc+qh| </ g>
<y>| ALpgr X32c8zRl qBSBM vJzYwr XXpC 3ogeevPna/ 9zND2LX7wWZd1c9K6Zxm
CgxDgd / anDVToNANI zr 2bt | S32cynsxpEn8bl | AJ6Jk4cl T3Nr xuTDRf t / W
+r gvndi K8f Emt NZ2i aYgAKoM2MBzbi j 6Ts1HOFf j ODHZr t ULy NB| </ y>
</ dsa- key-val ue>
</ key-val ue>
</ publi c-key>
<si gnat ur e-val ue>
<pub- si g- al g-i d>dsa- shal</ pub-si g-al g-i d>
<dsa- si g- par ans>
<r>| APyNegTr | zLMCCc MRWOM nKACOHI u| </ r >

<s>| Al PV/ 423068nuoNmQQuUpyVBx+S1| </ s>
</ dsa- si g- par ans>
</ si gnat ur e- val ue>
</ si gnat ure>
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.4.6 Non- st andard Si gnature Paraneters

<xsd: conpl exType name="any-si g- parans">

<xsd: choi ce>

<xsd: el ement ref="byte-string"/>

<xsd: el ement ref="sexpr" nmaxCccurs="unbounded"/>
</ xsd: choi ce>
</ xsd: conpl exType>

Like in [SPKI], we allow for signature schenas that have not been
defined or standardi zed by SPKI. Doing so, application devel opers
can use this XM. Schema with the signature algorithmof their

pr ef erence.
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4 Authorization Certificates

The basic certificate formin SPKI is an authorization certificate.
It transfers sone specific authorization (or permssion, right,
credentials, etc.) fromone principal to another. Authorization
certificates do not deal with name definitions. These are addressed
by nane certificates and are explained in next section

Because a certificate nmerely transfers authorizations, rather than
creating them we inject authorizations into a chain of through
ACLs.

In order to deal with nane and authorization certificates, and given
that the differences between the two are few, we define an abstract
certificate type in XM., and then extend it into name and

aut hori zation certificates.

The abstract certificate definition is given hereafter:
<xsd: el ement nane="cert" type="certificate"/>

<xsd: conpl exType nane="certificate">

<xsd: sequence>
<xsd: el ement ref="version" m nCccurs="0"/>
<xsd: el ement ref="display" m nCccurs="0"/>
<xsd: el ement ref="subject"/>
<xsd: el enment ref="validity" m nQccurs="0"/>
<xsd: el ement ref="comrent" m nCccurs="0"/>
</ xsd: sequence>

</ xsd: conpl exType>

And the definition of an authorization certificate is as foll ows:

<xsd: conpl exType nanme="aut hori zation-cert">
<xsd: conpl exCont ent >
<xsd:restriction base="certificate">
<xsd: sequence>
<xsd: el ement ref="version" m nCccurs="0"/>
<xsd: el ement ref="display" m nCccurs="0"/>
<xsd: el ement ref="issuer"/>
<xsd: el ement ref="issuer-info" mnQccurs="0"/>
<xsd: el ement ref="subject"/>
<xsd: el enment ref="subject-info" mnCccurs="0"/>
<xsd: el enent ref="propagate" m nCccurs="0"/>
<xsd: el ement ref="tag"/>
<xsd: el ement ref="validity" m nCccurs="0"/>
<xsd: el ement ref="comment" m nCccurs="0"/>
</ xsd: sequence>
</ xsd:restriction>
</ xsd: conmpl exCont ent >
</ xsd: conpl exType>
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The reader may wonder why do we need to redefine fields already
defined in the abstract certificate back in the authorization
certificate. The reason for this is to define the order in which the
elements are to be found. According to [SPKI], certificates and ACLs
are the only elements in SPKI whose parts are not positional; that
is, their elenents do not have any pre-deternined order. But due to
the strong limtations in XML for "set" support, we are unable to
define types in XM. whose el ements are unordered. W see this nore
in detail in section 10.

4.1 <version>
<xsd: el ement nane="version" type="integer"/>

The above definition inposes versions as integer nunbers, and thus
elimnates the possibility of versions under the form of mgjor,

mnor, mcro. This definition of version changed in the |ast rel ease
of [SPKI].

4.2 <display>
<xsd: el ement nane="di spl ay" type="byte-string"/>

This optional field gives a display hint for the certificate. This
field is ignored during the certificate chain reduction. Above we
defined the el enent <di splay> as having type <byte-string>.

4.3 <issuer>

<xsd: el enrent nane="issuer" type="principal"/>

The issuer if of type principal, and the definition of principa
(al ready given in previous section) is as foll ows:

<xsd: group nane="princi pal ">
<xsd: choi ce>
<xsd: el ement ref="public-key"/>
<xsd: el enment ref="hash"/>

</ xsd: choi ce>

</ xsd: gr oup>

<xsd: conpl exType nanme="princi pal ">

<xsd: group ref="principal"/>
</ xsd: conpl exType>

Note that this is the only case in which we will use the type
principal. In all other cases, principal is an anonynous type.
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4.4

4,

4,

5

5.

<i ssuer-info>
<xsd: el emrent name="i ssuer-info" type="uris"/>

The issuer info object provides the |Iocation of the certificate(s)
by which the issuer derives the authority to pass along the
aut horization in the present certificate.

<subj ect >
<xsd: el enrent nane="subj ect" type="subj-obj"/>

The subject identifies the "thing" that is being enpowered by this
certificate. The <subj-obj> defines that "thing" as follows:

<xsd: group nane="subj ect -obj ">
<xsd: choi ce>
<xsd: group ref="principal"/>
<xsd: el ement ref="pame"/>
<xsd: el ement ref="o0bject-hash"/>
<xsd: el enent ref="keyhol der"/>
<xsd: el ement ref="k-of-n"/>

</ xsd: choi ce>

</ xsd: gr oup>

The above definition states that a <subject-obj> can be whether a
principal, a nane, and object hash, a keyhol der object or a k-of-n
subj ect thresh.

Like with principals, here we need to define the type <subject-obj>
as being an anonynous type for all cases except in the definition of
subj ect, where a type is required (with the associated tag in the
XML docunent). The type definition for <subj-obj>is as foll ows:

<xsd: conpl exType name="subj - obj ">
<xsd: group ref="subject-obj"/>
</ xsd: conpl exType>

1 <obj ect - hash>
<xsd: el ement nane="obj ect - hash" type="hash"/>
We define an <object-hash> el enent being of type <hash>. An object

hash refers to a subject other than a principal (directly or through
nam ng) .
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4.5.2 <keyhol der >
<xsd: el ement nane="keyhol der" type="keyhol der-obj"/>

<xsd: conpl exType name="keyhol der - obj ">
<xsd: choi ce>
<xsd: group ref="principal"/>
<xsd: el enent ref="nanme"/>
</ xsd: choi ce>
</ xsd: conpl exType>

We define the <keyhol der> el enent as bei ng of type <keyhol der-obj >.
And a keyhol der object is in fact a choice between a principa
(reference to the anonynous type) and a name.

A keyhol der object refers to the flesh and bl ood (or iron and
silicon) holder of a referenced key. A certificate with this subject
tells us sonething about that person or nachine.

4.5.3 <k- of - n>
<xsd: el enrent nane="k-of -n" type="subj-thresh"/>

<xsd: conpl exType name="subj-thresh">
<xsd: sequence>
<xsd: el ement ref="k-val"/>
<xsd: el ement ref="n-val"/>
<xsd: group ref="subject-obj" m nCccurs="0" maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

We define the el ement <k-of-n> as being of type <subj-thresh>, that,

inturn, is defined as a sequence containing the values for k and n
and a list of subject objects.

4.6 <subject-info>
<xsd: el ement nane="subj ect-info" type="uris"/>
The subject info object is nothing nmore than a <uris> object,
providing the location information about the subject.

4.7 <propagate>
We define the el enent <propagate> having type <del eg> which is an
"enpty" type. This allows having the tag <propagate/> w thout any

contents in a XM. docunent. Furthernore if the <propagate> tag has
any contents, it will the treated as error
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<xsd: el ement nane="propagate" type="del eg"/>

<xsd: conpl exType nanme="del eg"/>

4.8 <tag>

Tags in SPKI define the actual statenment in a certificate. Tags can
carry authorizations, credentials or keyholder |ocation informtion

The definition of the tag format in [SPKI] is, in our opinion,
sonmewhat confusing, and can be found hereafter:

<tag>:: <tag-star> | "(" "tag" <tag-expr> ")" ;
<tag-star>:: n(n utagu u(*)u ||)|| ,
<tag-expr>:: <sinple-tag> | <tag-set> | <tag-string>

<sinple-tag>:: "(" <byte-string> <tag-expr>* ")" ;
<tag-set>:: "(" "*" "set" <tag-expr>* ")" ;

<tag-string>: <byte-string> | <tag-range> | <tag-prefix>
<tag-prefix>: "(" "*" "prefix" <byte-string>")" ;
<tag-range>:: "(" "*" "range" <range-ordering> <lowlinp?

<up-linp? ")" ;
Readi ng this BNF for tags a number of questions arise:

- why does the <tag> definition differentiate between <tag-star> and
"(""tag" <tag-expr>")" if <tag-star>is also "(""tag" ... ")" ?

- the nane <tag-string> is sonewhat illogical, it can be whether a
byte string, a range or a prefix

- and the <tag-expr> is not very logical either; it can be a <tag-
set> but also a <tag-range> or a <tag-prefix> and all of themare
"star-tags"

So we cane up with another BNF that, we believe, is equivalent to
the one defined in [SPKI] and should be clearer. The BNF definition
is as foll ows:

<tag>:.: "(" "tag" <tag-content> ")" ;
<tag-content>:: <tag-star> | <tag-expr>
<tag-star>:: "(*)" ;

<tag-expr>:: <tag-string> | <sinple-tag> | <star-tag>
<tag-string>: <byte-string>

<sinple-tag>:: "(" <byte-string> <tag-expr>* ")" ;

<star-tag>:: <tag-set> | <tag-range> | <tag-prefix>

<tag-set>:: "(" "*" "set" <tag-expr>* ")" ;

<tag-range>:: "(" "*" "range" <range-ordering> <lowlinp?
<up-linp? ")" ;

<tag-prefix>: "(" "*" "prefix" <byte-string> ")" ;

Even if the BNF has two extra definitions for dealing with tags, we
believe this definition is structured in an easier way to understand
it and that both definitions are equivalent. W introduce this

Ori and Mas Expi res May 2002 [ Page 31]



Internet Draft SPKI - XML Certificate Structure Novenber 2001

definition here because the XM. Schena for tags is based upon it
(see hereafter).

<xsd: el emrent nanme="tag" type="tag-content"/>

<xsd: conpl exType nanme="t ag-content">
<xsd: choi ce>
<xsd: group ref="tag-expression"/>
<xsd: el ement ref="tag-null"/>
<xsd: el ement ref="tag-star"/>

</ xsd: choi ce>

</ xsd: conpl exType>

<xsd: el ement nane="tag-star" type="tag-star"/>
<xsd: conpl exType nanme="tag-star"/>

<xsd: group nanme="t ag- expressi on">
<xsd: choi ce>
<xsd: el ement ref="tag-string"/>
<xsd: group ref="star-tag"/>
<xsd: el ement ref="sinple-tag"/>
</ xsd: choi ce>
</ xsd: gr oup>

<xsd: el ement nane="tag-string" type="byte-string"/>
<xsd: el enent nanme="si npl e-tag" type="sinple-tag"/>

<xsd: conpl exType nanme="si npl e-tag">
<xsd: sequence>
<xsd: el ement ref="type"/>
<xsd: group ref="tag-expression"
m nCccur s="0" maxOccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: group nanme="star-tag">
<xsd: choi ce>
<xsd: el ement ref="set"/>
<xsd: el ement ref="prefix"/>
<xsd: el ement ref="range"/>
</ xsd: choi ce>
</ xsd: gr oup>

<xsd: el ement nane="set" type="tag-set"/>
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<xsd: conpl exType name="t ag-set">
<xsd: sequence>
<xsd: group ref="tag-expression”
m nOccur s="0" maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: el enent nane="range" type="tag-range"/>

<xsd: conpl exType name="t ag-range">

<xsd: sequence>
<xsd: el enent nane="range-ordering" type="range-ordering"/>
<xsd: el enrent nanme="low |l inf type="lowlim mnCccurs="0"/>
<xsd: el ement name="up-lim type="up-linf m nOccurs="0"/>
</ xsd: sequence>

</ xsd: conpl exType>

<xsd: el enent nane="prefix" type="byte-string"/>
<xsd: el ement nane="tag-null" type="tag-null"/>
<xsd: conpl exType name="tag-null"/>

Note that we have included here the type <tag-null>. Al though [ SPKI]
only defines this type to tuple-5 reduction, in sone cases it may be
useful to define it here. For example if the trust engine deals with
XML docunent or one wants to "see" the reduction resulting tuple-5,
even if it contains a null as tag.

4.9 <validity>

The validity specifies when a certificate is valid and/or online
test information for the certificate.

Not e that we have changed the tag defined in [SPKI] (<valid>)
because it was prone to error. Precisely, the revalidation |ist
object for certificates tags the list of valid certificates as
<valid> too. It represents a snmall change to make things clearer

<xsd: el ement nane="validity" type="validity"/>

<xsd: conpl exType name="validity">
<xsd: sequence>
<xsd: group ref="valid-basic"/>
<xsd: el ement ref="online" m nCccurs="0" maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>
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<xsd: group nane="val i d- basic">

<xsd: sequence>
<xsd: el ement ref="not-before” m nCccurs="0"/>
<xsd: el ement ref="not-after” m nQccurs="0"/>
</ xsd: sequence>

</ xsd: group>

<xsd: el enent nane="not-before" type="date"/>
<xsd: el ement nanme="not-after" type="date"/>

We define the type <validity> as a sequence of a <valid-basic> type,
whose contents mght be enpty, and optionally, a list of online
tests. In turn, the <valid-basic> type is a sequence of optiona
<not - before> and <not-after> types, which are self-explanatory.

4.9.1 <dat e>

<xsd: si npl eType nane="date">
<xsd:restriction base="xsd:string">
<xsd: whi t eSpace val ue="col | apse"/ >
<xsd: pattern val ue=
""[0-9]{4}-(0[1-9]]1[0-2])-(O[1-9]|[21-2][0-9]|3[0-1])_
([0-1][0-9]|2[0-4]):([0-5][0-9]):([0-5][0-9])"" />
</ xsd:restriction>
</ xsd: si npl eType>

The definition of <date> states that a date is an extension of
string, but with the restrictions inposed by the regul ar expression
This regular expression follows the date pattern as defined in

[ SPKI].

4.9.2 <onl i ne>
<xsd: el ement nane="online" type="online-test"/>

<xsd: conpl exType nanme="online-test">
<xsd: sequence>
<xsd: el ement ref="online-type"/>
<xsd: el ement ref="uris"/>
<xsd: group ref="principal"/>
<xsd: el ement ref="id"/>
<xsd: group ref="spart" m nQccurs="0" maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>
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<xsd: el ement nane="online-type" type="online-type"/>

<xsd: si npl eType name="onl i ne-type" id="online-type">
<xsd:restriction base="xsd:string">
<xsd: whi t eSpace val ue="col | apse"/>
<xsd: enuneration value="3:crl"/>
<xsd: enuneration value="crl"/>
<xsd: enuner ati on val ue="5:reval "/ >
<xsd: enunerati on value="reval "/ >
<xsd: enuneration val ue="8:one-tinme"/>
<xsd: enuneration val ue="one-tine"/>
</ xsd:restriction>

</ xsd: si npl eType>

Until here, the definition of the online test should be rather
clear. Things get nore conplex when defining the <newcert> type of
online tests. This online type breaks sonewhat the genera
definition as presented above because it does not require principa
nei ther parameters (the S-parts). In the definition hereafter, the
type newcert is defined as an extension to the base type <onli ne-
test> with the following restrictions: the online-type nmust be equa
to <newcert> and the fields <principal> and <spart> are not

all owed. The definition of the type <online-test-newcert> is as
fol |l ows:

<xsd: conpl exType name="onl i ne-test-newcert">
<xsd: conpl exCont ent >
<xsd:restriction base="online-test">
<xsd: sequence>
<xsd: el ement nane="online-type">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: whi t eSpace val ue="col | apse"/ >
<xsd: enuneration val ue="8: newcert"/>
<xsd: enuner ati on val ue="newcert"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el emrent >
<xsd: el ement ref="uris"/>
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

4.10 <coment >
<xsd: el enrent nane="comment" type="byte-string"/>
A comment is an optional field that is ignored by any processing
code, but, probably, intended for reading by a hunman. A coment

elenent is of type byte-string.
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5 Nane Certificate

Nanes are defined for human conveni ence. For actual trust engine
comput ati ons, nanes nust be reduced to principals. This section
gives the XML Schema definition of a name certificate and a nane.

Not e that SPKI does not include an <issuer-info> option for a nane
certificate. The issuer needs no authorization in order to define a
| ocal nane.

For the sane reason, there is no "certification practice statenent"
for these name certificates. A nanme certificate inplies nothing
about the principals being naned.

5.1 Nane Certificate Definition

See section 4 for the abstract definition of a certificate. A nane
certificate is defined as foll ows:

<xsd: conpl exType name="nane-cert">
<xsd: conpl exCont ent >
<xsd:restriction base="certificate">
<xsd: sequence>
<xsd: el ement ref="version" m nCccurs="0"/>
<xsd: el ement ref="display" m nCccurs="0"/>
<xsd: el ement ref="issuer-nane"/>
<xsd: el enent ref="subject"/>
<xsd: el enment ref="validity" m nQccurs="0"/>
<xsd: el ement ref="coment" m nCccurs="0"/>
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el ement nane="issuer-nane" type="issuer-nanme"/>

<xsd: conpl exType nanme="i ssuer - nang" >
<xsd: sequence>
<xsd: group ref="principal"/>
<xsd: el ement nane="nane" type="byte-string"/>
</ xsd: sequence>
</ xsd: conpl exType>

Renenmber that, according to [SPKI], in a name certificate, the <tag>
field is omtted and <tag-star> is assunmed. Al so there is no
<propagate> field. A nane definition is |like a cord, passing
everything the nane is granted through to the subject.
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5.2 <nane>

A <nane> elenment is an option for <subject> when one wants to
generate a certificate granting authorization to either a naned
group of principals or to a principal that has not yet been defined,
or whose binding with a name ni ght change.

This nanme can be either relative with the principal inplied being
the issuer of the certificate, or fully-qualified in which the
principal is explicitly specified. The later allows the issuer of
the certificate to nake references to any ot her nanespace.

<xsd: el enrent nane="nane" type="nane"/>

<xsd: conpl exType nanme="nane">
<xsd: choi ce>
<xsd: group ref="fqg-name" />
<xsd: group ref="rel ati ve-nane"/>
</ xsd: choi ce>
</ xsd: conpl exType>

<xsd: group nanme="fqg- nane">
<xsd: sequence>
<xsd: group ref="principal" />
<xsd: el ement ref="1ocal - nane" nmaxCccur s="unbounded" />
</ xsd: sequence>
</ xsd: gr oup>

<xsd: group nane="rel ati ve- nane" >
<xsd: sequence>
<xsd: el ement ref="Iocal - name" maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: gr oup>

<xsd: el ement nane="|ocal - nane" type="byte-string"/>
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ACLs and Sequences

ACL and sequence structures are in the gray area of SPKI. ACLs are
private to the verifier and thus specific to one devel oper or
application. Sequences, on the other hand, can be thought of as part
of the protocol using certificates.

<acl >

An ACL is a list of assertions: certificates bodies that do not need
i ssuer fields or signatures because they should be being held
locally to the verifier in secure menory. The fields of an ACL are
the sane fields of an authorization certificate; therefore we wll
not repeat their definition here. Since an ACL is not conmuni cated
to anyone, devel opers are free to choose their own formats.

An ACL is defined as follows:
<xsd: el ement nanme="acl" type="acl"/>

<xsd: conpl exType nanme="acl ">
<xsd: sequence>
<xsd: el ement ref="version" m nCccurs="0"/>
<xsd: el ement ref="entry" m nOccurs="0" maxCccurs="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: el enrent nane="entry" type="acl-entry"/>

<xsd: conpl exType name="acl -entry">
<xsd: sequence>
<xsd: group ref="subject-obj"/>
<xsd: el enent ref="propagate" m nCccurs="0"/>
<xsd: el ement ref="tag"/>
<xsd: el ement ref="validity" m nQccurs="0"/>
<xsd: el enment ref="comment" m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>

<sequence>

A sequence is an ordered |ist of objects that the verifier is to
consi der when deciding to grant access. By reducing the certificates
in the sequence that the final subject has been granted authority

t hrough the sequence. For details on sequence reducti on see section
8 in [SPKI] and section 6 in [ RFC2693].
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| enent nanme="sequence" type="sequence"/>

<xsd: conpl exType nanme="sequence" >
<xsd: sequence maxCccur s="unbounded" >
<xsd: group ref="seqg-entry"/>
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7 Online Test Reply Formats

An online test results in a digitally signed object carrying its own
date range, explicitly or inplicitly. The object specifies either a
list of invalid certificates or that a given certificate (or list of
certificates) is still valid.

Each of these objects contains a validity period interval. The
object is valid only during that interval and a sequence of objects
nmust be issued for non-overlapping intervals, so that the user of

t he object knows when it has the current one.

7.1 CRL and detl a-CRL

A CRL is alist of certificates that have been revoked (are no
longer valid). If one wants to provide CRLs, and that CRL grows, one
may prefer to send only a delta-CRL.

<xsd: conpl exType nane="crl">

<xsd: sequence>
<xsd: el enment ref="version" m nGCccurs="0"/>
<xsd: el ement ref="cancel ed"/>
<xsd: group ref="valid-basic"/>

</ xsd: sequence>

</ xsd: conpl exType>

<xsd: conpl exType name="delta-crl">
<xsd: sequence>
<xsd: el ement ref="version" m nCccurs="0"/>
<xsd: el ement ref="hash"/>
<xsd: el ement ref="cancel ed"/>
<xsd: group ref="valid-basic"/>
</ xsd: sequence>
</ xsd: conpl exType>

The hash in the delta-crl is the hash of the predecessor CRL or
delta-CRL that this one is nodifying. For conveni ence, the hash
shoul d probably al so have a URI pointing the user to that
predecessor.

7.2 Revalidation and One-tinme Revalidation
A revalidation is the | ogical opposite of a CRL. Instead of listing

the certificates that are no longer valid, the revalidation
instrument gives the list of certificates that are valid.
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<xsd: el ement nane="reval " type="reval"/>

<xsd: conpl exType nanme="reval ">

<xsd: sequence>
<xsd: el ement ref="version" mnCccurs="0"/>
<xsd: el ement ref="valid"/>
<xsd: group ref="reval - body"/ >

</ xsd: sequence>

</ xsd: conpl exType>

<xsd: el ement nane="valid" type="reval -hash-list"/>

<xsd: group nane="reval - body" >
<xsd: choi ce>
<xsd: el ement ref="one-time"/>
<xsd: group ref="valid-basic"/>
</ xsd: choi ce>
</ xsd: gr oup>

<xsd: conpl exType name="reval - hash-1ist">
<xsd: sequence>
<xsd: el ement ref="hash" maxCccurs="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>
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8 From S-expressions to XM.-encoded Certificates

There are a nunber of alternatives for dealing with the trans-codi ng
from S-expressions to XM.- based SPKI objects. This process
corresponds to what in XML terns is called upstream process: process
for expressing information abstractly. This upstream process can be
seen as the generation, fromraw information, a XM. docunent. Its
counterpart is the downstream process, the process by which
information is processed and/or consumned.

XML and associ at ed standards do not address the upstream process,
since this process needs to deal with "unstructured and raw'
information froman XM point of view Thus there is no XM standard
way to address this issue and each devel oper or application should
cone up with its own solution.

8.1 Adapted S-expressions Parser

A first approach for this process in the case of SPKI S-expressions
is the one taken in [S2X] by Carl Ellison. The piece of software
parses an S-expression, and when generating the XM. output, it
recogni zes the SPKI keywords and treats themin order to generate

t he equival ent XML document. |f one pushed this approach further, we
coul d have an SPKI library witten in any |anguage that parses SPK
obj ects encoded in S-expressions and translates the in-nmenory
object-tree to XML according to the syntax defined by the XM
Schenma.

Taki ng i nto account that the XM. Schema defined in this docunent
specifies a syntax and granmar that matches (al nost) that of [SPKI],
it should not be too difficult to adapt Carl Ellison's code in [S2X]
in order to provide an output conform ng to the SPKI-XM Schena.

8.2 Custom Conpil er

Gven that in [SPKI] we have a pseudo-fornmal BNF syntax of all SPK
objects, one could use it in order to generate a conpiler that reads
and parses SPKI S-expressions and generates the correspondi ng XM-
SPKI docunment. These are well-known techniques in the world of

| anguage theory and conpilers. A devel oper could use tools such as
LEX and YACC, or JavaCC anpbng many ot hers.

8.3 Oher Possibilities

The approaches presented above are not the only ones. For exanpl e,
Sun is defining the "Java Architecture for XM Bi ndi ng" [ JAXB]
through its "Community Process". Its goal is to wite a code
generator froma XM. Scherma or DID so that the conmponents of an XM
docunent are nmapped to in-nmenory objects that represent, in an
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obvi ous and useful way, the docunment's intended neani ng according to
its schena.

A devel oper could take the set of classes generated by JAXB
conpilers and wite the code for unmarshalling from S expressions

i nstead of XML docunents. Once this has been achieved, calling the
mar shal | i ng method on the root el enent of the object hierarchy woul d
generate the correspondi ng validated XM. docunent.

It is not our intention here to provide an exhaustive |ist of al

di f ferent approaches for dealing with the generation of an XM
docunent froma S-expression. W have sinply pointed sone of the
alternatives. Each devel oper shoul d choose what approach to follow,
maybe one of the mentioned in this section, naybe another one.
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9 From XML to S-expressions Encoded Certificates

In previous sections we have already presented and di scussed the XM
representation of SPKI certificates, and gave sonme hints for the
trans-codi ng from S-expressions to XM.-based encoded SPKI objects.
In order to achieve total transparency and i ndependence of the
encoding form we need to address the trans-coding from XM to S-
expressions encoded SPKI objects. The objective of this section is
to define the rules for the transformation from XML to S-expression
encoded SPKI objects. How these rules are applied is another issue,
for which we describe sone options.

9.1 Wiy XSL and XSLT?

There are two basic approaches to dealing with trans-coding from XM
to S-expression encoded SPKI objects: choose a procedurally-oriented
| anguage and i npl enent the rules for the trans-coding, or define
those rul es through XSLT and | eave the application of the rules
open.

Choosi ng a procedural ly-oriented programm ng | anguage sol ves the
i ssue, but has sonme inplications that m ght not ne desirable:

- the user is forced to choose, if avail able, one inplenmentation
anong sever al

- the definition of the transformation rules and the application are
fixed by the concrete inplenentation

- the user cannot choose how the rul es should be applied

- devel opers need to deal with all |owlevel progranm ng aspects of
a procedural ly-oriented | anguage, such as menory management or node
mani pul ation, with all the inplenmentation errors that m ght appear

On the other hand, XSLT focuses on the definition of rules for the
transformati on of XM. docunments, maminly for rendering but also for
format transformation. Some of its advantages are:

- allows to deal with the high-level aspects of transformations such
as sorting, counting or matching, |leaving the lowlevel ones to the
XSLT processor

- the declarative nature of styl esheet markup nakes XSLT so very
nmuch nore accessible to non-programrers than the inperative nature
of procedurally-oriented transformati on | anguages

- there is a strong relation between XM. and XSLT that we can take
advantage of in order to ease these transformati ons, which can be
seen as an XM. downstream process

- as consequence, we can bind an XM. docunent with its
transformation via process instructions inside the XM. docunent.
These process instructions instruct the browser on how to display

t he documnent
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- the extensible nature of XSLT lets transformations that cannot be
expressed by the XSLT "conform ng techni ques"” [ XSLT] can be so
t hrough processor extensions.

9.2 Application of Rules

As said earlier, in this section we focus on the definition of rules
for the trans-coding of SPKI object, from XM to S-expressions.
There are a nunber of ways these rules can be applied, which we

i ntroduce here. W believe defining the transformation rules and

| eave their application undefined is the nost flexible and open
solution to this issue

A user with the SPKI-XSLT can transform SPKI - XM. docunent via a XSLT
processor. An XSLT processor takes as input a XM. docunment and the
XSLT styl esheet and produces a text output that represents the
transfornmed docunent. There are a nunber of XSLT processors

avail abl e today, being the best known Xal an and XT.

If the transformation is oriented to the rendering of the XM
docunment, one can associate the stylesheet defining howto display
the XML docunment to the docunent. The displaying application, for
exanple a browser, will interpret the transformation rules and
render it transparently.

Anot her alternative oriented to those cases in which a piece of
software doing the transformation process is required, would inply
the use of the rules definition and conpile it into |ightweight and
portabl e codes, called Translets. Translets can be used from for
exanpl e, a Java conmponent to process XM. documents agai nst these
conpi |l ed styl esheets and generate output according to the styl esheet
i nstructions. Translets have sone advantages over the above
alternatives: they have small footprint, they are fast and provide
hi gh t hroughput, they do not require runtinme conpilation and provide
protection of intellectual property if the rules require it.

9.3 Limtations in XSLT 1.0

XSLT was originally designed primarily for transfornmi ng XM
vocabul aries to the XSL formatting vocabul ary. This does not
preclude us fromusing XSLT for other transformation requirenents.
For this reason, the designers do not claimXSLT 1.0 is a general -
pur pose transformation | anguage.

G ven that we use XSLT for a downstream process to a non- XSL
formatti ng vocabul ary, S-expressions in canonical form it is

under standable we find some limtations. XSLT would need to support
t he decodi ng of hexadeci mal, octal and base-64 for transformng a
non-printable byte-string onto its canonical form For these
reasons, the output of the XSLY stylesheet provided in this
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docunent generates S-expressions in advanced form

This limtation could be solved using XSLT processor extensions. But
this version of XSLT does not provide standard mechani sns for
defining inplementations of extensions. Therefore, an XSLT

Styl esheet that nmust be portable across XSLT processors cannot rely
on particul ar extensions being avail abl e.

XSLT 1.1 introduces an additional data-type into the expression

| anguage. This additional data is called external object. An
external object is created by an external progranm ng | anguage and
returned by an extension function. This external object will be able
to resolve all of the coding/decodi ng problens.

Furthernore XSLT 1.1 al so supports extension functions definitions.
The top-1level xsl:script elenments provide an inplenentation of
extensions functions in a particular nanespace. Codi ng/decodi ng

to/ from base- 64/ hexadeci mal / octal can be solved via a definition in
sone | anguage (currently sonme ECMAScript scripting | anguages). Its
bi ndi ngs al so all ow the function inplenmentations to be provided
directly in the content.

As of this witing, there is not any XSLT processor supporting XSLT
version 1.1

9.4 XSLT Rules Definition

We can characterize XSLT from other techni ques for transformng
information by regarding it as a "transformati on by exanple”,
differentiati ng many other techni ques as "transformati on by program
logic". This perspective focuses on the distinction that our
application is not to tell a XSLT processor how to effect the
changes we need, but rather we tell the XSLT processor what we want
as result, and it is the processor's responsibility to do the work.

The XSLT reconmmendati on provi des a vocabul ary for specifying

tenpl ates that function as "exanples of result”. Based on who we
instruct the XSLT processor to access the source of the data being
transformed, the processor will incrementally build the result by
adding the filled-in tenplates.

A XSLT styl esheet defines a set of rules (via xsl:tenplate) that are
to be applied on a XML docunent. A XSLT processor parses the XM
docunent | ooking for tenplates defined in the rules, "consunes" the
mat ched el enent and generates a result-tree. A priory, XSLT only
identifies four types of objects froman XM. document:

- the root el enent of the XM. docunent

- nodes in the tree representing the XM. docunent

- text that are the |eaves of the tree representing the XM. document
- element attributes that are part too of the tree
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- comments, for which one can specify a specific treatnent
- process instructions, for which, again, one can specify specific
t r eat nent

A tenplate may contain both text that will appear literally in the
out put docurment and XSL instructions that copy data fromthe input
XML document to the result. Because all XSL instructions are in the
xsl: nanmespace, one can easily distinguish between the el enents that
are literal data to be copied to the output and XSL instructions.

9.4.1 XSLT for SPKI-XM. to S expressions

The principle in the rules definition is very sinple: we define a
rule for each element that is to generate an output. These el enents
correspond to types S-expressions; for exanple '(public-key'. Then
we define a specific treatnent for terminal text nodes. Al byte-
strings will go through this tenplate and it is here we verify
whether it has a display-type or not. This approach works because we
only need to deal with one attribute (the display-type) for
generating S-expressions, and we ignore coments and process

i nstructions.

We see a bit nore in detail the rules definition. For the conplete
XSLT Styl esheet see Appendi x D

<xsl:tenplate match="/">
<xsl : appl y-tenpl at es/ >
</ xsl : tenpl at e>

The above rule "turns on" the processor. It matches the root el enent
and starts the process by instructing the XSLT processor to apply
the tenplates on the other elenents of the tree.

<xsl :tenpl ate mat ch="public-key">
<xsl :text>(public-key </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl : tenpl at e>

This is the rule for public keys: when the XSLT processor finds an
el ement 'public-key' it produces the output '(public-key ', re-
applies the tenplates on the next elenment in the tree, and produces
sone nore output ')'. This process is simlar to the generation of
S-expressions: first the opening '(' and the type, then all of its

parts, and finally the closing ')".
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<xsl:tenplate match="text()">
<xsl:variabl e name="dt">
<xsl:val ue-of select="parent::*/ @i splay-type"/>
</ xsl :vari abl e>
<xsl:text> </xsl:text>
<xsl:if test="string-length($dt) !'= 0">
<xsl : val ue-of select="%dt"/>
</xsl:if>
<xsl :val ue-of select="."/>
</ xsl :tenpl at e>

This tenplate is used by the processor when it finds a text note
(match="text()"). Wen the processor finds a text, it will go back
to the parent node and assign its display-type attribute to the
variable '"dt'. This is type of tree access is defined by XPath, that
provides direct access to docunment elenments. Then we verify whet her
"dt' has sonme value, the display-type, and if so it is copied to
output. In any case we copy the text val ue.

Wth these sinple rules we are able to transform XM.- encoded SPK
certificates back to S-expressions. Here, these S-expressions are in
advanced form but in the future we expect it will be possible to
directly generate the canonical form of S-expressions.
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10

10.

Open |ssues in XM.-encoded SPKI Certificates

There are a nunber of issues, problens or alternatives in the XM-
SPKI Schenma presented and di scussed in this docunment. In this
section we try to present all of themin order to open discussions
and reach an agreenent with the SPKI conmunity.

The order of the different points presented here does not follow any
specific criteria, except for its pseudo-randomess.

1 XM.-DSI G

XM.-DSIG [XSIG is a joint effort between WBC and | ETF in order to
specify the syntax and processing rules for creating and
representing digital signatures in XM.. XM.-DSI G defines the Keylnfo
elenent in a signature, which is an optional element that enables
the verifier to obtain the key needed to verify the signature. If
omtted, it is assunmed that the verifier is able to identify the key
based on the application context. The Keylnfo el enent may have
children el enents, for exanple PGPData, SPKIData or X509Dat a.
Semantically, these should be seen as data structures that sonehow
"enpower" or authenticate the signing key.

J. Paajarvi in [PAAJ] uses XM signatures to represent signatures
over SPKI objects. However we do not believe this is the best option
in this case for the foll owi ng reasons:

- The contents of Keylnfo should provide the necessary infornmation
for authenticating the signing key. In the case of SPKI this should
be a sequence, in SPKI terns, going fromthe verifiers ACL to the
signing key. However, SPKI signatures cannot contain such

i nfornati on since they are only neaningful regarding the previous
el emrent in the sequence.

- Trans-codi ng from S-expressi on based signatures to XM. and vi ce-
versa woul d represent a rather conplex definition because we woul d
need al so to provide key values as expected by XM.-DSI G, and these
are not al ways conpatible with the objects defined by SPKI
Furthernore it would break the syntax and semantics of a SPK

si gnhat ure.

- Interoperability between S-expression and XM signhatures (see sub-
section hereafter) becones inpossible to achieve, at least in the
case of "nested" signatures (signing signed objects).

For these reasons, we decided to define XM. SPKI signatures in such
a way that they fully follow their definition in [SPKI] both
syntactically and semantically.
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10.

10.

2 Signature Level Interoperability and XM. Canoni cal Formns

The goal of this document is not only the definition of an XM
Schema for SPKI certificates, but rather provide a way for the

sean ess usage of SPKI encoded in different formats, nanely S-
expressions and XM.. ldeally, one should be able to generate a
sequence fully from XM., with signature elenents in it, tans-code it
to S-expressions and be able to verify the signature. This is the
only way to achieve full interoperability between S-expression and
XM_- encoded SPKI signatures.

The only solution in order to achieve this would be to define a XM
canoni cal i zati on nethod such that the resulting canonical form of
the XML docunment matches that of the canonical S-expression. There
may be the need for sonme processing before applying the
canoni cal i zation, for exanple character encoding rules.

Today this seens rather unlikely: to start with, we are not yet able
to define, with XM.-based standards, the trans-coding from XM.- SPK
to S-expressions in their canonical form But, as exposed in
previous section, when XSLT processors inplenenting version 1.1 of
XSLT are available, this step will be possible.

If, and this is a big if, one could specify as canonicalization

net hod, the application of a XSLT styl esheet identified by an URI,
and take the result as canonical formfor the docunent, we would
achieve total interoperability between XM. and S-expressions encoded
SPKI obj ects.

Note that just because this has not been done until today does not
mean that it will never be done. XSL and XSLT are rather new in
ternms of XML history. If this approach is found interesting for the
obj ectives of SPKI, naybe SPKI as an | ETF Wrking G oup or

i ndividuals could propose it to both XML Canonicalization and XM
Si gnat ure groups.

3 Any Nanespace, Wy Not Al |l owed?

As we have already pointed out previously in this docunment, there
are a nunber of places (key values and signatures) in which we could
use references to other nanespaces (##any in XM.) in order to define
new types of data (new key val ues and signatures). Doing so one
could extend the SPKI specification provided with this schena sinply
by defining the new objects in another, probably custom nanespace.
We could still validate the XM. docunment and ensure that the
external |l y-defined data structures are well-fornmed (but not they are
valid). But the case of SPKI we cannot allowit for one reason: we
want to be able to transformany data structure in the docunent back
to S-expressions. And in order to do so, the stylesheet needs to
"know' the XM. docurment in order to transformthemto S-expressions.
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10.

10.

10.

The sane restriction applies to private key val ues, hashes and
si gnat ures.

4 String or <byte-string> for ldentifiers

In the specification process we choose to use strings as algorithm
identifiers in order to sinplify the algorithmidentifier types. In
case this shortcut is invalid, we would need to define algorithm
identifiers as a union conplex type between <bytes> (for known

al gorithnms) and <string> (for non-standard al gorithns).

If even <bytes> is still unacceptable, then the only solutionis to
define algorithns identifiers as <byte-string> but in that case, we
woul d be unable to enunerate them

This is an issue open to di scussion.

5 Limtations in XM. Sets xsd: al

Sets in XM. (xsd:all) are the only group nodel in that can inpl enent
unordered el enents. However it inposes sone inportant restrictions
as of their contents:

- all sets must be content-local and the top-level elenent of their

type.
- all sets may contain only individual elenent declarations

Furthernore, nost parsers we have tested do not correctly process
the xsd:all group nodel.

For these reasons we had to inpose order in both certificates and
ACLs. We expect this problemto be solves in future rel eases of XM
Schema and parser inplenmentations.

6 Transforns El enent for <byte-string>

As we already pointed out in section 3.1.1, the <bytes> type does
not support the transformations attribute. These attributes specify
what are the transfornmations to apply on a piece of data in a XM
docunent in order to obtain the original value. W could use it to
i ndi cate the encoding of a <byte-string> for exanple base-64. In
case the SPKI comunity finds this useful, this slight nodification
can be added in next version of the XM.-SPKI Scherma. It is open to
di scussi on.
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10.7 XM. Derived Types

XML allows the definition of a type as extension or restriction to
anot her al ready-defined type. W have used this mechani smfor
certificates (authorization and name) and for online newcert
construct.

In order to nmake this feature of derivation in XM. Schemas work, and
to identify exactly which derived type is intended in a specific
case, the derived type must be identified in the instance docunent.
The derived type is identified using the xsi:type attribute, which
is part of the XML Schena instance nanespace.

10.8 XML Schema 2001- 05- 02

The WBC rel eased a new version of XML Schema Techni ca
Recomendati on as of March 2nd 2001. The XM.- SPKI schena presented
in this docunment does not follow that recommendati on. There are a
nunber of significant changes in several aspects that we have not
yet applied. These changes affect the patterns, character encoding
and pre-defined types (xsd:binary no | onger exists and has been
substituted by several xsd: XXXbi nary).

In next version of this document we will apply these changes.
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Appendi x A - Exanpl es of XM.-encoded SPKI objects

Here we provide the XML form of sone of the exanples that appear in
[ CERTEX], plus sone others. For each exanple we provide the advanced
S-expression formand the correspondi ng XM. docunent .

A. 1 FTP Exanpl e

Thi s exanple corresponds to section 2.1 in [CERTEX]. The tag gives
perm ssion to FTP host cybercash.com and | ogin as user cne.

(tag (ftp cybercash.comcne))
And the corresponding XM. el enent is:

<t ag>
<si npl e-t ag>
<type>ftp</type>
<t ag-stri ng>cybercash. conx/tag-stri ng>
<tag-string>cne</tag-string>
</ sinmpl e-tag>
</tag>

A. 2 HTTP Exanpl e

This exanple is based on section 2.2 in [CERTEX]. The tag gives
perm ssion to access the web pages at the specified URI

(tag (http (* prefix http://acme.com conpany-private/personnel/)))
And the corresponding XM el enent is:

<t ag>
<si npl e-t ag>
<type>http</type>

</simple-tag> T T TTTTTToTTToTTTTTTTeTTeTTo
</ tag>

A. 3 Spend Money Exanpl e
Thi s exanple corresponds to section 2.5 in [CERTEX]. The tag gives
perm ssion to spend up to 500.00 per electronic check fromthe
i ndi cated checki ng account at the Bank of Boston. W have nodified
the exanple in order to conformwith the tag specification
(tag (spend BankBoston "011000390 436 20608"
(* range nuneric le "500.00")))
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And the corresponding XM_ el enent is:

<t ag>
<si npl e-tag>
<t ype>spend</type>
<t ag- stri ng>BankBost on</t ag-stri ng>
<tag-string>"011000390 436 20608"</tag-string>
<range>
<range- orderi ng>nuneri c</range- ordering>
<up-linp
<limt-type>le</limt-type>
<limt-value>"500.00"</linmt-val ue>
</up-linp
</ range>
</ sinpl e-tag>
</tag>

A. 4 Locator Certificate Exanple

Thi s exanple corresponds to section 3.1 in [CERTEX]. It represents a
| ocator certificate, that is, a certificate issued by a conpany that
prom ses to keep track of the indicated keyhol der until the not-
after date, and prom ses to serve the keyhol der with papers for the
indicated fee in the indicated currency, up until the not-after

dat e.

(cert
(i ssuer (hash md5 | u2kl 73M OGbh501zkGrHdbA==|))
(subj ect (keyholder (hash nd5 | kuXyqgx8j YWdz/j 7Vifr+yg==| )))
(tag (tracking-fee "150" USD))
(validity (not-after "2003-01-01 _00:00:00")))

And the correspondi ng XM.-encoded certificate is:

<cert xsi:type="authorization-cert">
<i ssuer>
<hash>
<hash- al g- nane>nd5</ hash- al g- nane>
<hash-val ue>| u2kl 73M bh501zkGrHdbA==| </ hash- val ue>
</ hash>
</issuer>
<subj ect >
<keyhol der >
<hash>
<hash- al g- name>nd5</ hash- al g- nane>
<hash- val ue>| kuXyqgx8j YWiZ/ j 7Vf f r +yg==| </ hash- val ue>
</ hash>
</ keyhol der >
</ subj ect >
<pr opagat e/ >
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<t ag>
<si npl e-tag>
<type>tracki ng-fee</type>
<tag-string>"150"</tag-string>
<tag-string>USD</tag-string>
</ sinpl e-tag>
</tag>
<validity>
<not - aft er >*2003- 01- 01_00: 00: 00" </ not - aft er >
</validity>
</cert>

A.5 I nsurance Certificate Exanple

Novenber 2001

Thi s exanpl e corresponds to section 3.2 in [CERTEX]. Instead of

tracki ng down a keyhol der and serving papers on him or

her, the

person relying on a certificate mght prefer that sone insurance
conpany pay the penalty amount in the event of non-performance, and
then worry on its own about collecting that fee (plus danages, no

doubt) fromthe keyhol der.

(cert
(i ssuer (hash md5 | u2kl 73M Obh501zkGrHdbA==]))

(subj ect (keyhol der (hash nd5 | kuXygx8j YWdzZ/j 7Vffr+yg==| )))

(tag
(i nsured
(amount "50000" USD)
(to (hash nmd5 | 1r 81 CXr yJwev/ BAMUTY Q==|))
(for "Failure to performunder contract (on file):
(hash nmd5 | gPA50i MByETsi xLgo2kVl A==|))))
(validity (not-after "2003-01-01 00:00:00")))

And the correspondi ng XM.-encoded certificate is:

<cert xsi:type="authorization-cert">
<i ssuer>
<hash>
<hash- al g- nane>3: nd5</ hash- al g- nane>

<hash-val ue>| u2kl 73M bh501zkGrHdbA==| </ hash- val ue>

</ hash>
</issuer>
<subj ect >
<keyhol der >
<hash>
<hash- al g- name>3: nd5</ hash- al g- nanme>

<hash- val ue>| kuXyqgx8j YWiZ/ j 7Vf f r +yg==| </ hash- val ue>

</ hash>

</ keyhol der >
</ subj ect >
<propagate />
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<t ag>
<si npl e-tag>
<type>7:insured</type>
<si npl e-tag>
<type>6: anount </ t ype>
<tag-string>5:50000</tag-string>
<tag-string>3: USD</t ag-string>
</ si npl e-tag>
<si npl e-t ag>
<type>2:to</type>
<si npl e-t ag>
<type>4: hash</type>
<tag-string>3: nd5</tag-string>
<tag-string>| 1r 81 CXr yJwev/ BAMUTU Q==| </t ag- stri ng>
</ sinpl e-tag>
</ si npl e-tag>
<si npl e-t ag>
<type>3:for</type>
<tag-string>45:Failure to perform under contract
(on file):</tag-string>
<si npl e-t ag>
<type>4: hash</type>
<tag-string>3: nd5</tag-string>
<t ag- string>| gPA50i MoyETsi xLgo2kVl A==| </t ag-stri ng>
</ sinpl e-tag>
</ si npl e-tag>
</ sinpl e-tag>
</tag>
<validity>
<not - aft er >" 2003- 01- 01_00: 00: 00" </ not - aft er >
</validity>
</cert>

A.6 Auto Certificate Exanple
Thi s exanpl e corresponds to section 3.3 in [ CERTEX].
(cert

(i ssuer (hash shal | 1QvsTPFO/ vqHPGODX/ yEN8ro+sc=]|))
(subj ect (keyhol der (hash shal | 1QusTPFO/ vgqHPGODX/ yEN8r o+sc=|)))

(tag
(* set
(name "Carl™")
(e-mail "cne@cmorg"))))

And the correspondi ng XM.-encoded certificate is:
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<cert xsi:type="authorization-cert">
<i ssuer>
<hash>
<hash- al g- nane>shal</ hash- al g- nane>
<hash- val ue>| 1QvsTPF0O/ vgHPGODX/ YENBr o+sc=| </ hash- val ue>
</ hash>
</issuer>
<subj ect >
<keyhol der >
<hash>
<hash- al g- name>shal</ hash- al g- nanme>
<hash- val ue>| 1QusTPF0/ vqHPGODX/ yENBr o+sc=| </ hash- val ue>
</ hash>
</ keyhol der >
</ subj ect >
<t ag>
<set >
<si npl e-tag>
<t ype>nane</type>
<tag-string>Carl </tag-string>
</ si npl e-tag>
<si npl e-t ag>
<type>e-nmmil </type>
<tag-string>"cnme@cmorg"</tag-string>
</ sinpl e-tag>
</set>
</tag>
<validity>
<not - af t er >"2003- 01-01_00: 00: 00" </ not - after >
</validity>
</cert>
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<?xm version="1.0" encodi ng="UTF-8"?>
<xsd: schenm xm ns: xsd="Ht1p: /7 Vi, V&, Or g/ 2000/ 107 XNUScHeTa™
version="1.0">
<xsd: i ncl ude schenmalLocati on="sexpr.xsd"/>
<l--
<I-- XML Scherma for SPKI certificates
L
<!-- Based on "Sinple Public Key Certificates"
<I-- <draft-ietf-spki-cert-structure-06.txt>
<l-- Description in "XM-SPKI Certificate Strucutre"
<I-- <draft-orri-xm-spki-cert-struc-00.txt>
<I-- Note: references to section nunbers correspond to section
<!-- nunbers in document "XM.-SPKlI Certificate Structure"
<l-- TYPE AND ELEMENT DEFI NI TI ONS
<! - - sy g p—
<l--
<l-- Section 3.2: Primtive Cbjects
<I--
<l-- Section 3.2.1: Public Keys
<I--

<xsd: group nane="princi pal ">
<xsd: choi ce>
<xsd: el enent ref="public-key"/>
<xsd: el enent ref="hash"/>
</ xsd: choi ce>
</ xsd: gr oup>

<xsd: conpl exType name="princi pal ">
<xsd: group ref="principal"/>
</ xsd: conpl exType>

<xsd: el ement nane="public-key" type="pub-key"/>

<xsd: conpl exType name="pub-key" >

<xsd: sequence>
<xsd: el ement ref="key-val ue"/>
<xsd: el ement ref="uris" mnCccurs="0"/>
</ xsd: sequence>

</ xsd: conpl exType>
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<xsd: el enent nane="key-val ue" type="key-val ue"/>

<xsd: conpl exType nanme="key-val ue">

<xsd: sequence>
<xsd: el ement ref="pub-sig-alg-id"/>
<xsd: choi ce>
<xsd: el enent ref="rsa-key-val ue"/>
<xsd: el enent ref="dsa-key-val ue"/>
<xsd: el ement ref="any-key-val ue"/>
</ xsd: choi ce>

</ xsd: sequence>

</ xsd: conpl exType>

<xsd: el ement nane="pub-sig-al g-id" type="pub-sig-alg-id'/>

<xsd: si npl eType name="pub-sig-al g-id">
<xsd: uni on nenber Types="std-pub-sig-alg-id xsd:string"/>
</ xsd: si npl eType>

<xsd: si npl eType name="std-pub-sig-alg-id">
<xsd:restriction base="xsd:string">
<xsd: whi t eSpace val ue="col | apse"/ >
<xsd: enuner ati on val ue="13: rsa- pkcsl-md5"/ >
<xsd: enumer ati on val ue="rsa-pkcsl-nmd5"/>
<xsd: enuner ati on val ue="14:rsa- pkcsl-shal"/>
<xsd: enuner ati on val ue="rsa- pkcsil-shal"/>
<xsd: enuner ati on val ue="9: rsa- pkcs1"/ >
<xsd: enuner ati on val ue="rsa- pkcsl"/>
<xsd: enunerati on val ue="8: dsa-shal"/>
<xsd: enuner ati on val ue="dsa-shal"/>
</xsd:restriction>
</ xsd: si npl eType>

<xsd: el enrent nane="rsa- key-val ue" type="rsa-key-val ue"/ >

<xsd: conpl exType name="r sa- key-val ue">

<xsd: sequence>
<xsd: el emrent nanme="e" type="byte-string"/>
<xsd: el ement name="n" type="byte-string"/>
</ xsd: sequence>

</ xsd: conpl exType>

<xsd: el emrent nane="dsa- key-val ue" type="dsa-key-val ue"/>

<xsd: conpl exType nanme="dsa- key-val ue">
<xsd: sequence>
<xsd: el ement nane="p" type="byte-string"/>
<xsd: el emrent nane="g" type="byte-string" m nQccurs="0"/>
<xsd: el enrent nanme="q" type="byte-string"/>
<xsd: el ement name="y" type="byte-string"/>
</ xsd: sequence>
</ xsd: conpl exType>
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<xsd: el enrent nane="any- key-val ue" type="any-key-val ue"/>

<xsd: conpl exType name="any- key-val ue">

<xsd: sequence>

<xsd: el ement ref="sexpr" nmaxCccurs="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<l-- -->
<l-- Section 3.2.2: Private Keys -->
<l-- o>

<xsd: el ement nanme="private-key" type="priv-key"/>

<xsd: conpl exType nane="priv-key">
<xsd: sequence>
<xsd: el enent ref="pub-sig-alg-id"/>
<xsd: choi ce>
<xsd: el ement ref="rsa-priv-key-value"/>
<xsd: el ement ref="rsa-crt-key-val ue"/>
<xsd: el enment ref="dsa-priv-key-val ue"/>
<xsd: el enent ref="any-key-val ue"/>
</ xsd: choi ce>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: el ement nane="rsa-priv-key-val ue" type="rsa-priv-key-val ue"/>

<xsd: conpl exType name="rsa-priv-key-val ue">
<xsd: sequence>
<xsd: el ement nane="e" type="byte-string" m nQccurs="0"/>
<xsd: el emrent nanme="n" type="byte-string"/>
<xsd: el enent name="d" type="byte-string"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: el emrent nane="rsa-crt-key-val ue" type="rsa-crt-key-val ue"/ >

<xsd: conpl exType nane="rsa-crt-key-val ue">
<xsd: sequence>
<xsd: el ement nane="e" type="byte-string" m nQccurs="0"/>
<xsd: el ement nane="n" type="byte-string"/>
<xsd: el enent name="d" type="byte-string"/>
<xsd: el ement name="p" type="byte-string"/>
<xsd: el ement nane="q" type="byte-string"/>
<xsd: el ement nane="a" type="byte-string"/>
<xsd: el enrent nanme="b" type="byte-string"/>
<xsd: el enent nanme="c" type="byte-string"/>
</ xsd: sequence>

</ xsd: conpl exType>
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<xsd: el ement nane="dsa-priv-key-val ue" type="dsa-priv-key-val ue"/>

<xsd: conpl exType nanme="dsa-priv-key-val ue">
<xsd: sequence>
<xsd: el ement nane="p" type="byte-string"/>
<xsd: el ement nane="g" type="byte-string" m nQccurs="0"/>
<xsd: el ement nane="q" type="byte-string"/>
<xsd: el enrent name="y" type="byte-string"/>
<xsd: el ement nanme="x" type="byte-string"/>
</ xsd: sequence>
</ xsd: conpl exType>

<I-- -->
<l-- Section 3.2.3: Hashes >
<l-- -->

<xsd: el ement nane="hash" type="hash"/>

<xsd: conpl exType name="hash">

<xsd: sequence>
<xsd: el ement ref="hash-al g- name"/>
<xsd: el enment ref="hash-val ue"/>
<xsd: el ement ref="uris" m nCccurs="0"/>
</ xsd: sequence>

</ xsd: conpl exType>

<xsd: el emrent nane="hash-al g- nane" type="hash-al g- nane"/ >

<xsd: si npl eType nanme="hash- al g- nane" >
<xsd: uni on nmenber Types="std- hash-al g- nanme xsd: string"/>
</ xsd: si npl eType>

<xsd: si npl eType nanme="st d- hash- al g- nane" >
<xsd:restriction base="xsd:string">
<xsd: enuner ati on val ue="3: nd5"/ >
<xsd: enuneration val ue="nd5"/ >
<xsd: enuner ati on val ue="4:shal"/ >
<xsd: enuner ati on val ue="shal"/>
</ xsd:restriction>
</ xsd: si npl eType>

<xsd: el ement nane="hash-val ue" type="byte-string"/>
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<l--

<l-- Section 3.2.4: Signatures
<l--

<xsd: el ement nane="si gnature" type="signature"/>

<xsd: conpl exType nanme="si gnat ure">
<xsd: sequence>
<xsd: el ement ref="hash"/>
<xsd: group ref="principal"/>
<xsd: el ement ref="signature-value"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: el ement nane="si gnat ure-val ue" type="signature-val ue"/>

<xsd: conpl exType name="si gnat ure-val ue">
<xsd: sequence>
<xsd: el ement ref="pub-sig-alg-id"/>
<xsd: group ref="sig-parans"/>

</ xsd: sequence>

</ xsd: conpl exType>

<xsd: group name="si g- parans">
<xsd: choi ce>
<xsd: el enment ref="dsa-sig-parans"/>
<xsd: el enment ref="rsa-sig-parans"/>
<xsd: el enent ref="any-sig-parans"/>
</ xsd: choi ce>
</ xsd: gr oup>

<xsd: el ement nane="rsa-si g-parans" type="byte-string"/>
<xsd: el enent nane="dsa- si g- parans" type="dsa-si g-parans"/>

<xsd: conpl exType name="dsa- si g- parans" >
<xsd: sequence>
<xsd: el enrent name="r" type="byte-string"/>
<xsd: el ement name="s" type="byte-string"/>
</ xsd: sequence>

</ xsd: conpl exType>

<xsd: el ement nane="any- si g- parans" type="any-si g-parans"/>

<xsd: conpl exType name="any- si g- par ans" >

<xsd: choi ce>

<xsd: el ement ref="byte-string"/>

<xsd: el enent ref="sexpr" maxCccurs="unbounded"/>
</ xsd: choi ce>
</ xsd: conpl exType>

2001
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<l-- Section 4: Authorization Certificates

<l--

<xsd: el enent

nane="cert" type="certificate"/>

<xsd: conpl exType nane="certificate">
<xsd: sequence>
ement ref="version" m nOccurs="0"/>
ement ref="display" mnCccurs="0"/>
ement ref="subject"/>

ement ref="validity" mnCccurs="0"/>
ement ref="coment" m nCccurs="0"/>

<xsd: el
<xsd: el
<xsd: el
<xsd: el
<xsd: el

</ xsd: sequence>

</ xsd: conpl exType>

<xsd: conpl exType nanme="aut hori zation-cert">
<xsd: conpl exCont ent >
<xsd:restriction base="certificate">

<xsd: sequence>

<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
<xsd:
</ xsd:

el ement ref="version" m nGCccurs="0"/>

el ement ref="display" m nCccurs="0"/>

el ement ref="issuer"/>

el enent ref="issuer-info" mnCccurs="0"/>
el ement ref="subject"/>

el ement ref="subject-info" mnCccurs="0"/>
el ement ref="propagate" m nCccurs="0"/>
el ement ref="tag"/>

el ement ref="validity" m nQccurs="0"/>

el enent ref="coment” m nCccurs="0"/>
sequence>

</xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<I--

<l-- Section 4. X Parts of Authorization Certificates

<l--

<xsd: el enent

<xsd: el enent

<xsd: el enent

<xsd: el enent

<xsd: el enent

Ori and Mas

name="ver si on" type="integer"/>
nane="di spl ay" type="byte-string"/>
nane="i ssuer" type="principal"/>
nane="i ssuer-info" type="uris"/>

nanme="uris" type="uris"/>
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<xsd: conpl exType nanme="uris">

<xsd: sequence>

<xsd: el ement ref="uri" maxQOccurs="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>
<xsd: el ement nane="uri" type="byte-string"/>
<xsd: el ement nane="subj ect-info" type="uris"/>
<xsd: el ement nane="propagate" type="del eg"/>
<xsd: conpl exType nanme="del eg"/ >

<xsd: el ement nane="conment" type="byte-string"/>

<l-- -->
<l-- Section 4.5: Subject and Subject Objects -->
<l-- -->

<xsd: el ement nane="subj ect" type="subj-obj"/>

<xsd: conpl exType name="subj - obj ">
<xsd: group ref="subject-obj"/>
</ xsd: conpl exType>

<xsd: group nanme="subj ect -obj ">
<xsd: choi ce>
<xsd: group ref="principal"/>
<xsd: el ement ref="nane"/>
<xsd: el ement ref="o0bject-hash"/>
<xsd: el ement ref="keyhol der"/>
<xsd: el ement ref="k-of-n"/>

</ xsd: choi ce>

</ xsd: gr oup>

<l-- <pame> see section 5 -->
<xsd: el ement nane="obj ect - hash" type="hash"/>
<xsd: el ement nane="keyhol der" type="keyhol der-obj"/>
<xsd: conpl exType nanme="keyhol der - obj ">
<xsd: choi ce>
<xsd: group ref="principal"/>
<xsd: el ement ref="nane"/>
</ xsd: choi ce>
</ xsd: conpl exType>

<xsd: el ement nane="k-of-n" type="subj-thresh"/>
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<xsd: conpl exType nanme="subj-thresh">
<xsd: sequence>
<xsd: el ement ref="k-val"/>
<xsd: el ement ref="n-val"/>
<xsd: group ref="subject-obj" m nCccurs="0" maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: el ement name="k-val" type="integer"/>

<xsd: el ement nane="n-val" type="integer"/>

<l-- -->
<l-- Section 4.8: Tags -->
<l-- -->

<xsd: el emrent nane="tag" type="tag-content"/>

<xsd: conpl exType name="t ag- content">
<xsd: choi ce>
<xsd: group ref="tag-expression"/>
<xsd: el ement ref="tag-null"/>
<xsd: el enent ref="tag-star"/>

</ xsd: choi ce>

</ xsd: conpl exType>

<xsd: group nanme="t ag- expressi on">
<xsd: choi ce>
<xsd: el enment ref="tag-string"/>
<xsd: group ref="star-tag"/>
<xsd: el ement ref="sinple-tag"/>
</ xsd: choi ce>
</ xsd: gr oup>

<xsd: el ement nane="tag-null" type="tag-null"/>
<xsd: conpl exType name="tag-null"/>
<xsd: el ement nane="tag-star" type="tag-star"/>
<xsd: conpl exType nanme="tag-star"/>
<xsd: el ement nane="tag-string" type="byte-string"/>
<xsd: group name="star-tag">

<xsd: choi ce>

<xsd: el ement ref="set"/>

<xsd: el enment ref="prefix"/>

<xsd: el enent ref="range"/>

</ xsd: choi ce>
</ xsd: gr oup>
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<xsd: el emrent nane="si npl e-tag" type="sinple-tag"/>

<xsd: conpl exType nanme="si npl e-tag">
<xsd: sequence>
<xsd: el ement ref="type"/>
<xsd: group ref="tag-expressi on" mnCccurs="0"
maxQccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: el ement nane="type" type="byte-string"/>
<xsd: el enrent nane="set" type="tag-set"/>

<xsd: conpl exType name="t ag-set">
<xsd: sequence>
<xsd: group ref="tag-expressi on" mnCccurs="0"
maxQccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: el ement nane="prefix" type="byte-string"/>
<xsd: el ement nane="range" type="tag-range"/>

<xsd: conpl exType nanme="t ag-range">

<xsd: sequence>
<xsd: el enrent nane="range-ordering" type="range-ordering"/>
<xsd: el emrent nanme="low |l inf type="lowlim mnCccurs="0"/>
<xsd: el ement name="up-lim type="up-linf m nQccurs="0"/>
</ xsd: sequence>

</ xsd: conpl exType>

<xsd: si npl eType nanme="range-ordering" id="range-ordering">
<xsd:restriction base="xsd:string">
<xsd: whi t eSpace val ue="col | apse"/ >
<xsd: enuner ati on val ue="5: al pha"/>
<xsd: enuner ati on val ue="al pha"/>
<xsd: enuner ati on val ue="7: nuneric"/>
<xsd: enuneration val ue="nuneric"/>
<xsd: enurnerati on val ue="4:tine"/>
<xsd: enurner ati on val ue="tinme"/>
<xsd: enuner ati on val ue="6: bi nary"/ >
<xsd: enuner ati on val ue="hi nary"/ >
<xsd: enumer ati on val ue="4:date"/ >
<xsd: enurner ati on val ue="date"/>
</xsd:restriction>

</ xsd: si npl eType>
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<xsd: conpl exType name="linmt">

<xsd: sequence>
<xsd: el ement nanme="limt-type" type="byte-string"/>
<xsd: el emrent name="limt-val ue" type="byte-string"/>

</ xsd: sequence>
</ xsd: conpl exType>

<xsd: conpl exType name="l ow | i ni'>
<xsd: conpl exCont ent >

<xsd:restriction base="linmt">

<xsd: sequence>
<xsd: el enrent nane="linmt-type" type="gte"/>
<xsd: el ement nane="limt-value" type="byte-string"/>

</ xsd: sequence>

</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: si npl eType nane="gte" id="gte">
<xsd:restriction base="xsd:string">
<xsd: whi t eSpace val ue="col | apse"/ >
<xsd: enuneration val ue="1:9"/>
<xsd: enuner ati on val ue="g"/ >
<xsd: enuner ati on val ue="2:ge"/>
<xsd: enuner ati on val ue="ge"/>

</ xsd:restriction>

</ xsd: si npl eType>

<xsd: conpl exType name="up-1ini>
<xsd: conpl exCont ent >

<xsd:restriction base="linmt">

<xsd: sequence>
<xsd: el emrent nanme="limt-type" type="Ilte"/>
<xsd: el enrent nane="limt-value" type="byte-string"/>

</ xsd: sequence>

</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: si npl eType nanme="I|te" id="Ite">
<xsd:restriction base="xsd:string">
<xsd: whi t eSpace val ue="col | apse"/ >
<xsd: enuneration val ue="1:1"/>
<xsd: enuneration val ue="1"/>
<xsd: enuneration value="2:1e"/>
<xsd: enunerati on val ue="le"/>
</xsd:restriction>
</ xsd: si npl eType>
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<l-- -->
<l-- Section 4.9: Validity -->
<l-- -->

<xsd: el ement nane="validity" type="validity"/>

<xsd: conpl exType name="validity">
<xsd: sequence>
<xsd: group ref="valid-basic"/>
<xsd: el ement ref="online" m nCccurs="0" maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: group name="val i d-basic">
<xsd: sequence>
<xsd: el enent ref="not-before" m nCccurs="0"/>
<xsd: el ement ref="not-after" m nCccurs="0"/>
</ xsd: sequence>
</ xsd: gr oup>

<xsd: el ement nane="not-before" type="date"/>
<xsd: el enent name="not-after" type="date"/>

<xsd: si npl eType nane="date" >
<xsd:restriction base="xsd:string">
<xsd: whi t eSpace val ue="col | apse"/ >
<xsd: pattern value=""[0-9]{4}-(0[1-9]]|1[0-2])-
(O[1-9]|[1-2][0-9]|3[0-1])_
([0-1][0-9]|2[0-4]):([0-5][0-9]):
([0-5][0-9])"" />
</ xsd:restriction>
</ xsd: si npl eType>

<xsd: el ement nane="online" type="online-test"/>

<xsd: conpl exType nane="online-test">

<xsd: sequence>

<xsd: el ement ref="online-type"/>

<xsd: el ement ref="uris"/>

<xsd: group ref="principal"/>

<xsd: el ement ref="id"/>

<xsd: group ref="spart" m nQccurs="0" maxCccurs="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>
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<xsd: conpl exType nanme="onl i ne-test-newcert">
<xsd: conpl exCont ent >
<xsd:restriction base="online-test">
<xsd: sequence>
<xsd: el ement nane="onli ne-type">
<xsd: si npl eType>
<xsd:restriction base="xsd:string">
<xsd: whi t eSpace val ue="col | apse"/ >
<xsd: enumner ati on val ue="8: newcert"/>
<xsd: enuner ati on val ue="newcert"/>
</xsd:restriction>
</ xsd: si npl eType>
</ xsd: el emrent >
<xsd: el ement ref="uris"/>
</ xsd: sequence>
</ xsd:restriction>
</ xsd: conpl exCont ent >
</ xsd: conpl exType>

<xsd: el ement nane="online-type" type="online-type"/>

<xsd: si npl eType name="onl i ne-type" id="online-type">
<xsd:restriction base="xsd:string">
<xsd: whi t eSpace val ue="col | apse"/>
<xsd: enuneration value="3:crl"/>
<xsd: enuneration value="crl"/>
<xsd: enuner ati on val ue="5:reval "/ >
<xsd: enuner ati on val ue="reval "/ >
<xsd: enuner ati on val ue="8:one-ti nme"/>
<xsd: enuner ati on val ue="one-tine"/>
</ xsd:restriction>

</ xsd: si npl eType>

<xsd: el enrent nanme="id" type="byte-string"/>

<l-- -->
<l-- Section 5: Nanme Certificates -->
<l-- -->

<xsd: conpl exType nane="nane-cert">
<xsd: conpl exCont ent >
<xsd:restriction base="certificate">
<xsd: sequence>
<xsd: el ement ref="version" m nCccurs="0"/>
<xsd: el ement ref="display" m nCccurs="0"/>
<xsd: el ement ref="issuer-nanme"/>
<xsd: el ement ref="subject"/>
<xsd: el ement ref="validity" m nQccurs="0"/>
<xsd: el ement ref="comrent" m nCccurs="0"/>
</ xsd: sequence>
</xsd:restriction>
</ xsd: conpl exCont ent >
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</ xsd: conpl exType>
<xsd: el ement nane="issuer-nane" type="issuer-name"/>

<xsd: conpl exType nane="i ssuer - nanme" >
<xsd: sequence>
<xsd: group ref="principal"/>
<xsd: el enrent nane="nane" type="byte-string"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: el enrent nane="nane" type="nane"/>

<xsd: conpl exType nanme="nane">
<xsd: choi ce>

<xsd: group ref="fqg-name"/>

<xsd: group ref="rel ati ve-nane"/>
</ xsd: choi ce>
</ xsd: conpl exType>

<xsd: group name="fg- nane">
<xsd: sequence>
<xsd: group ref="principal"/>
<xsd: el ement ref="Iocal - name" maxQCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: gr oup>

<xsd: group nane="rel ati ve- nane" >
<xsd: sequence>
<xsd: el ement ref="Iocal - name" maxQCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: gr oup>

<xsd: el enent nane="| ocal - nane" type="byte-string"/>
<I--

<l-- Section 6: ACLs and Sequences

<l--

<xsd: el ement nane="acl" type="acl"/>

<xsd: conpl exType name="acl" id="acl">

<xsd: sequence>
<xsd: el enent ref="version" m nCccurs="0"/>

2001

<xsd: el ement ref="entry" m nCccurs="0" maxCccurs="unbounded"/>

</ xsd: sequence>
</ xsd: conpl exType>
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<xsd: el ement nane="entry" type="acl-entry"/>

<xsd: conpl exType nanme="acl -entry" id="acl-entry">
<xsd: sequence>
<xsd: group ref="subject-obj"/>
<xsd: el ement ref="propagate" m nCccurs="0"/>
<xsd: el ement ref="tag"/>
<xsd: el ement ref="validity" m nQccurs="0"/>
<xsd: el ement ref="coment" m nCccurs="0"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: el enent nane="sequence" type="sequence"/>

<xsd: conpl exType name="sequence" >

<xsd: sequence m nCccurs="0" nmaxQccurs="unbounded" >
<xsd: group ref="seqg-entry"/>

</ xsd: sequence>

</ xsd: conpl exType>

<xsd: group nanme="seq-entry">
<xsd: choi ce>
<xsd: el enent ref="cert"/>
<xsd: el ement ref="public-key"/>
<xsd: el ement ref="signature"/>
<xsd: group ref="op"/>
<xsd: el enment ref="reval "/ >
<xsd: el enent ref="crl"/>
<xsd: el enent ref="delta-crl"/>
</ xsd: choi ce>

</ xsd: gr oup>

<xsd: el enrent nane="do- hash" type="hash-al g- nane"/>
<xsd: el emrent nanme="do" type="general-op"/>

<xsd: conpl exType nanme="op">
<xsd: choi ce>
<xsd: el enent ref="do-hash"/>
<xsd: el enment ref="do"/>
</ xsd: choi ce>
</ xsd: conpl exType>

<xsd: conpl exType nane="general - op" >
<xsd: sequence>
<xsd: el ement ref="operation"/>
<xsd: group ref="spart" nmaxQccurs="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: el ement nane="operation" type="byte-string"/>
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<l--
<l-- Section 7: Online Test Reply Formats
<l--

<xsd: el ement nanme="crl" type="crl"/>

<xsd: conpl exType nanme="crl ">
<xsd: sequence>
<xsd: el ement ref="version" m nCccurs="0"/>
<xsd: el ement ref="cancel ed"/>
<xsd: group ref="valid-basic"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: el ement nane="cancel ed" type="hash-list"/>

<xsd: conpl exType name="hash-list">

<xsd: sequence>

<xsd: el ement ref="hash” m nCccurs="0" maxCccur s="unbounded"/ >
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: el enent nane="delta-crl" type="delta-crl"/>

<xsd: conpl exType name="delta-crl">
<xsd: sequence>
<xsd: el ement ref="version" m nCccurs="0"/>
<xsd: el enent ref="hash"/>
<xsd: el enent ref="cancel ed"/>
<xsd: group ref="valid-basic"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: el enrent nane="reval" type="reval"/>

<xsd: conpl exType name="reval ">
<xsd: choi ce>
<xsd: sequence>
<xsd: el enment ref="version" m nCccurs="0"/>
<xsd: el ement ref="valid"/>
<xsd: group ref="valid-basic"/>
</ xsd: sequence>
<xsd: sequence>
<xsd: el enent ref="version" m nCccurs="0"/>
<xsd: el enent ref="hash"/>
<xsd: el enent ref="one-tine"/>
</ xsd: sequence>
</ xsd: choi ce>
</ xsd: conpl exType>
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<xsd: el ement nane="valid" type="reval-list"/>
<xsd: conpl exType nanme="reval -list">

<xsd: sequence>
<xsd: el emrent ref="hash" naxCccurs="unbounded"/ >
</ xsd: sequence>

</ xsd: conpl exType>

<xsd: el ement nanme="one-tine" type="byte-string"/>

<l--
<l-- Integer
<I--

<xsd: conpl exType name="integer" id="integer">
<xsd: si npl eCont ent >

<xsd: ext ensi on base="byte-string"/>

</ xsd: si npl eCont ent >
</ xsd: conpl exType>

</ xsd: schena>

2001
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Appendi x C - Full S-Expr XM. Schema

<?xm version="1.0" encodi ng="UTF-8"?>
<xsd:schenma xnl ns: xsd="}t1p: /7. WB. or g/ 2000/ 10/ XNLSchene,

el ement For nDef aul t =" qual i fi ed" version="1.0">

<xsd: group nanme="spart">

<xsd: choi ce>
<xsd: el ement ref="byte-string"/>
<xsd: el ement ref="sexpr"/>

</ xsd: choi ce>

</ xsd: gr oup>

<xsd: el ement nane="sexpr" type="sexpr"/>

<xsd: conpl exType nanme="sexpr">
<xsd: sequence>
<xsd: el enent nane="type" type="byte-string" id="type-sexpr"/>
<xsd: group ref="spart” m nCccurs="0" maxQccur s="unbounded"/>
</ xsd: sequence>
</ xsd: conpl exType>

<xsd: el enent nane="byte-string" type="byte-string"/>

<xsd: conpl exType name="byte-string">

<xsd: si npl eCont ent >

<xsd: ext ensi on base="bytes">

<xsd: attri bute nanme="di spl ay-type" type="di spl ay-type"
use="optional "/ >

</ xsd: ext ensi on>

</ xsd: si nmpl eCont ent >
</ xsd: conpl exType>

<xsd: si npl eType nane="di spl ay-type">
<xsd:restriction base="xsd: bi nary">
<xsd: whi t eSpace val ue="col | apse"/ >
<xsd: pattern value="\[(\p{Nd})+: (\p{L}|\p{M]\
\p{PH\p{Z}\p{S}\p{C}) +
<xsd:pattern value="\[\]|(.)+\|\]"/>
<xsd:pattern value="\[#([0-9]|[A-F]|[a-f])*#\]"/>
<xsd:pattern value="\["(.)*"\]'/>
<xsd:pattern value="\[([a-zA-Z\-\./ _:\*\+=]
[a-zA-Z0-9\-\ ./ _:\*\+=]*)\]"/>

P{ N} |
V">

</ xsd: restriction>
</ xsd: si npl eType>
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<xsd: si npl eType name="bytes" id="bytes">
<xsd: restriction base="xsd: bi nary">
<xsd: pattern val ue="(\p{Nd})+: (\p{L}|\p{M |\ p{N}
\p{P}H\p{Z}[\p{S}H\p{C}) +"/ >
<xsd:pattern value="\|(.)+\|"/>
<xsd:pattern value="#([0-9]|[A-F]|[a-f])*#"/>
<xsd: pattern value=""(.)*""/>
<xsd: pattern value="([a-zA-Z\-\./ _:\*\+=]
[a-zA-Z0-9\ -\ ./ \*\+=]*)"/>
</ xsd:restriction>
</ xsd: si npl eType>

</ xsd: schenmn>
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<xsl:tenpl ate match="public-key">
<xsl:text>(public-key </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl : tenpl at e>
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Appendi x D - XSLT Styl esheet for SPKI trans-coding

<?xm version="1.0" encodi ng="UTF-8"?>
<xsl : styl esheet version="1.1"

xm ns: xs| ="t ;77 Vi VG, Or g7 1999 XSL7 Tr st or it

xm ns: fo="http: 7/ vikw. W3. or g/ 1999/ XSL/ For at ',

xm ns: xsi ="t 1 p: /7 W, W8, or g 2000/ 107 XM ScHeris: 1 Tist arce”
<xsl :out put nethod="text" omt-xm-declaration="yes"

i ndent ="no" nedi a-type="text/plain"/>

<xsl:strip-space el ements="*"/>
<l-- -->
<l-- XSLT for transformation of XM. to S-expression SPKlI objects -->
L -->
<l-- Based on SPKI-XM. Schema in docunent -->
<I-- <draft-orri-xm-spki-cert-struc-00.txt> -->
<l-- Note: references to section nunbers correspond to section -->
<!-- nunbers in document "XM.-SPKlI Certificate Structure" -->
<xsl:tenplate match="/">

<xsl : appl y-tenpl at es/ >
</ xsl : tenpl at e>
<xsl:tenplate match="text()">

<xsl:variabl e name="dt">

<xsl:val ue-of select="parent::*/ @i splay-type"/>

</ xsl:vari abl e>

<xsl:text> </xsl:text>

<xsl:if test="string-length($dt) !'= 0">

<xsl :val ue-of select="%dt"/>

</xsl:if>

<xsl:val ue-of select="."/>
</ xsl : tenpl at e>
<l-- -->
<l-- Section 3.2: Primtive Objects -->
<l-- -->
<! - - T —_—_—_—_—_=—=—=— -
<!-- = Public and Private Keys = -->
<! = e SO ————————=—=—=—= -

Ori and Mas Expi res May 2002 [ Page 76]


http://www.w3.org/1999/XSL/Transform"
http://www.w3.org/1999/XSL/Format"
http://www.w3.org/2000/10/XMLSchema-instance">

Internet Draft SPKI - XML Certificate Structure Novenber 2001

<xsl:tenplate match="private-key">
<xsl:text>(private-key (</xsl:text>
<xsl :appl y-tenpl at es/ >
<xsl:text>))</xsl:text>

</ xsl :tenpl at e>

<xsl :tenpl ate mat ch="key-val ue">
<xsl:text>(</xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl : tenpl at e>

<xsl:tenpl ate match="pub-sig-alg-id">
<xsl :appl y-tenpl at es/ >
</ xsl : tenpl at e>

<xsl:tenpl ate match="any- key-val ue">
<xsl : appl y-tenpl at es/ >
</ xsl :tenpl at e>

<xsl:tenplate match="uris">
<xsl:text>(uri </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl : tenpl at e>

<xsl:tenplate match="uri">
<xsl : appl y-tenpl at es/ >
</ xsl : tenpl at e>

<' - sy sy p——————— - - >
<l-- = RSA Key Values - Public, Private and CRT = -->
<! - - s s e s s s s sy —p— -->

<xsl:tenpl ate match="rsa- key-val ue">
<xsl : appl y-tenpl at es/ >
</ xsl : tenpl at e>

<xsl:tenpl ate match="rsa-priv-key-val ue">
<xsl : appl y-tenpl ates/ >
</ xsl : tenpl at e>

<xsl:tenplate match="rsa-crt-key-val ue">
<xsl : appl y-tenpl at es/ >
</ xsl :tenpl at e>

<xsl:tenplate match="n">
<xsl:text>(n </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl : text >) </ xsl:text>
</ xsl : tenpl at e>
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<xsl:tenplate match="e">
<xsl:text>(e </xsl:text>
<xsl :appl y-tenpl at es/ >
<xsl:text>)</xsl:text>
</ xsl :tenpl at e>

<xsl:tenplate match="d">
<xsl:text>(d </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>
</ xsl : tenpl at e>

<xsl:tenplate match="p">
<xsl:text>(p </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl :text>)</xsl:text>
</ xsl : tenpl at e>

<xsl:tenplate match="q">
<xsl:text>(qg </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl :text>)</xsl:text>
</ xsl : tenpl at e>

<xsl:tenplate match="a">
<xsl:text>(a </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>
</ xsl : tenpl at e>

<xsl:tenplate match="b">
<xsl:text>(b </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>
</ xsl :tenpl at e>

<xsl:tenplate match="c">
<xsl:text>(c </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>
</ xsl : tenpl at e>

<| - - s ————————— - - >
<l-- = DSA Key Values - Public and Private = -->
<! - - s e ——— -

<xsl :tenpl ate mat ch="dsa- key-val ue">
<xsl : appl y-tenpl at es/ >
</ xsl : tenpl at e>
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<xsl:tenpl ate match="dsa- priv-key-val ue">
<xsl : appl y-tenpl at es/ >
</ xsl :tenpl at e>

<xsl:tenplate match="g">
<xsl:text>(g </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>
</ xsl :tenpl at e>

<xsl:tenplate match="y">
<xsl:text>(y </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl : text >) </ xsl:text>
</ xsl : tenpl at e>

<xsl:tenplate match="x">
<xsl:text>(x </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl : text >) </ xsl : text>
</ xsl : tenpl at e>

<l-- <p> already defined for RSA CRT keys

<I-- <g> already defined for RSA CRT keys

<xsl :tenpl ate mat ch="hash">
<xsl :text>(hash </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl :tenpl at e>

<xsl :tenpl ate mat ch="hash- al g- name" >
<xsl : appl y-tenpl at es/ >
</ xsl : tenpl at e>

<xsl :tenpl at e mat ch="hash-val ue">
<xsl :appl y-tenpl at es/ >
</ xsl : tenpl at e>
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<l-- ==============
<l-- = Signatures =
<! - - e ——————

<xsl:tenpl ate match="si gnature">
<xsl:text>(signature </xsl:text>
<xsl : appl y-t enpl at es/ >
<xsl:text>)</xsl:text>

</ xsl :tenpl at e>

<xsl :tenpl at e nmat ch="si gnat ur e-val ue">
<xsl:text>(</xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl : text >) </ xsl:text>
</ xsl : tenpl at e>

<xsl:tenpl ate match="rsa-si g- parans">
<xsl : appl y-tenpl at es/ >
</ xsl :tenpl at e>

<xsl:tenpl ate mat ch="dsa- si g- parans" >
<xsl : appl y-tenpl at es/ >
</ xsl : tenpl at e>

<xsl:tenpl ate match="any-si g- parans">
<xsl : appl y-tenpl at es/ >
</ xsl : tenpl at e>

<xsl:tenplate match="r">
<xsl:text>(r </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl :text>)</xsl:text>
</ xsl : tenpl at e>

<xsl:tenplate match="s">
<xsl:text>(s </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>
</ xsl : tenpl at e>

<I--

<l-- Section 4: Authorization Certificates
<I--

<xsl:tenplate match="cert">
<xsl:text>(cert </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl : tenpl at e>

Ori and Mas Expi res May 2002

Novenber 2001

[ Page 80]



Internet Draft SPKI - XML Certificate Structure Novenber 2001

<xsl:tenpl ate match="version">
<xsl:text>(version </xsl:text>
<xsl :appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl :tenpl at e>

<xsl:tenpl ate match="di spl ay">
<xsl:text>(diisplay </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl : tenpl at e>

<xsl:tenplate match="i ssuer">
<xsl:text>(issuer </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl :text>)</xsl:text>

</ xsl : tenpl at e>

<xsl:tenplate match="i ssuer-info">
<xsl:text>(issuer-info </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl :text>)</xsl:text>

</ xsl : tenpl at e>

<xsl :tenpl ate match="subject">
<xsl :text>(subj ect </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl : tenpl at e>

<xsl:tenpl ate nmat ch="subj ect-i nfo">
<xsl:text>(subject-info </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl :tenpl at e>

<xsl:tenpl ate match="propagate">
<xsl:text>(propagate) </xsl:text>
<xsl : appl y-tenpl at es/ >

</ xsl:tenpl at e>

<xsl :tenpl at e nmat ch="conment ">
<xsl :text>(coment </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl : tenpl at e>
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<| - - e ——————————————
<l-- = Subject hjects =
<! - - e —————————

<xsl :tenpl at e mat ch="obj ect - hash" >
<xsl : text >(obj ect - hash </ xsl :text>
<xsl : appl y-t enpl at es/ >
<xsl:text>)</xsl:text>

</ xsl :tenpl at e>

<xsl :tenpl ate mat ch="keyhol der">
<xsl:text>(keyhol der </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl : text >) </ xsl : text>

</ xsl : tenpl at e>

<xsl:tenpl ate match="k-of -n">
<xsl:text>(k-of -n </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl : text >) </ xsl : text>

</ xsl : tenpl at e>

<xsl:tenplate match="k-val ">
<xsl :appl y-tenpl at es/ >
</ xsl : tenpl at e>

<xsl:tenplate match="n-val ">
<xsl : appl y-tenpl at es/ >
</ xsl : tenpl at e>

<xsl:tenplate match="tag">
<xsl:text>(tag </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl :tenpl at e>

<xsl:tenpl ate nmatch="tag-star">
<xsl:text>(tag *) </xsl:text>
<xsl : appl y-tenpl at es/ >

</ xsl : tenpl at e>

<xsl:tenplate match="tag-string">

<xsl : appl y-tenpl at es/ >
</ xsl : tenpl at e>
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<xsl:tenplate match="si npl e-tag">
<xsl:text>(</xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl :tenpl at e>

<l-- <tag-null> no rule provided thus nothing output -->

<xsl:tenplate match="prefix">
<xsl:text>(* prefix </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl : tenpl at e>

<xsl:tenplate match="set">
<xsl:text>(* set </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl :tenpl at e>

<xsl:tenpl ate match="range">
<xsl:text>(* range </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl : tenpl at e>

<xsl:tenpl ate match="range-orderi ng">
<xsl : appl y-tenpl at es/ >
</ xsl : tenpl at e>

<xsl :tenpl ate mat ch="range- orderi ng">
<xsl : appl y-tenpl at es/ >
</ xsl : tenpl at e>

<xsl:tenplate match="1owIlin>
<xsl : appl y-tenpl at es/ >
</ xsl : tenpl at e>

<xsl:tenplate match="up-1inm' >
<xsl : appl y-tenpl ates/ >
</ xsl : tenpl at e>

<xsl:tenplate match="linmt-type">
<xsl : appl y-tenpl at es/ >
</ xsl :tenpl at e>

<xsl:tenplate match="1init-val ue">

<xsl : appl y-tenpl at es/ >
</ xsl : tenpl at e>
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<xsl:tenplate match="type">
<xsl : appl y-tenpl at es/ >
</ xsl :tenpl at e>

<xsl:tenplate match="validity">
<xsl:text>(validity </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl : tenpl at e>

<xsl :tenpl ate mat ch="not - before">
<xsl :text >(not-before </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl :tenpl at e>

<xsl:tenplate match="not-after">
<xsl:text>(not-after </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl : tenpl at e>

<xsl:tenpl ate match="onli ne">
<xsl:text>(online </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl : tenpl at e>

<xsl:tenplate match="onli ne-type">
<xsl : appl y-tenpl at es/ >
</ xsl :tenpl at e>

<xsl:tenplate match="id">
<xsl:text>(id </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl : tenpl at e>

<I--

<l-- Section 5: Name Certificates
<l--

<xsl :tenpl ate nmat ch="i ssuer-nane">
<xsl:text>(issuer (nanme </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl : text >) </ xsl:text>

</ xsl : tenpl at e>
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<xsl :tenpl at e mat ch="nane">
<xsl:text>(nanme </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl :tenpl at e>

<xsl :tenpl ate mat ch="1ocal - nane" >
<xsl : appl y-tenpl at es/ >
</ xsl :tenpl at e>

<xsl:tenplate match="reval ">
<xsl:text>(reval </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl : text >) </ xsl:text>

</ xsl : tenpl at e>

<xsl:tenplate match="valid">
<xsl:text>(valid </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl : text >) </ xsl : text>
</ xsl : tenpl at e>

<l--

<I-- Section 6: ACLs and Sequences
<I--

<xsl:tenplate match="acl ">
<xsl:text>(acl </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl : tenpl at e>

<xsl:tenplate match="entry">
<xsl:text>(entry </xsl:text>
<xsl :appl y-tenpl at es/ >
<xsl :text>)</xsl:text>

</ xsl : tenpl at e>

<xsl:tenpl ate mat ch="sequence">
<xsl : text >(sequence </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl :text>)</xsl:text>

</ xsl : tenpl at e>
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<l--

<l-- Section 7: Online Test Reply Formats
<l--

<xsl:tenpl ate nmatch="one-tinme">
<xsl:text>(one-time </xsl:text>
<xsl : appl y-t enpl at es/ >
<xsl:text>)</xsl:text>

</ xsl : tenpl at e>

<xsl :tenpl ate mat ch="do- hash">
<xsl:text>(do hash </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl : text >) </ xsl:text>

</ xsl : tenpl at e>

<xsl:tenpl ate match="do">
<xsl:text>(do </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl : text >) </ xsl : text>

</ xsl : tenpl at e>

<xsl:tenpl ate match="operation">
<xsl : appl y-tenpl at es/ >
</ xsl : tenpl at e>

<xsl:tenpl ate match="cancel ed">
<xsl:text>(cancel ed </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl:text>)</xsl:text>

</ xsl : tenpl at e>

<xsl:tenplate match="crl">
<xsl:text>(crl </xsl:text>
<xsl :appl y-tenpl at es/ >
<xsl :text>)</xsl:text>

</ xsl : tenpl at e>

<xsl:tenplate match="delta-crl">
<xsl:text>(delta-crl </xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl :text>)</xsl:text>

</ xsl : tenpl at e>
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<l-- -->
<I-- XSLT from XM. S-expressions to SPKI S-expressions -->
L3 —_
<l-- Based on SPKI-XM. Schema in docunent -->
<I-- <draft-orri-xm-spki-cert-struc-00.txt> -->

<xsl:tenplate match="byte-string">
<xsl : appl y-tenpl at es/ >
</ xsl :tenpl at e>

<xsl:tenpl ate match="sexpr">
<xsl:text>(</xsl:text>
<xsl : appl y-tenpl at es/ >
<xsl : text >) </ xsl:text>
</ xsl : tenpl at e>

</ xsl:styl esheet >
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Appendi x E - Full XM.-DTD for SPKI certificates

<?xm version="1.0" encodi ng="UTF-8"?>
<l ELEMENT acl (version?, entry*)>
<l ELEMENT any- key-val ue (sexpr+)>
<! ELEMENT any-si g-parans (byte-string | sexpr+)>
<! ELEMENT byte-string (#PCDATA) >
<I ATTLI ST byte-string
di spl ay-type CDATA #| MPLI ED
>
<! ELEMENT cancel ed (hash*)>
<!l ELEMENT cert ((version?, display?, issuer, issuer-info?, subject,
subj ect-i nfo?, propagate?, tag, validity?, coment?)]|(version?
di spl ay?, issuer-name, subject, validity?, coment?))>
<! ELEMENT comment (#PCDATA) >
<I ATTLI ST commrent
di spl ay-type CDATA #| MPLI ED
>
<l ELEMENT crl (version?, canceled, ((not-before?, not-after?)))>
<!l ELEMENT delta-crl (version?, hash, cancel ed, ((not-before?, not-
after?)))>
<! ELEMENT di spl ay (#PCDATA) >
<I ATTLI ST di spl ay
di spl ay-type CDATA #| MPLI ED
>
<! ELEMENT do (operation, ((byte-string | sexpr))+)>
<! ELEMENT do- hash (#PCDATA) >
<! ELEMENT dsa-key-value (p, 9?2, q, y)>
<! ELEMENT dsa-priv-key-value (p, g?, d, Yy, X)>
<! ELEMENT dsa-si g-parans (r, s)>
<IELEMENT entry (((((public-key | hash)) | name | object-hash
keyhol der | k-of-n)), propagate?, tag, validity?, conment?)>
<! ELEMENT hash (hash-al g-nane, hash-val ue, uris?)>
<! ELEMENT hash- al g- nane (#PCDATA) >
<! ELEMENT hash-val ue (#PCDATA) >
<! ATTLI ST hash-val ue
di spl ay-type CDATA #| MPLI ED
>
<! ELEMENT id (#PCDATA) >
<IATTLIST id
di spl ay-type CDATA #| MPLI ED
>
<! ELEMENT i ssuer ((public-key | hash))>
<! ELEMENT i ssuer-info (uri+)>
<l ELEMENT i ssuer-nanme (((public-key | hash)), nane)>
<! ELEMENT k-of-n (k-val, n-val, ((((public-key | hash)) | name |
obj ect-hash | keyholder | k-of-n))*)>
<! ELEMENT k-val (#PCDATA) >
<! ATTLI ST k-val
di spl ay-type CDATA #| MPLI ED
>
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<! ELEMENT key-val ue (pub-sig-alg-id, (rsa-key-value | dsa-key-val ue
| any-key-val ue))>
<l ELEMENT keyhol der (((public-key | hash)) | name)>
<!l ELEMENT | ocal - nane (#PCDATA) >
<I ATTLI ST | ocal - nane
di spl ay-type CDATA #| MPLI ED
>
<! ELEMENT n-val (#PCDATA) >
<! ATTLI ST n-val
di spl ay-type CDATA #| MPLI ED
>
<!l ELEMENT nane (((((public-key | hash)), local-nane+)) | ((local-
nanet) ) ) >
<l ELEMENT not - after (#PCDATA) >
<! ELEMENT not - bef ore (#PCDATA) >
<! ELEMENT obj ect - hash (hash-al g- nane, hash-val ue, uris?)>
<! ELEMENT one-tine (#PCDATA) >
<! ATTLI ST one-ti me
di spl ay-type CDATA #I MPLI ED
>
<! ELEMENT online ((online-type, uris, ((public-key | hash)), id,
((byte-string | sexpr))*) | (online-type, uris))>
<! ELEMENT onl i ne-type (#PCDATA) >
<! ELEMENT operati on (#PCDATA) >
<! ATTLI ST operati on
di spl ay-type CDATA #| MPLI ED
>
<! ELEMENT prefix (#PCDATA) >
<I ATTLI ST prefix
di spl ay-type CDATA #| MPLI ED
>
<! ELEMENT private-key (pub-sig-alg-id, (rsa-priv-key-value | rsa-
crt-key-value | dsa-priv-key-value | any-key-value))>
<! ELEMENT propagate EMPTY>
<l ELEMENT pub-si g-al g-id (#PCDATA) >
<! ELEMENT public-key (key-value, uris?)>
<! ELEMENT range (range-ordering, lowlin®, up-lin®)>
<!l ELEMENT reval ((version?, valid, ((not-before?, not-after?)))
(version?, hash, one-tine))>
<! ELEMENT rsa-crt-key-value (e?, n, d, p, q, a, b, c)>
<! ELEMENT rsa-key-val ue (e, n)>
<! ELEMENT rsa-priv-key-value (e?, n, d)>
<! ELEMENT rsa- si g- parans (#PCDATA) >
<I ATTLI ST rsa-si g- par ans
di spl ay-type CDATA #| MPLI ED

>

<l ELEMENT sequence (((cert | public-key | signature | do-hash | do
reval | crl | delta-crl)))*>

<! ELEMENT set (((tag-string | ((set | prefix | range)) | sinple-
tag))*)>

<! ELEMENT sexpr (type, ((byte-string | sexpr))*)>
<! ELEMENT si gnature (hash, ((public-key | hash)), signature-value)>
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<! ELEMENT si gnat ure-val ue (pub-sig-alg-id, ((dsa-sig-parans | rsa-
si g- parans | any-sig-parans)))>
<l ELEMENT sinple-tag (type, ((tag-string | ((set | prefix | range))
| sinple-tag))*)>
<I ELEMENT subject ((((public-key | hash)) | nane | object-hash |
keyhol der | k-of-n))>
<! ELEMENT subject-info (uri+)>
< ELEMENT tag (((tag-string | ((set | prefix | range)) | sinple-
tag)) | tag-null | tag-star)>
<! ELEMENT tag-null EMPTY>
<l ELEMENT tag-star EMPTY>
<! ELEMENT tag-string (#PCDATA) >
<I ATTLI ST tag-string
di spl ay-type CDATA #| MPLI ED
>
<! ELEMENT type (#PCDATA) >
<I ATTLI ST type
di spl ay-type CDATA #| MPLI ED
>
<! ELEMENT uri (#PCDATA) >
<I ATTLI ST uri
di spl ay-type CDATA #| MPLI ED
>
<IELEMENT wuris (uri+)>
<! ELEMENT val id (hash+)>
<! ELEMENT validity (((not-before?, not-after?)), online*)>
<! ELEMENT ver si on (#PCDATA) >
<! ATTLI ST version
di spl ay-type CDATA #| MPLI ED
>
<! ELEMENT p (#PCDATA) >
<IATTLIST p
di spl ay-type CDATA #| MPLI ED
>
<! ELEMENT g (#PCDATA) >
<I ATTLI ST ¢
di spl ay-type CDATA #| MPLI ED
>
<! ELEMENT q (#PCDATA) >
<I ATTLI ST q
di spl ay-type CDATA #| MPLI ED
>
<! ELEMENT y (#PCDATA) >
<! ATTLI ST y
di spl ay-type CDATA #| MPLI ED
>
<! ELEMENT x (#PCDATA) >
<! ATTLI ST x
di spl ay-type CDATA #| MPLI ED
>

Ori and Mas Expi res May 2002 [ Page 90]



Internet Draft SPKI - XML Certificate Structure Novenber 2001

<! ELEMENT r (#PCDATA) >
<I ATTLI ST r
di spl ay-type CDATA #| MPLI ED
>
<! ELEMENT s (#PCDATA) >
<I ATTLI ST s
di spl ay-type CDATA #| MPLI ED
>
<l ELEMENT range-ordering (#PCDATA) >
<IELEMENT lowlim (limt-type, linmit-value)>
<I'ELEMENT up-lim(limt-type, linmit-value)>
<! ELEMENT e (#PCDATA) >
<I ATTLI ST e
di spl ay-type CDATA #| MPLI ED
>
<! ELEMENT n (#PCDATA) >
<I ATTLI ST n
di spl ay-type CDATA #| MPLI ED
>
<! ELEMENT d (#PCDATA) >
<! ATTLI ST d
di spl ay-type CDATA #| MPLI ED
>
<! ELEMENT a (#PCDATA) >
<I ATTLI ST a
di spl ay-type CDATA #| MPLI ED
>
<! ELEMENT b (#PCDATA) >
<I ATTLI ST b
di spl ay-type CDATA #| MPLI ED
>
<! ELEMENT ¢ (#PCDATA) >
<I ATTLI ST ¢
di spl ay-type CDATA #| MPLI ED
>
<IELEMENT limt-type (#PCDATA) >
< ELEMENT | i mt-val ue (#PCDATA) >
<! ATTLI ST limt-val ue
di spl ay-type CDATA #| MPLI ED
>
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