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Abstract

Thi s docunent describes the use of the ARI A bl ock cipher algorithmin
conjunction with several different nodes of operation wthin |IKE and
| Psec. It describes the use of ARIA in CBC, CIR, GCM and CCM nodes
to encrypt and/or authenticate IKE and ESP traffic. It also
describes the use of ARTA in XCBC, CMAC, and GVAC nodes to
authenticate IKE, ESP and AH traffic. The use of ARIA in XCBC and
CMAC nodes for pseudorandom functions is al so included.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I1ETF). Note that other groups nay al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on March 18, 2012.
Copyright Notice

Copyright (c) 2011 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions wth respect

Kim et al. Expires March 18, 2012 [ Page 1]



I nternet-Draft ARI A Ci pher with | Psec

to this docunent.

Sept enber 2011

Code Conponents extracted fromthis docunent nust

include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1

N

PR

ww

oo
N

I nt roducti on

1. ARIA . . .
. 2. Modes of Cperatlon
.3. Term nol ogy .

Encryption and Cbnﬁlned Nbde AlgorlthnB :

.1. ARIA-CBC and ARI A-CTR .

.2. ARl A-CCM and ARl A- GCM . .
Integrity-Protection (Authentlcatlon) Algorlthns
.1.  ARI A- XCBC and ARl A- CVAC . e

. 2. AR A-GVAC .

Pseudo- Randon1Funct|ons (PRFs)
| KEv2 Conventions . Co
Keyi ng Material .
Transform Type 1

Transform Type 2

Transform Type 3 .

Key Length Attribute
Securlty Consi derations .

| ANA Consi derations .

Ref er ences

1. Nor mati ve Rbferences
. 2. I nformati ve References

Kim et al. Expires March 18, 2012

©Coooo~N~NOoOOOoOOoOOoOO OISR WWW

[ Page 2]



I nternet-Draft ARI A Ci pher with | Psec Sept enber 2011

1. I nt roducti on

Thi s docunent describes how to use ARIA in conjunction with several

di fferent nodes of operation within | KE [ RFC5996] and | Psec

([ RFC4301] [ RFC4302] [ RFC4303]). Wthin IKE, it is used either to
protect the |KE SA's traffic (encryption and integrity-protection
algorithnms) or to generate keying material (pseudorandom functions).
Wthin IPsec, it is used to protect the IPsec/child SA's traffic, and
| KE i s capabl e of negotiating its use for that purpose.

For encryption algorithnms, the use of ARIA in cipher block chaining
(CBC) nobde and counter (CTR) node is described. Both are used to
encrypt | KE and/or ESP traffic, providing confidentiality protection
to the traffic. For integrity-protection algorithnms, the use of AR A
in eXtended CBC (XCBC) node, CMAC npde and GVAC node is descri bed.
These are used to authenticate IKE and/or |Psec traffic, providing
integrity protection to the traffic. For conbined node al gorithns,
the use of ARIA in counter with CBC-MAC (CCM node and Gal oi s/ Count er
Mode (GCM is described. Both are used to encrypt and integrity
protect |IKE and/or ESP traffic, providing both confidentiality and
integrity protection to the traffic. For pseudorandom functions, the
use of ARIA in XCBC node and CMAC node is described. Both are used
to generate the secret keys that are used in | KE SAs and | Psec SAs.

Thi s docunent does not provide an overview of |Psec. However,

i nformati on about how the various conponents of |IPsec and the way in
whi ch they collectively provide security services is available in

[ RFC4301], [RFC4302], [RFC4303] and [ RFC5996] .

1.1. ARA

ARI A is a general -purpose bl ock cipher algorithm devel oped by Korean
cryptographers in 2003. It is an iterated bl ock cipher with 128-,
192-, and 256-bit keys and encrypts 128-bit blocks in 12, 14, and 16
rounds, depending on the key size. It is secure and suitable for
nost software and hardware inplenentations on 32-bit and 8-bit
processors. It was established as a Korean standard bl ock ci pher
algorithmin 2004 [ ARI AKS] and has been w dely used in Korea,
especially for governnent-to-public services. It was included in
PKCS #11 in 2007 [ARI APKCS]. The algorithm specification and object
identifiers are described in [ RFC5794].

1.2. Modes of Operation
Bl ock ciphers ARI A and AES share conmon characteristics including key
size and bl ock length. ARl A does not have any restrictions for nodes

of operation that are used with this block cipher. So several
definitions for ARl A nodes of operation such as changes to packet
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formats, detailed algorithmc conputations, and speci al
considerations within relevant protocols can be specified according
as those which were previously specified for AES. This docunent does
not describe such definitions appropriate for the specific AR A node
of operation, but attenpts to indicate the reference of the
correspondi ng AES node of operation. The only difference in the
processing is that the underlying encryption primtive is ARITA

i nstead of AES.

1.3. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. Encryption and Conbi ned Mbde Al gorithns

We specify four algorithnms within IKE and | Psec ESP, (1) ARIA in CBC
Mode (ARIA-CBC), (2) ARRA in CTIR Mbde (ARIA-CTR), (3) ARIA in CCM
Mode (ARIA-CCM and (4) ARIA in GCM (ARl A-GCM) .

ARl A- CBC and ARI A-CTR are used to encrypt | KE and/or ESP traffic.
When ARIA-CTR is used to provide confidentiality, the use of
integrity protection is strongly recommended. As a single algorithm
whi ch can provide both encryption and integrity protection, AR A-CCM
and ARI A-GCM are used for |IKE and/or ESP traffic.

2.1. ARIA-CBC and ARI A-CTR

The use of ARIA-CBC and ARIA-CTR within ESP is defined as AES-CBC

[ RFC3602] and AES-CTR [RFC3686]. [RFC3602] can also be a reference
of ARIA-CBC within IKE, while ARIA-CTR within IKE refers to

[ RFC5930], which extends [ RFC3686] to enable the use of AES-CIR to
provi de confidentiality for I1KEv2 traffic.

2.2. AR A-CCM and ARI A-GCM

The use of ARIA-CCM and ARIA-GCCM within ESP is defined as AES- CCM

[ RFC4309] and AES- GCM [ RFC4106]. The use of ARI A-CCM and ARl A- GCM
within IKE is defined as AES in [RFC5282]. ARIA-CCMis a bl ock-node
algorithmwith a random 1V that is sent in the packet along with the
encrypted data, a 24-bit salt value; a 128-bit key and |ICV sizes of
64, 96 and 128 bits. AR A-GCM has the sanme structure with AR A- CCM
except that a 32-bit salt value is used.
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3. Integrity-Protection (Authentication) Al gorithns

We specify three algorithms within I KE and I Psec, (1) ARIA in

eXt ended CBC Mbde (ARI A-XCBC), (2) ARIA in CMAC Mbde (AR A-CVAC) and
(3) ARRA in GVAC Mbde (ARIA-GVWAC). These are bl ock cipher nodes of
operation providing integrity-protection, and can be used as an

aut henti cati on mechanismw thin the context of the |IKE and/or |Psec
AH and ESP protocols. This protection is provided by conmputing an
Integrity Check Value (1CV), which is included in the packet.

3.1. ARIA-XCBC and ARI A- CMAC

XCBC and CVMAC are variants of CBC-MAC, which are secure for nessage
of varying lengths (unlike classic CBC-MAC). The use of ARl A- XCBC
and ARI A-CVAC i s defined as AES- XCBC [ RFC3566] and AES- CVAC

[ RFC4494]. Both are integrity-protection algorithms with a 128-bit
bl ock and 128-bit key and 128-bit ICV. For use within | KE and | Psec,
the ICV is truncated to 96 bits.

3.2. AR A-GVAC

ARI A-GVAC is a variant of ARIA-GCMthat provides integrity protection

W t hout encryption. |t has two versions: an integrity-protection
algorithmfor use within AH, and a conbi ned node al gorithmw th nul
encryption for use wwthin ESP. It can use key sizes of 128, 192, and

256 bits; the ICV is always 128 bits, and is not truncated. The use
ARI A-GVAC within I Psec is defined as AES- GVAC [ RFC4543].

ARl A- GVAC cannot be used by IKE to protect its own SAs, since |KE SA
traffic requires encryption.

4. Pseudo- Random Functi ons ( PRFs)

| KE uses pseudorandom functions (PRFs) to generate the secret keys
that are used in IKE SAs and | Psec SAs. These PRFs are generally the
sanme algorithnms used for integrity protection, but their output is
not truncated, since all of the generated bits are used for the keys
in general .

We specify two algorithnms within | KE as PRFs, (1) ARl A-XCBC and (2)
ARI A-CMAC. The use of ARI A-XCBC and ARIA-CMAC wthin IKE is defined
as AES- XCBC [ RFC4434] and AES- CMAC [ RFC4615] .

5. 1KEv2 Conventions
This section describes the conventions used to generate keying

material for use with ARI A nodes of operation using the Internet Key
Exchange (1 KEv2). The identifiers and attributes needed to negotiate
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a security association that uses ARl A nodes of operation are also
speci fi ed.

5.1. Keying Materi al

The PRF in IKE is used iteratively to derive keying material of
arbitrary size, called KEYMAT. Keying material consisting of the
actual ARI A key and the nonce is extracted fromthe output string
wi thout regard to boundaries, but is derived in the same way as AES
nodes of operation.

5.2. Transform Type 1

For I KEv2 negotiations, I ANA is requested to assign |IKE Transform
Type 1 ldentifiers for ARIA-CBC, ARl A-CTR, ARI A-CCM and ARI A-GCM as
recorded in Section 7.

5.3. Transform Type 2

For | KEv2 negotiations, I ANA is requested to assign |IKE Transform
Type 2 ldentifiers for AR A-XCBC, ARl A-CMAC and ARI A- GVAC, as
recorded in Section 7.

5.4. Transform Type 3

For | KEv2 negotiations, I ANA is requested to assign |IKE Transform
Type 3 ldentifiers for AR A- XCBC and ARI A-CVMAC, as recorded in
Section 7.

For the usage of ARIA-GVAC within AH, each key size requires its own
| ANA val ue because | KE does not have to negotiate the key size. For
t he usage of ARITA-GVAC within ESP, there is only one | ANA val ue,
because | KE negoti ations specify the key size.

5.5. Key Length Attribute

ARI A nodes of operation can be used with any of the three AR A key
sizes. The way that the key size is indicated is different for
Transform Type 1 and the others.

For Transform Type 1, there is a single encryption identifier. The
| KE Key Length attribute MJUST be used with each use of this
identifier to indicate the key size. The Key Length attribute MJST
have a value of 128-, 192-, or 256-bit, and is used in the sanme way
as AES nodes of operation.

For Transforns Type 2 and Type 3, the IKE Key Length attribute MJST
NOT be used. Like ARl A-GVAC, each key size has its own separate
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integrity transformidentifier and al gorithm nane.
6. Security Considerations

At the tinme of witing this docunent no security problem has been
found on ARI A (see [TSL]).

The security considerations in [RFC3566], [RFC3602], [RFC3686],

[ RFC4106], [RFC4309], [RFC4434], [RFC4494], [RFC4543], [RFC4615] and
[ RFC5282] apply to this docunent as well. Wthin IKE and | Psec, ARl A
nodes of operation do not create additional security considerations
beyond those of AES nodes of operation.

7. | ANA Consi der ati ons

I ANA is requested to all ocate Transform Type 1 (Encryption Al gorithm
Transform I Ds) ldentifiers for ARIA-CBC, ARl A-CTR, ARI A-CCM and
ARIA-CCMwith an explicit IVin the "I KEv2 Paraneters" registry:

Nunmber Nane

<TBDL> ENCR AR A
<TBD2> ENCR_ARI A_
<TBD3> ENCR_ARI A
<TBD4> ENCR_ARI A_
<TBD5> ENCR_ARI A_CCM_
<TBD6> ENCR_ARI A_GCM 8;

<TBD7> ENCR_ARI A_GCM 12;

<TBD8> ENCR_ARI A_GCM 16;

<TBD9> ENCR_NULL_AUTH_ARI A_GVAC;

I ANA is al so requested to allocate Transform Type 2 (Pseudo-random
Function TransformIDs) Identifiers for ARl A- XCBC and ARI A-CVAC wi th
an explicit IVin the "I KEv2 Paraneters" registry:

Nurber Nanme

<TBDL> PRF_ARI A 128 XCBC;
<TBD2> PRF_ARI A_128_CMAC,
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I ANA is al so requested to allocate Transform Type 3 (Integrity
Al gorithm Transform I Ds) ldentifiers for AR A-XCBC, ARI A-CVAC, and
ARI A-GVAC with an explicit IV in the "I KEv2 Paraneters" registry:

Nunber

<TBD1>
<TBD2>
<TBD3>
<TBD4>
<TBD5>

Nane

AUTH_ARI A 128 _XCBC 96;
AUTH_ARI A_128_CMAC_96;
AUTH_ARI A_128_GVAC,
AUTH_ARI A_192_GVAC;
AUTH_ARI A_256_GVAC;
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