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Abstract

The | ETF has defined a wi de range of transport protocols over the
past three decades. However, the majority of these have failed to
find traction within the Internet. This has |left developers wth
little choice but to use TCP and UDP for nost applications. In many
cases the developer isn't interested in which transport protocol they
should use. Rather they are interested in the set of services that
the protocol provides to their application. TCP provides a very rich
set of transport services, but offers no flexibility over which
services can be used. By contrast, UDP provides a mninmal set of
servi ces.

As a consequence nany devel opers have begun to wite application-

| evel transport protocols that operate on top of UDP and offer them
some of the flexibility they are | ooking for. W believe that this
hi ghlights a real problem applications would |ike to be able to
specify the services they receive fromthe transport protocol, but
currently transport protocols are not defined in this fashion. There
is an additional problemrelating to how to ensure new protocols are
able to be adopted within the Internet, but that is beyond the scope
of this problem statenent.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engi neering
Task Force (I1ETF). Note that other groups may al so distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft wll expire on April 21, 2014.
Copyright Notice

Copyright (c) 2013 I ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions wth respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
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1. | ntroducti on

The | ETF has defined a wide array of transport protocols including
UDP [ RFC0768], TCP [ RFCO793], SCTP [ RFC4960], UDP-Lite [RFC3828],
DCCP [ RFC4340] and MPTCP [ RFC6824]. In nost cases new protocols have
been defi ned because the | ETF has established that there is a need
for a set of behaviours than cannot be offered by any existing
transport protocol.

Moncaster, et al. Expires April 21, 2014 [ Page 2]



I nternet-Draft Transport Services Cct ober 2013

However, for an application programer, using protocols other than
TCP or UDP can be hard: not all protocols are avail abl e everywhere,
hence a fall-back solution to TCP or UDP nust be inplenented. Sone
protocol s provide the sanme services in different ways. Layering

deci sions nust be nmade (e.g. should a protocol be used natively or
over UDP?). Because of these conplications, programers often resort
to either using TCP (even if there is a msmatch between the services
provi ded by TCP and the services needed by the application) or

i mpl enenting their own custom sed sol ution over UDP, and the
opportunity of benefiting fromother transport protocols is |ost.
Since all these protocols were devel oped to provide services that

sol ve particular problens, the inability of applications to make use
of themis in itself a problem

We believe this msnmatch between the application |ayer and transport
| ayer can be addressed in a sinple fashion. |f the socket interface
provided a way for applications to request transport services w thout
specifying the protocol, a transport system underneath the socket API
could automatically try to nake the best of its available resources.
It could use avail able transport protocols in a way that is nost
beneficial for applications and without the application needing to
worry about problems with m ddl ebox traversal. Adopting this
approach could give nore freedomfor diversification to designers of
Oper ati ng Systens.

2. Transport Services

The transport |ayer provides many services both to the end
application (e.g. nmultiplexing, flowcontrol, ordering, reliability)
and to the network (e.g. congestion control). For the purposes of
this docunent we define Transport Services as foll ows:

o A Transport Service is any service provided by the transport |ayer
that can only be correctly inplenented with information fromthe
appl i cation.

The key word here is "information" -- many existing transport
protocols function perfectly adequately because the choice of
protocol inplicitly includes information about the desired transport
capabilities. For instance the choice of TCP inplies a desire for
reliable, in-order data delivery. However we think that such
inplicit information is not always sufficient. The rest of this
section explains how we propose to identify Transport Services and
how t hose services m ght then be exposed to the application.

2.1. ldentifying Transport Services
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One of the key aspects of this work is how to actually identify which
Transport Services should be supported. The top-down approach to
this would be to identify every possible service that popul ar
applications mght need. The problemwth this method is that every
potential service becones an itemfor debate, and it is likely that
such an approach would grind on indefinitely. Instead we intend to
use a bottom up approach where we establish the set of services that
have al ready been published in RFCs com ng fromthe Transport Area.
This way, nuch of the discussion about the need to specify these
servi ces has already taken place, and it is unnecessary to re-visit

t hose discussions. It is our hope that this approach will lead to
identifying a set of service primtives that can be conbined to offer
a rich set of services to the application.

2.2. Exposing Transport Services

These Transport Services would be exposed to the application via an
APl . The definition of such an APl and the functionality underneath
the APl are strictly beyond the scope of this problem statenent.
However in order to show that this is not just an abstract idea we
briefly describe three possible approaches.

One approach could be to develop a transport systemthat fully
operates inside the Operating System This transport system woul d
provide all the defined services for which it can use TCP as a fall-
back at the expense of efficiency (e.g., TCP s reliable in-order
delivery is a special case of reliable unordered delivery, but it may
be less efficient). To test whether a particular transport is
available it could take the Happy Eyeballs

[I-D. wi ng-tsvwg- happy-eyebal | s-sctp] approach proposed for SCTP -- if
t he SCTP response arrives too |late then the connection just uses TCP
and the SCTP association information could be cached so that a future
connection request to the sanme destination |P address can
automatically use it.

Pol yversal TCP [PVTCP] offers another possible approach. This starts
by opening a TCP connection and then attenpts to establish other
paths using different transports. The TCP connection ensures there’s
al ways a stable fallback. Having established the initial connection,
PVTCP can then use service requests com ng through setsockopt() to
sel ect the nost appropriate transport fromthe avail abl e set.

Anot her approach could be to always rely on UDP only, and develop a
whol e new transport protocol above UDP which provides all the
services, using a single UDP port. |Instead of falling back to TCP,
this transport systemcould return an error in case there is no other
i nstance of the transport system avail able on the other side; the
first packets could be used to signal which service is being
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4.

requested to the other side (e.g., unordered delivery requires the
receiving end to be aware of it).

Wiy Now?

So why do we need to deal with this issue now? There are several
answers. Firstly, after several decades of dom nance by various
flavours of TCP and UDP (plus |limted deploynment of SCTP [ RFC4960]),
transport protocols are undergoing significant changes. Recent
standards allow for parallel usage of nultiple paths (MPTCP [ RFC6824]
and CMTI-SCTP [|-D. tuexen-tsvwg-sctp-nultipath]) while other standards
all ow for scavenger-type traffic LEDBAT [ RFC6817]. \What sets these
apart frome.g. DCCP [ RFC4340] is that they have al ready seen

depl oynent in the wild -- one of the Internet’s nost popul ar
applications, BitTorrent, uses LEDBAT and MPTCP is already seeing
depl oyment in najor operating systens [Bonaventure-Blog]. Meanwhile
there is a trend towards tunnelling transports inside UDP -- SCTP

over DTLS over UDP is now being shipped with a popul ar browser in
order to support WebRTC [ RFC6951][I-D.ietf-tsvwg-sctp-dtls-encaps]
while RTMFP [ -D.t hornburgh-adobe-rtnfp] and QUC [QUIC] are recent
exanpl es of transport protocols that are inplenmented over UDP in user
space. In a simlar vane, Mnion [I-D.iyengar-m nion-protocol] is a
proposal to realise sone SCTP-1i ke services with a downwar ds-
conpati bl e extension to TCP.

Al'l of a sudden, application developers are faced with a

het er ogeneous, conpl ex set of protocols to choose from Every
protocol has its pro’s and con’s, but often the reasons for nmaking a
particul ar choi ce depend not on the application’s preferences but on
the environnment (e.g., the choice of Mnion vs. SCTP woul d depend on
whet her SCTP coul d successfully be used on a given network path).
Choosing a protocol that isn't guaranteed to work requires

i npl enenting a fall-back nethod to e.g. TCP, and naki ng the best
possi bl e choice at all tinmes nmay require sophisticated network
measur enent techni ques. The process could be inproved by using a
cache to I earn which protocols previously worked on a path, but this
woul dn’t always work in a cloud environnent where virtual machines
can and do m grate between physical nodes.

We therefore argue that it is necessary to provide mechani sns that
automate the choice and usage of the transport protocol underneath
the APl that is exposed to applications. As a first step towards
such automation, we need to define the services that the transport

| ayer shoul d expose to an application (as opposed to today’ s typical
choi ce of TCP and UDP).

Security Considerations
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8.

{ToDo} Whiile security could be seen as a Transport Service, we prefer
to viewit as an intrinsic function of the transport layer. In many
cases it is essential for the transport connection to be secure (for
i nstance where confidential data is being transferred across the
connection). Even where data security is not essential, connection-
| evel security is desirable in all but fully trusted environnents.

So unl ess connections actively choose not to be secure, we would
expect themto use TLS [ RFC5246].

| ANA Consi derati ons

Thi s docunent makes no request to | ANA al though in future an | ANA
regi ster of Transport Services may be required.

Concl usi ons

After decades of relative stagnation the |ast few years have seen
many new transport protocols being devel oped and adopted in the wld.
Thi s evol ution has been driven by the changi ng needs of application
devel opers and has been enabl ed by noving transport services into the
application or by tunnelling over an underlying UDP connecti on.

Appl i cation devel opers are now faced with a genui ne choice of
different protocols with no clear nechani smfor choosing between
them At the same tine, the still-limted deploynment of sone
protocol s nmeans that the devel oper nmust always provide a fall-back to
an alternative transport if they want to guarantee the connection
will work. This is not a sustainable state of affairs and we believe
that in future a new transport APl will be needed that provides the
mechani snms to facilitate the choice of transport protocol. The first
step towards this is to identify the set of Transport Services that a
transport protocol is able to expose to the application. W propose
doing this in a bottomup fashion, starting fromthe list of services
avai lable in transport protocols that are specified in RFCs.
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To be renoved by RFC Editor: This draft is the first step towards an
| ETF BoF on Transport Services. Comments and questions are
encouraged and very wel cone. They can be addressed to the current
mailing list <transport-services@fi.uio.no> and/or to the authors.
W al so have a website at <https://sites. google.consite/

t ransport prot ocol servi ces/ >
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