KI TTEN W Mlls

I nternet-Draft T. Showal t er
| ntended status: Standards Track Yahoo! |Inc.
Expires: Cctober 10, 2011 H. Tschofenig

Noki a Si enens Net wor ks
April 8, 2011

A SASL Mechani sm for QAut h
draft-m || s-kitten-sasl -oaut h-02. t xt

Abstract

Si npl e Aut hentication and Security Layer (SASL) is a framework for
provi di ng aut hentication and data security services in connection-
oriented protocols via replaceabl e mechanisns. QAuth is a protocol
framewor k for del egated HTTP aut henticati on and thereby provides a
met hod for clients to access a protected resource on behalf of a
resource owner.

Thi s docunent defines the use of HTTP authentication over SASL, and
additionally defines authoriation and token issuing endpoint

di scovery. Thereby, it enables schenes defined within the QAuth
framewor k for non-HTTP-based application protocols. A future version
of this docunent will describe the integration into the Generic
Security Services Application ProgramlInterface (GSS-APIO).
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1. I nt roducti on

QAuth [I1-D.ietf-oauth-v2] offers a standard mechani sm for del egating
aut hentication typically used for the purpose of control access to
resources. The core QAuth specification defines a framework for

aut henti cation and token usage in an HTTP-based environnent. The
HTTP aut hori zati on schenes and tokens in this nodel are defined
separately, some are deined within the QAuth 2 framework such as
QAuth 2.0 Protocol: Bearer Tokens [I|-D.ietf-oauth-v2-bearer], and
sonme are free standing with QAuth 2 frameow k bi ndi ngs such as MAC
Aut henti cation [I-D. hamrer - oaut h-v2-nmac-token] tokens. This
mechani sm t akes advantage of the QAuth protocol and infrastructure to
provide a way to use SASL [ RFC4422] for access to resources for non-
HTTP- based protocols such as | MAP [ RFC3501], which is what this neno
uses in the exanpl es.

The general authentication flowis that the application will first
obtain an access token froman QAuth token service for the resource.
Once the client has obtained an QAuth access token it then connects
and aut henticated using this SASL nechani sm

Figure 1 shows the relationship between SASL and QAuth graphically.
Item (1) denotes the part of the QAuth exchange that remains
unchanged from[I-D.ietf-oauth-v2], i.e. where the client obtains and
refreshes Access Tokens. This docunent focuses on item (2) where the
Access Token is presented to the resource server over SASL
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MIIs,

—---
-------- + I I
|--(O-- Authorization Request --->| Resour ce [
| | Owner | |Plain
| <-(D)------ Access Gant --------- | | | QAuth
| A + ]12.0
I _ _ | (1)
| Cient Credentials & A +
|--(E)------ Access Gant -------- >| Aut horization |
Adient | | Server [
| <-(F)------ Access Token --------- | |
| (w Optional Refresh Token) +--------------- +
| --—
I
| --- -+
| (Optional discovery) Fo e + |
|--(A)------- User Name --------- >| |
Adient | | [
| <-(B)------ Aut hentication ------- | |
| endpoi nt i nformation | Resour ce | | QAuth
| | Server | | over
|--(Q------ Access Token -------- >| | | SASL
| | ||
| <-(H)---- Protected Resource ----- | | 1(2)
-------- + e
-+
Figure 1. Interworking Architecture
Not e: The di scovery procedure in QAuth is still work in progress.
Hence, the discovery conponents described in this docunent should
be considered inconplete and a tentative proposal. |In general,
there is a tradeoff between a generic, externally avail able
defi ned di scovery nmechani sms (such as Webfi nger using host-neta
[I-D. hamrer-hostneta]) and configuration information exchanged
i nband between the protocol endpoints.
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2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

The reader is assuned to be famliar with the terns used in the OQAuth
2.0 specification.

In exanples, "C." and "S:" indicate lines sent by the client and
server respectively. Line breaks have been inserted for readability.

Note that the | MAP SASL specification requires base64 encodi ng
nmessage, not this neno.
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3. The QAuth SASL Mechani sm

SASL is used as a generalized authentication nethod in a variety of
protocols. This docunment defines the "QAUTH' nmechanismto allow HTTP
Aut hori zation schenmes in the QAuth framework to be used within the
SASL framework. In this nodel a client authenticates to an QAut h-
capabl e authori zation server over HITPS. This server then issues

t okens after successfully authenticating the resource owner.
Subsequently, the obtained token may be presented in an QAut h-

aut henti cated request to the resource server. This nechanism further
provi des conpatibility with QAuth 1.0a [ RFC5849] and the " QAuth"

aut henti cati on schene defined there.

3.1. Channel Binding

Channel binding [ RFC5056] in this nechanismis defined in order to
al l ow satisfying the security requirenents of the authorization
schemes used. This docunent defines the "QAUTH SSL" nmechanismto
provi de TLS channel binding [ RFC5929] to the QAUTH nechanim and
specifically the "tls-unique" type of channel binding.

If the specification for the underlying authorization scheme requires
a security layer such as TLS [ RFC5246] the server SHOULD only provide
that schenme in a nechani smw th channel binding enabl ed.

3.2. Initial Cient Response

The client response is formatted as an HITP [ RFC2616] request. The
HTTP request is limted in that the path MJUST be "/". In the QAUTH
mechani mno query string is allowed. The follow ng header lines are
defined in the client response:

User (OPTIONAL): Contains the user identifier being
aut henticated, and is provided to allow correct discovery
information to be returned.

Host (REQUI RED): Contains the host nanme to which the client
connect ed.

Aut hori zation (REQUI RED): An HITP Aut horization header.

The user nane is provided by the client to allow the discovery
information to be custom sed for the user, a given server could allow
mul ti ple authenticators and it needs to return the correct one. For
instance, a large ISP could provide nmail service for several domains
who manage their own user information. For instance, users at foo-
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exanpl e. com coul d be authenticated by an QAuth service at

htt ps://oaut h. foo-exanpl e.com’, and users at bar-exanple.com coul d be
aut henti cated by https://oauth. bar-exanple.com but both could be
served by a hypothetical | MAP server running at a third domain

i map. exanpl e. net.

3.2.1. Query String in QAUTH SSL

In the QAUTH SSL nmechani smthe channel binding information is carried
in the query string. OAUTH SSL defines foll owi ng query paraneter(s):

cbdata (REQUI RED): Contains the base64 encoded first TLS Fi ni shed
nessage sent.

3.3. Server’s Response

The server validates the response per the specification for the

aut hori zation schene used. |If the authorization schene used includes
signing of the request paraneters the client nmust provide a conplete
HTTP style request that satisfies the data requirenents for the
schene in use.

In the OQAUTH- SSL nechani smthe server nust al so extract and base64
decode the first TLS Fi ni shed nessage sent fromthe client out ot the
query paraneters of the tunneled HTTP request. It then conpares that
to the server’s own copy of that message.

The server responds to a successful QAuth authentication by

conpl eting the SASL negotiation. The authentication scheme MJST
carry the user IDto be used as the authorization identity (identity
to act as). The server MJST use that 1D as the user being
authorized, that is the user assertion we accept and not other

i nformati on such as fromthe URL or "User:" header.

The server responds to failed authentication by sending di scovery
information in an HITP style response with the HITP status code set
to 401, and then failing the authentication. [|f channel binding is
in use and the channel binding fails the server responds with a

m ni mal HTTP response wi thout discovery information and the HTTP
status code set to 412 to indicate that the channel binding
precondition failed. |If the authentication schenme in use does not

i ncl ude signing the server SHOULD revoke the presented credential and
the client SHOULD discard that credential.
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3.3.1. Mapping to SASL ldentities

Some QAut h mechani snms can provide both an authorization identity and
an authentication identity. An exanple of this is QAuth 1.0a

[ RFC5849] where the consuner key (oauth_consuner _key) identifies the
entity using to token which equates to the SASL aut hentication
identity, and is authenticated using the shared secret. The
authorization identity in the QAuth 1.0a case is carried in the token
(per the requirenent above), which SHOULD vali dated i ndependently.
The server MAY use a consuner key or other conparable identity in the
QAut h aut hori zation schene as the SASL authentication identity. |If
an appropriate authentication identity is not avaial ble teh server
MUST use the identity asserted in the token.

3.4. Discovery Information

The server MJST send discovery information in response to a failed
aut henti cati on exchange or a request with an enpty Authorization
header. If discovery information is returned it MJST include an

aut henti cati on endpoi nt appropriate for the user. |If the "User"
header is present the discovery informati on MJST be for that user.

Di scovery information is provided by the server to the client to
allow a client to discover the appropriate QAuth authentication and
t oken endpoints. The client then uses that information to obtain the
access token needed for QAuth authentication. The client SHOULD
cache and re-use the user specific discovery information for service
endpoi nt s.

Di scovery information makes use of both the WMWV Aut henti cate header
as defined in HITP Authentication: Basic and D gest Access

Aut hentication [ RFC2617] and Link headers as defined in [ RFC5988].
The follow ng el enents are defined for discovery information:

WAV Aut henti cate A WAWM Aut henti cate header for each authentication
schene supported by the server. Authentication schene nanes are
case insensitive. The follow ng [ RFC2617] authentication
paraneters are defined:

realm REQUIRED -- (as defined by RFC2617)

scope OPTIONAL -- A quoted string. This provides the client an
QAuth 2 scope known to be valid for the resource.

oaut h2- aut henti cator An [ RFC5988] Link header specifying the
[I-D.ietf-oauth-v2] authentication endpoint. This |ink has an
OPTI ONAL |ink-extension "schene", if included this |ink applies
ONLY to the specified schene.
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oaut h2-t oken An [ RFC5988] Link header specifying the
[1-D.ietf-oauth-v2] token endpoint. This |ink has an OPTI ONAL
I i nk-extension "schene", if included this |ink applies ONLY to the
speci fi ed schene.

oauth-initiate (Optional) An [ RFC5988] Link header specifying the
Cauth 1.0a [RFC5849] initiation endpoint. The server MJST send
this if "QAuth" is included in the supported Iist of HTTP
aut henti cati on schenmes for the server.

oaut h-aut horize (Optional) An [RFC5988] Link header specifying the
Cauth 1.0a [ RFC5849] authentication endpoint. The server MJST
send this if "QAuth" is included in the supported |ist of HITP
aut henti cati on schenmes for the server.

oaut h-token (Optional) An [ RFC5988] Link header specifying the Qauth
1. 0a [ RFC5849] token endpoint. The server MJST send this if
"QAuth" is included in the supported list of HITP authentication
schemes for the server. This link type has one |ink-extenstion
"grant-types"” which is a space separated list of the the QAuth 2.0
grant types that can be used at the token endpoint to obtain a
t oken.

Usage of the URLs provided in the discovery information is defined in
the relevant specifications. |f the server supports multiple

aut henticators the discovery information returned for unknown users
MUST be consistent with the discovery information for known users to
prevent user enuneration. The OQAuth 2.0 specification
[I-D.ietf-oauth-v2] supports nmultiple types of authentication schenes
and the server MJST specify at |east one supported authentication
scheme in the discovery information. The server MAY support mnultiple
schenmes and MAY support schenes not listed in the discovery

i nformati on.

If the resource server provides a scope the client SHOULD al ways
request scoped tokens fromthe token endpoint. The client MAY use a
scope other than the one provided by the resource server. Scopes

ot her than those advertised by the resource server nust be defined by
t he resource owner and provided in service docunentation (which is
beyond the scope of this nmeno).

3.5. Use of Signature Type Authorization

Thi s mechani sm supports authori zation using signatures, which
requires that both client and server construct the string to be
signed. QAuth 2 is designed for authentication/authorization to
access specific URIs. SASL is designed for user authentication, and
has no facility for being nore specific. In this mechanismwe

MIlls, et al. Expi res October 10, 2011 [ Page 9]



I nternet-Draft A SASL Mechani sm for QAuth April 2011

require an HITP style format specifically to support signature type
aut hentication, but this is extrenely limted. The HTTP style
request is limted to a path of "/". This mechanismis in the SASL
nodel , but is designed so that no changes are needed if there is a
revi sion of SASL whi ch supports nore specific resource authorization,
e.g. |IMAP access to a specific folder or FTP access limted to a
specific directory.

Usi ng the exanple in the MAC specification

[1-D. hanmer - oaut h-v2-mac-token] as a starting point, on an | VAP
server running on port 143 and given the MAC style authorization
request (with long lines wapped for readability) bel ow

GET / HTTP/1.1
Host: server. exanpl e.com
User: user @xanpl e.com
Aut hori zati on: MAC t oken="h480dj s93hd8", ti nest anp="137131200"
nonce="dj 83hs9s", si gnat ur e=" YTV] yNSuj Ys1WsDur FnvFi 4JK60="

The normal i zed request string would be constructed per the MAC
speci fcation [I-D. hammer - oaut h-v2-nmac-token]. In this exanple the
normal i zed request string with the new line separator character is
represented by "\n" for display purposes only woul d be:

h480dj s93hd8\ n
137131200\ n

dj 83hs9s\ n

\n

GET\ n

server. exanpl e.comn
143\ n

/\'n

\n
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4. Inplenmentation Requirenents

Tokens typically have a restricted lifetine. |In addition a

previ ously obtai ned token MAY be revoked or rendered invalid at any
time. The client MAY request a new access token for each connection
to a resource server, but it SHOULD cache and re-use access
credentials that appear to be valid. Credential lifetime and how
that is communicated to the client is defined in the authentication
schene specifications. Cients MAY inplenent any of the QAuth 2
profiles since they are largely outside the scope of this
specification, and the nentioned profiles in this docunent are just
exanpl es.
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5. Exanples

These exanple illustrate exchanges between an | MAP client and an | MAP
server.

5.1. Successful Bearer Token Exchange
Thi s exanpl e shows a successful OAuth 2.0 bearer token exchange with

an initial client response. Note that line breaks are inserted for
readability.

S: * | MAP4revl Server Ready

C. t0 CAPABILITY

S: * CAPABI LITY | MAP4revl AUTH=QAUTH

S: t0 OK Conpl et ed

C. t1 AUTHENTI CATE OAUTH ROVU C8gSFRUUC8XLj ENCkhvc3Q6I A t YXAuZXhhbXBs
ZS5j] b20NCKkF1dGhvem 6YXRpb2461 EJFQVIFUI Al dkY5ZGZONHFt VGW TnZi MLJ
sY2t CaGJ| UnhkbW6ZEdFdVky OXRDZz 091 gOKDQo=

S +

S: t1 OK SASL aut hentication succeeded

As required by | MAP [ RFC3501], the payl oads are base64-encoded. The
decoded initial client response is:

CGET / HITP/1.1
Host: i map. exanpl e. com
Aut hori zati on: BEARER "VvF9dft4gmic2Nvb3Rl ckBhbHRhdM zdGEuY29t Cg=="

The line conaining just a "+" and a space is an enpty response from
the server. This response contains discovery information, and in the
success case no discovery information i s necessary so the response is
enpty. Like other nessages, and in accordance with the | MAP SASL

bi ndi ng, the enpty response i s base64-encoded.

5.2. MAC Authentication with Channel Binding
Thi s exanpl e shows a channel binding failure. The exanple sends the
same request as above, but in the context of an QAUTH SSL exchange

t he channel binding information is mssing. Note that |ine breaks
are inserted for readability.
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S
S:
C.

* CAPABI LI TY | MAP4revl AUTH=QAUTH SASL-I R | MAP4revl Server Ready

t0 OK Conpl et ed

t 1 AUTHENTI CATE MAC ROVUI C8/ Y2JKkYXRhPSJTRzkz SUdKcFp50nBj eUJoSUZSTWW5Q
MLhVzVoYKNCdFpYTnpZV2Rs UHdvPSI gSFRUUCBxLj ENCkhvc3Q6l HNI cnZl ci 51 eGFt ¢G
XI L\vbQOKVXN ¢j ogd XNl ckBl eGFt cGxl Lni\vbQOKQXV0a®&@yaXphdd vbj ogTUFDI HR
va2VuPSJoNDgwZGpz OTNoZDgi LHRpbW/zdGFt ¢cDOi MTMBMITMKM AW | xub25j ZT0i ZGo4
M2hzOXM LHNpZ25hdHVYZTOi V1c5MJ HMTFf MLFnWALVZ11 t OXI aV1F1SUFVPSI NCgOK
+

t1l OK SASL aut hentication succeeded

As required by | MAP [ RFC3501], the payl oads are base64-encoded. The
decoded initial client response is:

CGET / ?cbdat a=" S&31 GIpZyBpcyBhl FRMJy BmaWbhbCBt ZXNz YWdI Pwo=" HTTP/ 1. 1
Host: server. exanpl e.com

User: user @xanpl e.com

Aut hori zati on: MAC t oken="h480dj s93hd8", ti nest anp="137131200"

5. 3.

nonce="dj 83hs9s", si gnat ure="WW1l GL1c3QYnmJgYnByZWul Ao="

The Iine conaining just a "+" and a space is an enpty response from
the server. This response contains discovery information, and in the
success case no discovery information is necessary so the response is
enpty. Like other nessages, and in accordance with the | MAP SASL

bi ndi ng, the enpty response i s base64-encoded.

Fai | ed Exchange

Thi s exanpl e shows a fail ed exchange because of the enpty
Aut hori zati on header, which is how a client can query for discovery
information. Note that Iine breaks are inserted for readability.

S: * CAPABI LITY | MAP4revl AUTH=OQAUTH SASL-1 R | MAP4revl Server Ready

S: t0 OK Conpl et ed

C. t1 AUTHENTI CATE QAUTH ROVUI C8gSFRUUC8BxLj ENCl VzZXI 61 HNj b290ZXJAYW
X0YXZpc3RNLMvbQOKSEzdDogaWLhc C55YWhvby 5] b20NCkF1dGhl bnRpY2FOZT
0gDQONCg==

S: + SFRUUCBxLj EgNDAXI FVuYXV0a®&yaxXpl ZAOKV1dXLUF1dCGhl bnRpY2F0ZTogQk
VBUKVSI HII YWt PSJl eGFt cGxl Lm\vbSI NCkxpbns 61 DxodHRwczovL2xvZ2] uLn
| ha@vLn\NvbS9vYXV0aD4gcmvsPSIvYXV0aDl t YXV0aGvudd j YXRvci | gl AOKTG
| uazogPGh0dHBz O 8vb@&@naWlueWFob28uY29t L29hdXRoPi By ZVWWA1 nB1YXRoM
10b2t | bi I NCgOK

S: t1 NO SASL authentication fail ed

The decoded initial client response is:

MIlls, et al. Expi res October 10, 2011 [ Page 13]



I nternet-Draft A SASL Mechani sm for QAuth April 2011

CGET / HTTP/1.1
User: alice@xanpl e.com
Host: i map. exanpl e. com
Aut hori zati on:

The decoded server discovery response is:

HTTP/ 1.1 401 Unaut hori zed

WAV Aut hent i cat e: BEARER r eal me" exanpl e. cont'

Li nk: <https://I|ogin.yahoo. com oaut h> rel =" oaut h2- aut henti cator"
Li nk: <https://1 ogin.yahoo. com oaut h> rel =" ouat h2-t oken"

5. 4.

Fai | ed Channel Bi nndi ng

Thi s exanpl e shows a channel binding failure in a discovery request.
The channel binding information is enpty. Note that |ine breaks are
inserted for readability.

S:
S:
C.

S:
S:

* CAPABI LI TY | MAP4revl AUTH=OAUTH SASL-I R | MAP4revl Server Ready
t0 OK Conpl et ed

t 1 AUTHENTI CATE QAUTH ROVUI C8/ Y2JKYXRhPSI i | EnUVFAvMB4AXxDQpVe2VW O
Bhbd j ZUBI eGFt cGxI Ln\vbQOKS@&@zdDogaWLhc C51 eGFt ¢ Gxl LmMNvbQOKQXV0aG
9yaXphdd vbj oNCgOK

+ SFRUUC8xLj EgNDEy| FBy ZWAbnRpd@ vbi BGYW s ZWONCgOKDQo=

t1 NO SASL aut hentication fail ed

The decoded initial client response is:

GET /?cbdata="" HITP/ 1.1
User: alice@xanple.com
Host: i map. exanpl e. com
Aut hori zati on:

The decoded server response is:

HTTP/ 1.1 412 Preconditi on Fail ed

MIIs,
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6.

Security Consi derations

Thi s mechani sm does not provide a security |ayer, but does provide a
provi sion for channel binding. The QAuth 2 specification
[I-D.ietf-oauth-v2] allows for a variety of usages, and the security
properties of these profiles vary. The usage of bearer tokens, for
exanpl e, provide security features simlar to cookies. Applications
usi ng this nmechani sm SHOULD exerci se the sanme | evel of care using
this mechanismas they would in using the SASL PLAIN mechanism In
particular, TLS 1.2 MJST be inplenented and its usage i s RECOMVENDED
unl ess tokens expire quickly.

Channel binding in this mechanimhas different properties based on

t he authentication schene used. Bearer tokens have the sane
properties as cookies, and the bearer token authentication schenme has
no signature or nessage integrity. Channel binding to TLS with a
bearer token provides only a binding to the TLS | ayer.

Aut henti cation schenes |ike MAC t okens have a signature over the
channel binding information. These provide protection against a man
in the mddle, and the MAC aut horization header is bound to the
channel and only valid in that context.

A significant benefit of QAuth for usage in clients that usually
store passwords is that the password is not stored in the client, a
token is. This means that the password is not exposed, what we risk
is a token that can be nore |imted or can be easily revoked.

It is possible that SASL will be authenticating a connection and the
life of that connection nmay outlast the |life of the token used to
authenticate it. This is a common problemin application protocols
where connections are long-lived, and not a problemwth this
mechani sm per se. Servers MAY unilaterally disconnect clients in
accordance with the application protocol.

An QAuth credential is not equivalent to the password or primry
account credential. There are protocols |like XMPP that all ow actions
i ke change password. The server SHOULD ensure that actions taken in
t he authenticated channel are appropriate to the strength of the
presented credential .

It is possible for an application server running on Evil.exanple.com
totell aclient to request a token from Good. exanple.org. A client
follow ng these instructions will pass a token from Good to Evil.
This is by design, since it is possible that Good and Evil are nerely
nanmes, not descriptive, and that this is an innocuous activity

bet ween cooperating two servers in different domains. For instance,
a site mght operate their authentication service in-house, but
outsource their mail systenms to an external entity.
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7. |1 ANA Consi derations
7.1. SASL Registration
The 1ANA is requested to register the follow ng SASL profile:
SASL nechani sm profile: QAUTH
Security Considerations: See this docunent
Publ i shed Specification: See this docunent
For further information: Contact the authors of this docunent.
Owner/ Change controller: the |IETF
Not e: None
The 1ANA is requested to register the follow ng SASL profile:
SASL nechani sm profile: QAUTH SSL
Security Considerations: See this docunent
Publ i shed Specification: See this docunent
For further information: Contact the authors of this docunent.
Omner/ Change controller: the | ETF
Not e: None
7.2. Link Type Registration

Pursuant to [ RFC5988] The following link type registrations [[w ]
be]] registered by mail to link-relations@etf.org.

7.2.1. (QAuth 2 Authentication Endpoi nt
o Relation Name: oauth2-authenticator
0 Description: An QAuth 2.0 authentication endpoint.
0 Reference:
0 Notes: This link type indicates an QAuth 2.0 authentication

endpoi nt that can be used for user authentication/authorization
for the endpoint providing the |ink.
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0]
7.2.2.

0]

7.2.3.

7.2.4.

0]

0]

MIIs,

Application Data: [optional]
QAut h 2 Token Endpoi nt
Rel ati on Nane: oaut h2-token

Description: The QAuth token endpoint used to get tokens for
access.

Ref er ence:

Notes: The QAuth 2.0 token enpoint to be used for obtaining tokens
to access the endpoint providing the |ink.

Application Data: This Iink type has one |ink-extenstion "grant-
types” which is the QAuth 2.0 grant types that can be used at the
t oken endpoint to obtain a token. This is not an exclusive list,
it provides a hint to the application of what SHOULD be valid. A
t oken endpoi nt MAY support additional grant types not advertised
by a resource endpoint.

QAut h 1. 0a Request Initiation Endpoint
Rel ati on Nane: oauth-initiate

Description: The QAuth 1.0a request initiation endpoint used to
get tokens for access.

Ref er ence:
Not es: The QAuth 1.0a enpoint used to initiate the sequence, this
tenporary request is what the user approves to grant access to the
resource.
Appl i cation Dat a:

QAuth 1.0a Authorization Endpoi nt

Rel ati on Nane: oaut h-authori ze

Description: The QAuth 1.0a authorization endpoint used to approve
an access request.

Ref er ence:

Not es:
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o Application Data:
7.2.5. (QAuth 1.0a Token Endpoi nt
0 Relation Nane: oauth-token

0 Description: The QAuth 1.0a token endpoint used to get tokens for
access.

0 Reference:
o Notes:

o Application Data:
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8. Appendi x A -- Docunent Hi story
[[ to be renoved by RFC editor before publication as an RFC ]]
-02
o Filling out Channel Binding

0 Added text clarifying howto bind to the 2 kinds of SASL
identities.

-01

o Bringing this intoline with rdraft 12 of the core spec, the
bearer token spec, and references the MAC t oken spec

o Changing discovery over to using the Link header construct from
RFC5988.

0 Added the seeds of channel binding.
-00

o Initial revision
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