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Abstract

The Softwire working group is currently discussing both encapsul ation
and transl ati on based stateless I Pv4/1Pv6 solutions in order to be
able to provide IPv4 connectivity to custonmers in an |IPv6-Only

envi ronnment .

The purpose of this docunent is to describe the basic issues and key
el enents of the I Pv4/IPv6 encapsul ation, and presents its
applicability index that would hel p the operators decide on the
devel opnent schene for their IPv6 transition.It could lead to

significant operational benefits and potential savings for the
operators.
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| ntroducti on

The Softwire working group is currently discussing both encapsul ation
and transl ati on based stateless | Pv4/1Pv6 sol utions devel oped for the
pur poses of offering |IPv4 connectivity to the custoners in an

| Pv6-Only environnment.

Generic nmechanismfor 1Pv4/1Pv6 encapsul ati on mechani snsare specified
in [ RFC2529], [RFC3056], [RFC4380], [RFC4659], [RFC5214], [RFC5569],

[ RFC5747], [RFC6333], [RFC7040], etc. Wth the diverse
characteristics and transition requirenents of practical networks and
the ack of overall transition architecture, the selection and

depl oynment of IPv6 transition nmechanisns are very difficult.

In an effort to push forward the IPv6 transition process, this
docunent describles the basic issues and key el enents of
encapsul ati on mechani snms, and presents the applicability index that
woul d hel p the operators decide on the devel opnent schene for their

I Pv6 transition.It could lead to significant operational benefits and
potential savings for the operators.
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2.

The Basic Issues and Key el enents of Encapsul ati on Mechani sns

Encapsul ati on nmechani sns can achi eve conmuni cati ons between | Pv6
net wor ks/ hosts across an | Pv4 network (Il Pv6-over-I|Pv4), and
communi cations between | Pv4 networks/ hosts across an | Pv6 network
(1 Pv4-over-1Pv6).

2. 1.

Basi c | ssues

Its basic operations include encapsul ati on/ de-encapsul ati on and route
di scovery between tunnel endpoints. Encapsul ationoperation only
affect the network |ayer:

a.

2. 2.

Vi

The basi c data operation Encapsul ati on/ de-encapsul ation is the
basi ¢ data plane operation. For IPv6 transition usage, the
encapsul ati on manners such as IP-1P, GRE (Generic Routing
Encapsul ation) L2TP (Layer Two Tunneling Protocol), MLS
(Mul'tiple protocol Label Switching), |IPsec (Internet Protocol
Security) can all be adopted. For a w de sel ection, network
operator can nmake the decision to select suitable transition
mechani sm

The basic control operation The basic control plane operations
include the routing interaction across heterogeneous network, the
route di scovery between tunnel endpoints, and the encapsul ation
address mappi ng by a particul ar address schene or address/prefix
bi ndi ng.

Key El enents

Transition equi prent |In encapsul ati on nechani sns, the tunnel
endpoints are the transition equi pnents. They need to support
dual - stack which can be an AFBR (Address Fam |y Border Router) or
host equi prents. They shoul d support encapsul ati on/
deencapsul ati on and routing forward across heterogeneous network
and the route discovery between tunnel endpoints. They also

mai ntai n the encapsul ati on address mappi ng by a particul ar
address schene or address/prefix binding. Thus, the tunnel
transition equi pnment has requirenents in the use of bandw dth,
conmputing and finding, storage.

Encapsul ati on/ de- encapsul ati on Encapsul ati on makes the | Pv4/ 1 Pv6
packet as a payload of the other IP protocol. It retains the
integrity of |IP packet information. But it adds the size of
packet and nmay create the fragment reassenbly problem

The routing across heterogeneous networ ks Encapsul ati on
mechani snms need to support the routing forward across
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het er ogeneous networks. And the border routers should nmaintain
t he binding and realizes the transparent data transm ssion.
Thus, encapsulation is stateless and |ightwei ght.

d. The routing discovery between tunnel endpoints In encapsul ation
nmechani snms, the tunnel endpoints need to di scover each other.
And it involves sone problens, such as the selection and dynam c
or static configuration of tunnel endpoint, state maintenance.
3. Applicability Index of Encapsul ation
There are applicability index which need to be anal yzed by the
oper at or when choosi ng which transition technol ogy option they would
like to deploy. The applicability index in terns of sustainable,
appl i cations, performance and devel opnent. This section describes
sone of those considerations.
3.1. Sustainable Index
Sust ai nabl e i ndex woul d i ncl ude:

a. The scenarios and function of transition represents whether neet
t he needs of transitional scenario.

b. Both (a)the coupling degree between | Pv4 address and (b) |IPv6
address and the reuse rate of |Pv4 addresses resource represent
whet her pronote the depl oynent and usage of | Pv6.

3.2. The Support Degree of Business Application |Index

The support degree of business application index would include:

a. The support degree of |IPv4 application represents the inpact on
t he | Pv4 busi ness application.

b. The support degree of | Pv6 application represents the inpact on
the I Pv6 business application.

3.3. The Preformance | ndex
The preformance i ndex woul d i ncl ude:
a. The performance requirenents of tunnel endpoint can be divided
into (a) The mai ntenance and finding of state or mapping table and

(b) the routing discovery, which represents the capacity of
bandw dt h, conputing and fi ndi ng, storage.
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b. The routing scalability can be divided into (a) the independence
between |1 Pv4 and I Pv6 routing and (b) the aggregation of |Pv6
addresses, which represents the inpact on the scope of
depl oynent .

c. Robustness represents the capacity of redundancy backup.

3.4. The Devel opnent | ndex
The cost of devel opnent index woul d incl ude:

a. Technol ogical and industry maturity represent the support degree
of standard.

b. The update cost can be divided into (a) the inpact on application
| ayer, (b) the inpact on network |ayerand and (c) the inpact on
end users |ayer, which represent the inpact on the present
net wor k.

c. The cost of operation, nmanagenent and mai ntenance represent the
i npact on the operator.

d. The problemof fragnentation and restructuring.

3.5. The Security | ndex
The security index includes the security issues and concerns.

4. Concl usi ons
For the consideration of deploynent scenarios and address fornmat,
nunmer ous encapsul ati on transition nmechani sns have been proposed in
the past ten years. However, due to a wi de range of mechani sns and a
| ot of overlap and simlar functions, no one encapsul ati on mechani sm
can be used in all transition scenari os.
The applicability index of |IPv4/1Pv6 encapsul ation described in this
docunent have highlighted the applicability of all encapsul ation
transition mechanisns to help the operators decide on the devel opnent
schene for their IPv6 transition.

5. Acknow edgenents

6. | ANA Consi derations

This meno includes no request to | ANA
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7. Security Considerations
Al'l drafts are required to have a security considerations section.
8. Informative References

[ RFC2529] Carpenter, B. and C. Jung, "Transm ssion of |IPv6 over |Pv4
Domai ns without Explicit Tunnels", RFC 2529,
DA 10. 17487/ RFC2529, March 1999,
<http://www. rfc-editor.org/info/rfc2529>.

[ RFC3056] Carpenter, B. and K More, "Connection of |Pv6 Domains
via | Pv4 O ouds", RFC 3056, DO 10.17487/ RFC3056, February
2001, <http://ww. rfc-editor.org/infol/rfc3056>.

[ RFC4380] Huitema, C., "Teredo: Tunneling |IPv6 over UDP through
Net wor k Address Transl ations (NATs)", RFC 4380,
DO 10.17487/ RFC4380, February 2006,
<http://www. rfc-editor.org/info/rfc4380>.

[ RFC4659] De dercq, J., OGonms, D., Carugi, M, and F. Le Faucheur,
"BGP-MPLS | P Virtual Private Network (VPN) Extension for
| Pv6 VPN', RFC 4659, DO 10.17487/ RFC4659, Septenber 2006,
<http://www. rfc-editor.org/info/rfc4659>.

[ RFC5214] Tenplin, F., Geeson, T., and D. Thaler, "Intra-Site
Aut omati ¢ Tunnel Addressing Protocol (ISATAP)", RFC 5214,
DO 10. 17487/ RFC5214, March 2008,
<http://ww.rfc-editor.org/info/rfc5214>.

[ RFC5569] Despres, R, "IPv6 Rapid Depl oynent on |Pv4
Infrastructures (6rd)", RFC 5569, DA 10.17487/ RFC5569,
January 2010, <http://www. rfc-editor.org/info/rfc5569>.

[ RFC5747] Wi, J., Cui, Y., Li, X, Xu, M, and C. Metz, "4overb6
Transit Sol ution Using |IP Encapsul ati on and MP-BGP
Ext ensi ons", RFC 5747, DO 10.17487/ RFC5747, WNMarch 2010,
<http://www. rfc-editor.org/info/rfc5747>.

[ RFC6333] Durand, A, Dronms, R, Wodyatt, J., and Y. Lee, "Dual -
Stack Lite Broadband Depl oynents Foll owi ng | Pv4
Exhaustion", RFC 6333, DA 10.17487/ RFC6333, August 2011
<http://www. rfc-editor.org/info/rfc6333>.

[ RFC7040] Cui, Y., Wi, J., Wi, P., Vautrin, O, and Y. Lee, "Public
| Pv4-over-1Pv6 Access Network", RFC 7040,
DA 10.17487/ RFC7040, Novenber 2013,
<http://www. rfc-editor.org/info/rfc7040>.

Wi M & Jingguo Ge Expi res June 30, 2016 [ Page 6]



| nt er net - Draf t

Aut hors’ Addresses

Vi

Wi M (editor)

I I E/ Chi nese Acadeny of Sciences

No. 89 M nzhuang Road, Haidian District
Beijing 100190

CN

Phone: +86 10-82546356
EMail: mwei @ie.ac.cn
Ji ngguo Ge

I I E/ Chi nese Acadeny of Sciences

No. 89 M nzhuang Road, Haidian District
Beijing 100190

CN

Phone: +86 10-82546559
EMai | : gejingguo@ie.ac.cn

M & Jingguo Ge Expi res June 30, 2016

Decenmber 2015

[ Page 7]



