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Abstract

Current Radi o Access Network (RAN) infrastructure will not be able to
deal wth the next future traffic increase. As such traffic is being
of fl oaded on alternate networks |ike WLAN. Contrary to RAN, WLAN NAY
not be trusted networks, so the End User has to secure offl oaded
communi cations. Current offload architectures consist in tunneling
the End User traffic to a Security Gateway. Alternatively, |SPs NAY
provi de End-to-End security and connect directly the End User to the
Server. Because WLAN network are not nmanaged by | SPs, W.AN Access
Poi nts MAY not be reliable making End User willing to benefit from
mul ti pl e connecti ons.

This draft presents the Security Requirenents for an offl oaded End
User with multiple interfaces. Fromthe Security Requirenents, the
draft explains why |IPsec is the nost appropriated security protocol,
and points the Multihom ng feature current | KEv2 Extension MOBIKE are
| acki ng.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on Septenber 2, 2012.
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1

Requi renents notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

I nt roducti on

ISP main notivation is to provide services to its End Users. This
means providing the infrastructure that supports the nobile data
traffic generated by its End Users as well as the best Quality of
Service. Current ISP RAN architecture will not be able to support
next future nobile data. The nost effective way to deal with that
traffic is to take advantage of deployed WLAN and offl oad t he RAN
traffic to WLAN. This architecture requires the End User to deal
with at least two different interfaces connected to two distinct
networks that provides different I evel of Trust and different |evel
of Quality of Service.

For exanple, IW.AN is the proposed offload architecture by 3GPP. The
End User connected to a WLAN set up an I Psec tunnel with the ISP
Tunnel Termnating Gateway (TTG, and forwards its traffic.

Comruni cations with an | SP service hosted application are forwarded
to the Gateway GPRS Support Node (GGSN), otherw se |nternet

conmuni cations are forwarded to the Packet Data Gateway (PQD)

However, this IW.AN architecture offl oads the whole traffic of the
End User, and ignores services specificities. For exanple, services
are good candidates for offloading their traffic - Iike hight

bandw dth | SP service hosted. Oher services MAY not be of fl oaded
and use only RAN - either for confidentiality or Quality of Service
Motivations. A third category of services MAY not be of fl oaded and
redirected to the | SP CORE Network, but instead should go directly on
the Internet. As such, there are different offload policies based on
the services. |In fact the Security Gateway introduces sone

| atenci es, and possibly routing indirections that MAY affect sonme
Real Tinme Applications.

In addition to the of fl oad policies, services MAY behave differently
during offload. One exanple described in [Lee] is the "on-the-spot"
strategy that takes advantage of W.AN hi gher bandw dth to reduce the
overal | downl oading tinme and thus save battery. Wth the "on-the-
spot” strategy, if no WLAN is accessible, the application interrupts
the downl oad until a WLAN i s accessible - instead of switching to the
RAN. O course, if after a pre-defined delay, no W.AN has been
found, then the application swtches to the RAN. This strategy
especially targets services that do not have real tine requirenments
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and experinmentations show that this increases offl oaded data up to
29% and saves 20% of the battery.

As a results applications MAY have different interests toward of fl oad
whi ch makes | SPs consider not only offl oading the whole End User
traffic, but also apply offloading policies on a per-service basis.

In an of fl oad situation, security and other service based features
such as transport policies MAY be adapted. Then security and ot her
servi ces based features MAY depend on the network, the End User is
attached to. For exanple, W.AN nmanaged by the | SP MAY not nodify
consequently the |level of trust conpared to RAN. On the other hand a
W.AN provided by a third entity MAY be considered as untrusted. | SPs
have a good know edge of the Quality and | evel of trust of network
the End User is attached to and so are good candi dates for proposing
an offload service for their own application or as service for third
party services.

In an of fl oad situation, the End User is expected to be able to

perform

- Ofload Mobility between a trusted network (for exanple RAN) to
an untrusted Network (for exanple W.AN)

- O fload Mobility fromone WLAN access Point to another W.AN
Access Point.

- Ofload Multi hom ng for WLAN Access Point Fail over

- O fload Multihom ng for sinultaneous use of nultiple Interfaces

This draft concerns both Multihom ng and Security. As such Ofl oad
Mobility operations are out of scope of the draft.

3. Ofload Security Requirenents
From section Section 2 this section lists the security requirenents.
Afirst list of requirenments provides generic requirenents that

defines the granularity the Ofload Security protocols SHOULD base
their policy on, the |ayer secured by the Ofload Security, the

network architectures the Security Layer will be integrated to, as
wel | as the authentication nmethods that SHOULD be supported.
Granularity: O fload Security policies are established according to

various criteria such as sub network and | P addresses to
identify the network, ports and protocols to identify the
service
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Security Layer: O fload Security SHOULD NOT require nodification of
t he code of a running service

Architecture: O fload Security MJST fit architectures with a
Security Gateway that secure a global traffic, as well as
architectures with a direct connection between the End User and
t he Service.

Aut henti cati on: O fload Security MAY provi de authentication
mechani sms fromthe WLAN that are simlar to those provided on
the RAN. This would provide the opportunity for End User to
access their service directly fromthe W.AN rather being
aut henticated by the RAN and then of fl oaded on the W.AN.

Then follows the Multi hom ng related Security Requirenents:

Fai | over: WLAN Access Poi nt MAY not be maintained by the ISP, and
so MAY be unreliable. Wen the End User is connected to a
service or to a Security Gateway using a Primary | P address,
the End User MJUST be able to provide a list of Alternate |IP
addresses which MAY be used in case the Primary | P address is
not reachable. Alternate |IP addresses are provided for a given
conmuni cation, a Primary | P addresses is replaced by an
Alternate I P address, and Primary and Alternate are not used
si mul t aneously for the sane comruni cati on.

Si nul t aneous I nterfaces: Anot her way to get around W.AN
unreliability is that the End User is connected sinultaneously
to various WLAN Access Points. This nmakes the End User to
split its traffic between various WLAN Access Points, limting
the inmpact of an Access Point Failure. More specifically, this
woul d in the worst case require restarting a subset of the
applications rather than all the applications. How the End
User splits its traffic is out of scope of the draft. The End
User can assign various services to different W.AN Access
Points, or splits flows of a given service between the
di fferent WLAN Access Points. The advantage of having multiple
si mul t aneous connections to various W.AN Access Points, is that
the End User can neasure and estimate the best path, and manage
its traffic according to its neasurenents. As such, the
Security Requirenents for Ofload Milti hom ng with Sinultaneous
Interfaces are: 1) Wen the End User has established a secure
conmuni cation with the server, it MJST be able to ADD an
Interface to that communication. 2) Wen the End User detects
t hat one WLAN provi des better connectivity, it MJST be able to
swtch the traffic fromone Interface to another. 3) Then when
the End User is not anynore attached to one WLAN, it MJST be
able to advertise the Server, the interface is not valid
anynore and to REMOVE it.
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4.

Pr obl em St at enent

Conparing TLS [ RFC5246] /DTLS [ RFC5238] and I Psec with the generic
Security Requirenents of section Section 3 shows that |Psec [ RFC4301]
is advised to Ofload Security. TLS/ DILS does not provide other
granularity than a service granularity (port). |In other words, DILS/
TLS provides a secure version of a given service. Then TLS/ DTLS mai n
drawback is that it requires code nodifications, and thus nakes | SP
O fload service hard to be deployed for third party. Furthernore,
TLS/ DTLS has mainly been designed for End-to-End connectivity, and
MAY not fit all requirenments of a Security Gateway Architecture. At
| ast TLS/ DTLS does not provi de EAP [ RFC3748] framework for

aut hentication. On the other hand, |Psec addresses all the security
requi renents. | Psec defines Security Policies according to various
Traffic Sel ectors that includes subnetworks, |IP addresses, ports, and
upper |l ayer protocols. Then it secures the IP layer in the kernel,
whi ch does not inpact the service, and thus nmakes possible an ISP to
provide a Secured Ofload for a third party service. |Psec has two
nodes: the Transport node for End-to-End connectivity and the Tunnel
node to secure the Iink between the End User and a Security Gateway.
At last |Psec [ RFC5998] provides an EAP framewor k naking

aut henti cati on mechani sns [ RFC4186] [ RFC4187] on RAN possi bl e on
WLAN. In the remainder of this draft we will consider |Psec only.

Mul ti hom ng Security Requirenments are partly handl ed by | Psec MBI KE
[ RFC4555] extension. MOBIKE has been designed for the Tunnel node
only, and provides Mbility and Milti homi ng Failover for a connection
protected with the Tunnel Mode. More specifically, wth MOBIKE

| KEv2 can exchange Alternate |IP addresses. Once the application
detects the primary interface is not available it MAY switch running
| Psec tunnel connections on the Alternate | P addresses by UPDATI NG
the Security Associations. However, MBI KE does not provide

Mul ti hom ng Fail over for comrunication protected with the Transport
Mode. Furthernore, MOBIKE does not provide nechanisns for the use of
si mul taneous Interfaces. MBIKE has been designed to UPDATE Security
Associ ation, which nmakes possible to change the outer | P address of
the I Psec Tunnel. In conjunction of mechanisns for the use of

si mul taneous Interfaces, UPDATE can be used for traffic managenent
with Tunnel node. This traffic nmanagenent facility is available for
t he Tunnel Mbde and has to be extended to the Transport Mode.

A a result Security Requirenents are:
- Ext end MOBI KE Fail over for comruni cation protected with the
| Psec Transport Mbde
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- Ext end MOBI KE UPDATE for comruni cation protected with the | Psec
Transport Mbde
- Ext end MOBI KE Mul tihom ng for simulatenous use of nultiple
interfaces for both I Psec Transport and Tunnel Mbde
5. Security Considerations

The whol e draft is about security.

0. | ANA Consi der ati ons

There is no | ANA consi deration here.
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