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Abstract
ESP is a I Psec protocol that takes as input a Clear Text Data and
out puts an encrypted ESP packet according to | Psec rules and
paraneters stored in different |Psec databases.

Di et - ESP conpresses the ESP fields. However, Diet-ESP does not

consi der conpression of the Clear Text Data. Instead, if conpression
of the Clear Text Data is expected protocols |ike ROHCoverl Psec can
be used.

RCHCover | Psec remains conplex to inplenment in |IoT devices, as states,
and negotiations are involved between the conpressors and
deconpressors of the two IoT devices. Mst of this conplexity can be
avoi ded by considering the paranmeters that have been negoti ated by

| Psec.

Thi s docunent describes an extension of the Diet-ESP Context that
enabl es the conpression of the Clear Text Data, w thout inplenenting
t he conpl ex ROHCover| Psec franework. As opposed to ROHCoverl Psec the
conpression is not generic and as such all communication wll not
benefit fromthis conpression. However, we believe this extension
addresses nost of 10T comuni cati ons.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mnum of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
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This Internet-Draft wll expire on January 4, 2015.
Copyright Notice

Copyright (c) 2014 I ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

This docunent is subject to BCP 78 and the I ETF Trust’s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided wi thout warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Requirenments notation . 2
2. Introduction 3
3. Termnology . . Coe e 4
4. Diet-ESP Context Ext ensi on 4
5. Protocol Overview . 5
6. | P Layer Conpression . 6
7. UDP Transport Layer CbnpreSS|on Co 8
8. UDP-Lite Transport Layer Conpression C e e e e 9
9. TCP Transport Layer CbnpreSS|on . N0
10. | ANA Consi derations . . . e
11. Security Considerations . . . . . . . . . . . . . . .. ... 11
12. Acknow edgnent . . . . . . . . . . . . . . . . ... ... .01
13. References . . . e I |

13.1. Normative Rbferences e I |

13.2. Informational References . . e 7
Appendi x A. Interaction with ROHC proflles e %2
Appendi x B. Docunent Change Log . . . . . . . . . . . . . . . . 13
Authors’ Addresses . . . . . . . . . . . . . . . . . . . . . . . 13

1. Requirenents notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in[ RFC2119].
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2.

I nt roducti on

Diet-ESP [I-D.nglt-ipsecne-diet-esp] describes how to conpress ESP
fields. Fields are conpressed according to a Diet-ESP Context.

Di et - ESP has been described as a specific ROHC [ RFC5795] franmework
that has no IR, I R-DYN nor any feed back ROHC nessage. It works in
the Unidirectional node of operation (U node), and all necessary
paraneters are transmtted via the Diet-ESP Context that is
negoti ated between the two peers. As a result Diet-ESP defines a
very specific and sinplified ROHC franmework whi ch nakes possible to
i npl emrent Di et-ESP without inplenenting the whole ROHC.

In fact, Diet-ESP avoids ROHC conplexity as a | ot of paraneters have
al ready been negotiated with I KEv2 [ RFC5996] .

Thi s docunent describes the Diet-ESP Payl oad Conpressi on Extension.
It does not consider the conpression of the ESP fields. Instead, it
goes one step further and describes how to conpress the C ear Text
Data or ESP Payl oad before it is encrypted by D et-ESP. The C ear
Text Data is generally constituted by an I P packet with IP -- if

| Psec tunnel node is used --, transport and application |ayers.
Simlarly to Diet-ESP, conpression takes advantage of the | Psec
paraneters -- like | P addresses, transport |ayer paraneters -- that
have been negotiated in order to establish the Security Association
-- via IKEv2 for exanple. In addition, simlarly to Diet-ESP, the
conpression is described using the ROHC term nol ogy, but uses a very
specific and sinplified ROHC franework of Diet-ESP. This nakes
possi bl e conpression of the Cear Text Data wi thout inplenenting a
whol e ROHC franmework for ROHCover| Psec [ RFC5856].

[1-D.nmglt-ipsecne-diet-esp] clarifies the interactions of Diet-ESP
with ROHC and 6LOWPAN. The Diet-ESP extension explained in this
docunent repl aces ROHCoverl Psec and 6LoWPANover | Psec, protocols which
offers simlar functionality without using the |IPsec databases. The
Di et - ESP Payl oad Conpressi on Extension uses the | Psec databases to
avoi d conpl ex di al ogues between conpressors and deconpressors.

The Diet-ESP Payl oad Conpression Extension can be described as
foll ows:

- 1. Definition or Diet-ESP paraneters: COVWRESS ESP_PAYLOAD,
CHECKSUM LSB and SEQUENCE_NUMBER _LSB. COWPRESS ESP_PAYLOAD
i ndi cates the peers expect the Clear Text Data to be conpressed,
CHECKSUM LSB and SEQUENCE NUMBER LSB are additional paraneters to
perform the conpression.

- 2. Definition of a Diet-ESP Payl oad Conpression al gorithm
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The remai ning of the docunment is as follows. Section 4 describes the
new paranmeters for the D et-ESP Context. Section 5 describes the
protocol. Section 6, Section 7, Section 7 and Section 9 describe the
conpression of the IP layer and the transport |layer (UDP, UDP-Lite.

3. Term nol ogy
Di et-ESP Context: Like defined in D et-ESP docunent.
SPD: Security Policy Database
SAD: Security Association Database
TS: Traffic Selector of a Security Associ ation.
LSB: Least Significant Byte
MBB: Most Significant Byte
4. Diet-ESP Context Extension
This section describes the additional paranmeters of the D et-ESP
Context to inplenent the ESP Payl oad Conpression extension.
| Context Field Nane | Overview |
| COVPRESS ESP_PAYLOAD | Defines the use of the Traffic Sel ector |
| | for (de-)conpression. |
| CHECKSUM LSB | LSB of the UDP, UDP-Lite or TCP checksum |
| SEQUENCE _NUMBER LSB | LSB of the TCP Sequence Nunber. |
Table 1: D et-ESP Context.
COVPRESS _ESP_PAYLQAD:
Defines if the ESP Payl oad MJUST be conpressed or not. Note that
as detailed | ater, conpression of the ESP Payl oad requires that IP
addresses, or protocols are unique in the Security Association
Dat abases. |If not the conpression does not conpress does not
out put a conpressed ESP Payl oad.
CHECKSUM LSB:
If an inner header provides a checksumthis can be conpressed by
the LSB nechanism How the checksumis conpressed is specified by

the related profiles, e.g. UDP Section 7 , UDP-Lite Section 8 and
TCP Section 9.
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5.

SEQUENCE _NUMBER L SB:
If an inner header provides a Sequence Nunber, one MAY choose to
use the SN stored in the SA for conpression. Therefore the
context provides the LSB of the Sequence Nunber which is used by
all profiles, defining the Sequence Nunber as conpressed wth LSB,
e.g. TCP Section 9.

Pr ot ocol Overvi ew

The Di et - ESP Payl oad Conpression is described by the pseudo code in
Figure 1. The Clear Text Data is conpressed only if
COVWPRESS ESP _PAYLOAD is set. Oherwise, it is |left unchanged. Wen
COVPRESS ESP_PAYLQOAD is set, conpression is perfornmed on the I P and
transport layer if and only if two conditions are net. First the

| ayer must exist. This nmeans for exanple that the IP layer is
conpressed only for the tunnel node. Then, the |ayer can be
conpressed if and only if the values are uniquely derived fromthe

| Psec dat abases. Mre specifically, if a SPD match occurs with at

| east two different values, then the conpression do not occurs.

As a result, the IP layer can be conpressed only if the I P address
appears as a Traffic Selector. |[If the Traffic Selector is defined as
a subnetwork, a SPD match occurs with nore then one | P address, and
then no conpression occurs. Simlarly, the transport |ayer is
conpressed if and only if it appears as a Traffic Selector. |If a SPD
mat ch occurs with different transport protocol then the conpression
of the transport |ayer does not occurs.

The Diet-ESP Payl oad Conpression is straight forward, but nmay at sone
point not fits all the needs. At sone point using alternative
conpression as those proposed by ROHCoverl Psec may be preferred. In
t hese cases, Diet-ESP Payl oad Conpressi on MJUST NOT be perfornmed and
COVWPRESS _ESP_PAYLQAD MUST be unset.
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COVPRESS ESP PAYLOAD is set :
proceed to Diet-ESP Payl oad Conpression

el se:

def

clear _text _data is |left unchanged.

di et _esp_payl oad_conpression(cl ear _text _data, \
CHECKSUM LSB, \
SEQUENCE_NUMBER LSB) :
if clear _text _data has IP layer and \ ## i.e. |Psec node Tunnel node
I P address is a Traffic Selector: ## subnets are not consi dered
conpress the IP | ayer
if clear_text_data has transport |ayer and \
transport layer is a Traffic Sel ector:
conpress transport |ayer

Figure 1. D et-ESP Payl oad Conpression Pseudo Code

Roughly speaking Diet-ESP is able to renove all header fields which
have uni que val ues inside the Security Associ ati on Database. Most
probably they are stored in the Traffic Sel ector, which defines the
traffic which has to be secured with IPsec. Table 2 shows sone
header fields which can be adopted fromthe Traffic Selector. The
tabl e provides the ROHC cl ass of these values, as we use the ROHC
term nol ogy to describe the conpression al gorithns.

| 1P version | 1P/1Pv6 | STATI C- KNOMN |
| Source Address | IP/1Pv6 | STATI C DEF |
| Destination Address | IP/I1Pv6 | STATI C DEF |
| Next Header | IP/IPv6 | STATIC |
| Source PORT | UPD/ TCP | STATIC DEF |
| | | |

Desti nati on PORT STATI C- DEF

Table 2: This values are carried in the Security Association.
| P Layer Conpression

This section describes how the conpression of the IP |ayer is
performed. The conpression of this |layer nostly occurs when the
peers have negoti ated the | Psec tunnel node.

The basic idea for IP layer conpression is to renove the IP |ayer
before Diet-ESP encrypts the Clear Text Data. Simlarly, for

i ncom ng packet, Diet-ESP decrypts the ESP packet, and restores the

I P layer by reading the IP address in the | Psec SAD. However, the IP
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address is not sufficient to restore the conplete | P header as other
fields nmust be considered. To appropriately describes the
conpression of the IP layer, this section uses the ROHC term nol ogy
and describes the associated profile.

The | P header is classified as shown in Table 3

N S N S R +
| Field | C ass | Conpression | Diet-ESP | Data

| | | Met hod | ROHC class | origin |
. . . SRR Fommmmmeaa +
| Version | STATIC | renoved | STATIC | TS |
| Traffic | CHANG NG | renoved | | NFERRED | outer IP

| Cass I I I I I
| Flow Label | STATIC-DEF | renpved | STATIC-DEF | outer IP |
| Payl oad | I'NFERRED | renoved | | NFERRED | outer 1P |
| Length | | | | |
| Next Header | STATIC | renoved | STATIC | TS |
| Hop Limt | RACH | renoved | | NFERRED | outer 1P|
| Source | STATI C-DEF | renoved | STATIC-DEF | TS |
| Address | | | | |
| Destination | STATIC-DEF | renpved | STATIC-DEF | TS |
| Address | | | | |
- PR - R - +

Tabl e 3: Header classification for |Pv6.

Ver si on:
The I P version is specified in the SA and can be copied to the
ROHC context, before the first packet is sent/received.

Traffic d ass:
Traffic O ass can be read fromthe outer |P header. Therefore the
classification is changed to | NFERRED

FIl ow Label :
FIl ow Label can be read fromthe outer | P header. Therefore the
classification is changed to | NFERRED

Next Header
The Next Header is stored in the protocol of the Traffic Sel ector
and is fixed. It can be copied to the ROHC context, before the

first packet is sent/received.

Hop Limt
The Hop Limt can be read fromthe outer |IP header. Therefore the
classification is changed to | NFERRED
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Sour ce Address:
The Source Address is fixed in the SA and can be copied to the
ROHC context, before the first packet is sent/received.

Destinati on Address:
The Destination Address is fixed in the SA and can be copied to
t he ROHC context, before the first packet is sent/received.
7. UDP Transport Layer Conpression

This section shows the conpression of ESP payload for all ROHC
profiles including an UDP header.

The UDP header is classified as shown in Table 4

o e Fom e e o o e e e o - o e e e - o e o +
| Field | d ass | Conpr. | Det-ESP ROHC | Data

| | | Met hod | class | origin |
S RS S SRS S - S +
| Source Port | STATIC-DEF | renoved | STATI C- DEF | TS |
| Destination | STATIC DEF | renoved | STATI C- DEF | TS |
| Port I I I I I
| Length | INFERRED | renoved | 1 NFERRED | 1P payl oad

I I I I | l'ength I
| Checksum | RREGULAR | LSB | | NFERRED | calc. |
S S R e S +

Tabl e 4: Header classification for UDP

Source Port:
The Source Port is fixed in the SA and can be copied to the ROHC
context, before the first packet is sent/received.

Destinati on Port:
The Destination Port is fixed in the SA and can be copied to the
ROHC context, before the first packet is sent/received.

Lengt h:
The |l ength of the UDP header can be cal culated Iike: |IP header -
| P header length. Therefore there is no need to send it on the
wire and it is defined as | NFERRED.

Checksum
The checksum can be cal cul ated by Diet-ESP and proved by conparing
the LSB sent on the wire. The nunber of bytes sent on the wire
can be 0, 1 and 2 stored in CHECKSUM LSB. If 0 LSB is chosen, the
checksum MUST be deconpressed with the value 0. If the UDP
i npl enentation of the sender chose to disable the UDP checksum by
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8.

setting the checksumto O Diet-ESP SHOULD be used with
CHECKSUM LSB = 0.

UDP-Lite Transport Layer Conpression

This section shows the conpression of ESP payload for all ROHC
profiles including an UDP-Lite header.

The UDP header is classified as shown in Table 5

R . . R . - - +
| Field | C ass | Conpression | Diet-ESP | Data |
| | | Met hod | ROHC class | origin |
S S S S R +
| Source Port | STATIC-DEF | renpved | STATIC-DEF | TS |
| Destination | STATIC-DEF | renpved | STATIC-DEF | TS |
| Port | | | | |
| Checksum | RREGULAR | LSB | RREGULAR | calec. |
| Coverage I I I I I
| Checksum | RREGULAR | LSB | | NFERRED | calc |
o e a o - R o e a o - o e - R +

Tabl e 5: Header classification for UDP-Lite.

Source Port:
The Source Port is fixed in the SA and can be copied to the ROHC
context, before the first packet is sent/received.

Destination Port:
The Destination Port is fixed in the SA and can be copied to the
ROHC context, before the first packet is sent/received.

Checksum Cover age:
The Checksum specifies the nunber of octets carried by the UDP-
Lite checksum It can have the sane value as the UDP |l ength (0 or
UDP | ength) or any val ue between 8 and UDP length. This field is
conpressed with CHECKSUM LSB of O, 1 or 2 bytes. |If O or 1 LSBis
chosen, the field MJUST be deconpressed with the UDP length. If 2
LSB is chosen, the checksumhas to carry this behaviour

Checksum
The checksum can be cal cul ated by D et-ESP and proved by conparing
the LSB sent on the wire. The nunber of bytes sent on the wire
can be 0, 1 and 2 stored in CHECKSUMLSB. If 0 LSB is chosen, the
checksum MUST be deconpressed with the value 0. If an UDP-lite
i npl enentation of the sender chose to disable the UDP checksum by
setting the checksumto O Diet-ESP SHOULD be used with
CHECKSUM LSB = 0.
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9.

TCP Transport Layer Conpression

This section shows the conpression of ESP payload for all ROHC
profiles including a TCP header. The ROHC context is partly filled
whil e the Diet-ESP context exchange, wherefore sone val ues can be
renmoved. Since TCP is not stateless only fields with the conpression
nmet hods 'renoved’ and 'LSB' are allowed to be conpressed, the other
fields MUST be sent on the wire unconpressed.

The UDP header is classified as shown in Table 6

R S R —— S S IRy +
| Field | C ass | Conpression | Diet-ESP | Data |
| | | Met hod | ROHC class | origin |
o e e o - R o e - R R +
| Source Port | STATIC-DEF | renpved | STATIC-DEF | TS |
| Destination | STATIC- DEF | renoved | STATIGDEF | TS |
| Port | | | | |
| Sequence Nunber | CHANG NG | LSB | CHANG NG | ESP SN |
| Acknowl edgenent | INFERRED | N A | I NFERRED | |
| Num I I I I I
| Data O f set | CHANGNG | NA | CHANG NG | |
| Reserved | CHANG NG | NA | CHANG NG | |
| CWR fl ag | CHANG NG | NA | CHANG NG | |
| ECE fl ag | CHANG NG | NA | CHANG NG | |
| URG fl ag | CHANGNG | NA | CHANG NG | |
| ACK fl ag | CHANGNG | NA | CHANG NG | |
| PSH fl ag | CHANGNG | NA | CHANG NG | |
| RST flag | CHANGNG | NA | CHANG NG | |
| SYN fl ag | CHANG NG | NA | CHANG NG | |
| FIN flag | CHANG NG | NA | CHANG NG | |
| W ndow | CHANGNG | NA | CHANG NG | |
| Checksum | IRREGULAR | LSB | INFERRED | calc |
| Urgent Pointer | CHANG NG | NA | CHANG NG | |
| Options | CHANGNG | NA | CHANG NG | |
. PR R PR Ry +

Tabl e 6;: Header classification for TCP.

Source Port:
The Source Port is fixed in the SA and can be copied to the ROHC
context, before the first packet is sent/received.

Destination Port:
The Destination Port is fixed in the SA and can be copied to the
ROHC context, before the first packet is sent/received.

Sequence Nunber:
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The Sequence Nunber can be conpressed with a LSB by using the SN
stored in the SA for the remai ning MSB not sent on the wre.

Checksum
The checksum can be cal cul ated by D et-ESP and proved by conparing
the LSB sent on the wre. The nunber of bytes sent on the wire
can be 0, 1 and 2 stored in CHECKSUM LSB. If 0 LSB is chosen, the
checksum MUST be deconpressed with the value 0. If an UDP-lite
i npl enentation of the sender chose to disable the UDP checksum by
setting the checksumto O Diet-ESP SHOULD be used with
CHECKSUM LSB = 0.

10. | ANA Consi derati ons

There are no | ANA consideration for this docunent.
11. Security Considerations
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Appendi x A. Interaction with ROHC profiles
Each ROHC profile defines conpression rules for a set of protocol

headers. Table 7 clarifies how ROHC profiles can be napped to Diet-
ESP payl oad conpression.
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S RO S O U S RO e O - +
| Profile | ROHC | Protocol | RFC | Diet-ESP |
| Nunber | version | | | conpression |
o e e e o - R o e e a e o - o e e e o - o e e o +
| 0x0000 | ROHC | unconpressed IP | [RFC3095] | no |
| | | | | conpression |
| 0x0001 | ROHC | RTP/UDP/IP | [RFC3095] | not used |
| 0x1001 | ROHCv2 | RTP/ UDP/IP | [RFC5225] | not used |
| 0x0002 | ROHC | UDP/IP | [RFC3095] | UDP and IP in

| | | | | Tunnel Mode |
| 0x1002 | ROHCv2 | UDP/IP | [RFC5225] | UDP and IP in

| | | | | Tunnel Mbde |
| 0x0003 | ROHC | ESP/IP | [RFC3095] | not used |
| 0x1003 | ROHCv2 | ESP/IP | [RFC5225] | not used |
| 0x0004 | ROHC | IP | [RFC3843] | I P in Tunnel

I I I I | Mode I
| 0x1004 | ROHCv2 | IP | [RFC5225] | I P in Tunnel

I I I I | Mode o
| O0x0006 | ROHC | TCP/IP | [RFC6846] | TCP and IP in

| | | | | Tunnel Mbde |
| 0x0007 | ROHC | RTP/UDP-Lite/lP | [RFC4019] | not used |
| 0x1007 | ROHCv2 | RTP/UDP-Lite/lP | [RFC5225] | not used |
| 0x0008 | ROHC | UDP-Litel/lP | [RFC4019] | UDP-Lite and

| | | | | TP in Tunnel |
| | | | | | Mode |
| 0x1008 | ROHCv2 | UDP-Lite/lP | [RFC5225] | UDP-Lite and

| | | | | TP in Tunnel |
| | | | | Mode |
IR SRy T IR - +

Table 7: Overview over currently existing ROHC profiles.
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